rnisapien sleazed his way into the Renraku military research
host without much trouble. Now he just needs to grab the test
results for the corp’s prototype smart drones and get out in one plece.
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datastream passes the ominous sculpted construct
of the Atlantean Foundation looming in the Seattle Matrix.




sing stolen algorithms, Ornisapien triggers a vanishing
SAN that gives him a satlink to the Renraku Military host. The
real trick is jamming it open long enough to get out the same way.
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reen lightning! |
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Since Shadowrun first appeared in 198Y. players and

gamemasters have sent us megapulses of invaluable feed-
back on the game system. Much of that feedback included
concerns about the complexity of Shadowrun's Matrix game
mechanics and the sheer amount of playing time needed to
create and map Matrix systems, bulld and upgrade
cyberdecks, and conduct runs in the Matrix. Virntual Realities
2.0 (VR 1.0), the new Matrix sourcebook for Shadowrun,
Second Edition (SR, takes a fresh look at cvberspace and
addresses these concerns

VR 2.0 provides new, streamlined mles for mapping
Matrix systems, building and upgrading decks. conducting
cybercombat IC. LIEITEY |'li“-".‘_lr.-lrrIH—{"'.fli'r:,-'tllill_:é_. Invalved in
making a Matrix run. In addition, VR 2.0 provides entirely
new software, programming tricks, and damage rules, and

acids rules for creating and playing the mystenous ofaku, the

UR<. D
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hottest deckers in the Matrix, All of these new rules are designed
[0 make the Matrix a leaner—and far meaner—place.

Though the rules presented In VR 2.0 replace all previously
published Shadowrun Matrix rules otherwise},

gamemasters and plavers should feel free, as dlways, to modify

junless noted

these rules and/or continue to use earlier versions of specific
rules in their games. Throughout this book, when the text refers
to the Matrix without any other qualification, we mean Matrix
L.0—the Matrix systerm as described in VR 2.0. In contrast, the
text refers to specific rules or concepts published in previous
Shadowrun products as Matrix 1.0 rules

Because the Matrix, |ts structures, their functions and deck-
ers form a truly holistic entity, early chapters inevitably make ref-
erence to later ones. For example, the text on Inbrusion
Countermeasares discusses certaln processes, functlons and
tasks described in detall in the Cybercombat section. Though
readers may not use the liberal (and possibly distracting) number
of cross-references the text provides on the first read through,
they may find them useful when returning to the text for a spe-
CIFC ruke ar procedure

The book begins with Welcome to the Matrix, the first of sev-
eral fictional Inferludes scattered throughout VR 2.0, These inter
missions give players and gamemasters a feel for the new Matrix
by oftering “real world” examples of concepts explained In the
Matrix rules. The Arst rules section is Matrlx 2.0, which describes
several new basic game mechanics for running the Matrix, These
game mechanics include new rules for managing grid/host con
nections. system and deck ratings, and system security. The sec
tion fitled Lrids and Hosts offers new ways of traversing grids and

host systems and |:I"|."- O e SYSIEM SECUIDY measures

-—-—

i

- L -. I- .-.I_..':- : -!'l -

Intrusion Countermeasures revises all the IC programs
Shadowrun deckers have come to know and love, and Intro-
duces several dangerous new forms. Mapping Matrices
describes two new procedures for mapping Matrix systems and
Includes rules for designing system security and sc ulptured sys-
tems as well. The Deckers section outlines how to create deck
er characters and personas under Matrix 2.0 rules, followed by
two new decker archetypes. Cyberdecks covers guldelines for
building and upgrading decks and peripherals and offers a new
contact, the deckmeister, who worls out of what is described as
a deck shop. The Programs section presents new rules for creat-
ing cyberdeck programs and self-directed program frames,
System Operatlons explains how to perform the most common
operations deckers use in the Matrix, and Cybercombat presents
upgraced, expanded, and new combat rules

Hacker House provides a selection of the latest software and
hardware for sale, while Matrix Law presents an overview of
cyberspace law. Artificlal Intelligence includes new rules for
semi-autonomous knowbots (SKs) and speculates on other forms
of artificial Intelligence that inhabit the Matrix. The Otaku provides
rules for creating and playing these mysterious, legendany inhabi-
tants of the Matrix. The final section, Matrix Hot Spots. offers
gamemasters three off-the-rack systems they can use to challenge
their decker player-characters or simply use as examples for bulld-
ing custom Matrix 1.0 systems. VR 2.0 concludes with an
Appendix full of useful reference tables and record and construc-
tion sheets compiled to help gamemasters and players use the
new VR 4.0 rules more effidently and effectively in thelr games.
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LOAD MairixPal Emulation
LOADIMNG
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LOAD MatrixlPal HelpSim 1.0A
LOADING
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RETRIEVE subject-CHILD-gender
RETRIEVED
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ICON LOADED

M5, PULSE: Konnbonwa, >>=RETRIEVE_ subject-CHILD-name

NULL FIELL INSERTING DEFAULT=> my dear! | am

wis. ['uise, your good Matrix [Mal. and | want to help
YOLUL . LEARN "MATRIAT ")

PAUSE_ for-input
PALUSE

REPEAT =

PALSE

REPEAT=

PALISE

REPEAT =

PALISE

->KONNBONWA, MS5. PULSE
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LOADING
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(M5, PLILSE: This is you, ==RETRIEVE _subject-CHILD-name
MHULL FIELD INSERTIMNG DEFALILT ny dear, or rather,
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students recepve the very best **ICONS"", so vou must study
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-=DISPLAY BOD-parameter
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Your “TBOD" represents the system integrity of your lcon.)

->DISPLAY _SENSOR -parameter
DISPLAYED=

tAnd your "*SENSOR™ lers you see things in the ""MATRIX®"

These abilitles are controlled Dy yvour Master Persona Control
Program, which experienced users of the **MATRIX™" call your
“MPCP ")
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DISPLAYED

(M. PLILSE: Seef The data icon knew who vou were and that
vou have permission to see it and touch it. That is because you
had the right “"PASSCODE" ", When you booted your MatrizPal
terminal, remember that it asked vou for yvour own special

“PASSCODE®"? That way [t knew you weére |ts proper user and
MATRIX
this fun. Eveny proper user Nas a = PASS0OT
his **CYBERTERMINAL®*. If you mistakenly used someone else s
“*PASSCODE® " on your “*CYBERTERMINAL®®, it would report to
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CRERSMIG=2h ROmors yal je<cd.

MNéwrchum (21:13:02/7-10-55)

=>2x3 (00 you just open the dotobase and j0ZF U your
grades gz

—grother Bata (21: 1.3 1977 10553

saaxa{Heck no, | hod 1o fuzz oul my terminal's ID co—oh DUHI

L | fasd DIUINE Sura, | hod fa fuzr oul oy D code, 50 | cookad O

3=

Clorne of The processor chip Im Tronics shop and got some i
o dodtla-ntarupt tThe opeys monital mode ol a Bulletin
Doarg, | c<<s

—Mewehum (21:13:38/7-10-55)

ssassiCongrats, kid Yo turmed into o decker. Steaithed yel
MPCP and ran a Sleaze to augment yar Maskin®, eéven f ya din't
have no Moskin® yat, An’ It's da last ime you'll git it dat eosy, 50
30N Tgo Ihinkin: he Corps got nkertay  pulars ke he one In yer
old school )<<<<-

—[igital Dawg (21: 14:097- 10-58]

wonnn ] e right, Dawgers. Kid, no matter how Rot you think you
cdre with 0 deck now, you need o get twice as good to have
evan o bare-hooped chance of surviving on a real host. And
sklll andl attitude won't help withaut the hard and soft to back
&I LD

Gt your skill with computers as hot as it can gel, get the
bast Icaplck soffware you con buy, or leam 19 wrile your Swn
Spénd maost of your downfime stayin’ on top of the SOTA—the
stoté-ol-the-haggin' -arf—and then you're a decker. You can go
amywhare In e Matrix an’ do anything. Frog up, you'l wish
You d Siayed a usel accling ha ten-yen filas thal mecognilze yer
DOESCODOe | <o

—To Mun (21 1402/ 7-10-55)

UH s

=apak(Look, folks, can we do the sage-advice-fo-young-decker
of-promise thing loter? | want more feadback on his Matrixral
thing . J=<===

= On The [Rur (21 14:28/ 7- 10-55)

a0 far i Mommio, e

—Llightal Dowg (21: 12008/ /- 10-55)

=> RELOAD _reglsters-HelpSim- 1.0A
<< LOADING> >
»> RESUME

-=DISMLAY datafile-access-log
o DISPLAYED > >

{5, Pulse: If you look at the file header on top of the data icon,
you can see your ““MATRIX®* name, yvour “*MPCP** *"SIGMNA -
TURE*", logged in the proper record. When you have learned
moare abolut the “*MATRIX" vou will see that all VOUTF work has
the same ““SIGNATURE"" attached to It, so that everyone will
know what a4 fine student You are and how well yvou do impor-
tant wiork. Your poor mother will be very proud])

»r222(Yadh, they always blame the mothet Y know, Dawg, that
ideq of yours about fithing my gifl out with one of my old decks
looking bettar Dy the second, J<acas

Mg O Tha RBun (21181 1/7-10-65)

2250 T | Qo This sfraignt, theara's hree major Classes of pe

.
LT

ple on the Matrix? Shraight users, with cybearterminals loading
Body ond Sensor programs. Sacunty pasphe warking on thailr chr
systerms, who hove Evasion so they con handle mat combat. And
us"? | mean, people with Masking thot supprassed he Pernond sig
nature and ets e work withowt leowving Q datatroll, jecgas

— MNeEwchum G2 D 1&:237 7 -T0-55)

L e T ] """.I"“"Ilullk.l :-L- o o

Digtal Dowg (21 16.34/7-10-65)

(V5. PLILSE: 5ome foolish people say that they can pretend (o
be someone else inthe ""MATRIX"". But don't you believe 1t, No
proper person would even try such a thing. and improper per
so0ns who do quickly discover that It |s Impossible.)-

»=ea[0h DRECK] | - They frag
gin’ wish =>>>>[Yeah, riz>={M5, PULSE: Now for our quiz on
whatfhe 38f: /il =< OUT_OF_ MEMORY : ABORT ==
<<ght.jc<<< «=[Uh, guys, not all at [clon't believe
»le<BUFFER OVERLOAD > 1< Jonce, this s a low band

s>=»fthe kid needs a REAL deck AHMA |hhaliletjgmn
vied

=[S what | meant

i_f-H[Mrﬁ“LT -
ceRESET>=
<< RELOADING >~
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Matrix n. 1. The world computing and lelecommunications network. 2.

Virtual interface soflware convenlion used to access computer systems.

O
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The human mind cannot directly comprehend the flow of
data In the Matrix, If users were restricied 0 old-tech (ools—
command lines, fle names, programs in clumsy procedural lan-
guages—ihe system would be unmanageable. For example, a
user who wanted 1o read a computer file in 1995 would type In

,

soimee wearsome command, fnd the file in a window, or access
thee desired Information in some other, equally clumsy method.
But after the Crash of 2029, ASIST rechnology opened up the
possibilities of actual DMNI {Direct Neural Interface] access 1o com
puters, amd the Matrix was born, Now, the user takes a microsec
ond-long trip through a computer-generated landscape in order
to find a fle. It the user is validated to see a file, he finds it right
where he expects (o find it. The interface routines he uses may
ook ke clerical workers, or a huge library, or simply appear as
dazziing patterns of energy. The user sees the file, touches it, and
the data downloads inta his oyberterminal

Lisers do not nesd to remember codes, command sets, or
e names, I they want something, they go @et it, IF they want
to program a process for the laboratory or an assembly line, they
mentally perform the motions involved or bulld a model using
Jrtual components, and the computer learns from them
Madern chemises, for example. bulld molecules according to for
mulae as if they were using children's building blocks. The com
puter then translates these actions into a program thar will ope
ate the process in the real world

Legitimate users have registered cyberterminals that identi
fy themsebves oo the Matrix at every step. But the cyberdecks of
deckers have no Mafrix identifiers. Deckers remain anonymous
and when everything goes right they can dance through the
secrets of the Mafrix, laughing at security measunes. OF course
when things oo wrong, they can die in the Matrix as well

Ihese concepts remain unchaneed rom those presenoed in
the basic Shadowrn rules. Howewver, Vinteal Realities £.0 oftiers
e dames mechanics to simulate these concepts, [he most
important new  game mechanics are system  operations and
System Tests, A system operation is simply a flist of the game
information a decker needs 1o perform a task in the Matrix, Each
sysiem operation lsts the System Tests) required o perform the
esen task, the nadne of any uidily rograms that aog@enent e
st e ryne Of AChion e Oesc e as T |,-'-|'-|_'||-:I [ |!4_'|I||'||| [ye=
Cask, anc 4 OEscripton of whal Daprens when e altempts o do

IS al e clestgned] system Operatlons appear n P S
ron btled System Operatlons. oo 108 A quick-reference list of
operations also appears 10 the Appendix, p. 162

Lincler the revised Matrix 2 O rules. a Hysrem [esr ConsIsts of
AN OS] tesr etween the decker and the system e | s Tglall

iinE (note that the term Systerm Test s used differenthy than in

[ T I

£ Mainsx Ly orules he decker makes an appropriate
upsysiem lest, Thie SAMemasier makes a4 seCuriny [esr for che
WERIETT ANt e clercloesr s Dhesies T1owy Facton

This sechionm prewicles an overnview of these and other new
TATTIE TYRCS MaflTe resente] in Matro 2oL e L ETSC] LT S 20 TR

et rmcre otlesrad lescd STTUICTICA S o0 uisEirmer s ey riess

MATRHRIX .0

ICONS

Every oblect a user sees in the Matrix 1 an fcon. Users have

speclal lcons called persomas. When we talk about a decker s per
sond, Wwe may also refer to his lcon, or his online lcon

As real as the experience seems, a decker never physically
enters the Marrlx, His meatbod remains sitting where the
cyberdeck connects o the Martrix, the jackpolnt The deck eeds
the decker an ASI5T signal, in the same way as a simMsense ser
that makes him think he is som@wvhere else. That somewhere
else is the Matrix

The persona programs and utilities running on the
cyberdeck are master coples of the sofware that makes decking
possible, When a decker logs on to a grid or host, the cyberdeck
loads versions of those programs Into the Mairix system. In a
Autahell, deckers deal with two sels of prostrams; the froni-end
programs on the deck, which convert the decker s neural impauls
25 Intg compuber Command transactions; and senser programs in
the Matrix, which conwvert those commands into programming
cormmands that Influence what the systerm does

These onlive servers form the decker's persona. Through the
persond, the decker experiences the environment of the system
where he is active. The persona programs send transactions back
from the Matrix to the cyberdeck. where the front-end programs
convert them Into simsense experiences

Ihis system creares two complexes: the meat decker and his
front-end programs on the deck: and the deckers online con
whilch runs on the computers that create the Matrix, Disconneci
the checl, crash the persona, of sever the comrilink that conmect:

thern, and the decker is oHline. jacked out, cumped

GRIOS AND HOST5

The Matrix consists of telecommunications networks (grids)
-'||'|l:‘| i.'.||'|'|||'|J|1": '-.'\:.-'--|='|||'-- |_|'|4 ¥eis) . Laricls | Arry WVOEe A cdata trans
MIISsSIoON%S 'E"'-.l'l"\."llllllé; remm local Ehone oA LA '.:I;\..'-'.:'III'-'l 1AaTA
[ lets. Hewses are whar wusescl 1o be calledd malrndrarme HTI[LIE S
but mainframes |n the Seh Woirld oo e hase 19 e slpgls
[owerhul ;'li-'-l'l"- Gf fdrchwsare. 1 laco myalyy 4 (R A leee]
cares al Massive |!q.|l,l.|||r'| R L L il e« ol uralions
Thego Provicle |USsC a5 Lk | AT A% 4 SIFEEE S rC Ol bed
Simply put, a4 host in Shadowrun (5 any Ccomputer imporant

EHLLE N mor a decker o invade and roush enowah (o Aght back

[HHTRIA TUPOLDGY

|i|1_-- CONFEC RO e wesesrn & rie® il Fissl N TR s

Fi .r\._.lr_1g_!'\..' aal The |'l_.'1.|l|| w0 Ul ol Dwpaes Of Coiiimeesd owis e i

I3 ACCESS . (R re] -acCess. D] P T (1 parbvabE- e
SJiCCEess CONmNectons I:\-:|- ||.||II|| |'._ T S™ L= DL S B35 1D CIEYs il
nosts, Criss-« rossina i L@l The il AN Wl et W with
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Ipen flccess

WI0s! COMpauter sysiems use the OPREM-ACCEss conrmeciion

Quilte simply, any host connected directly to a grid has an open
ACCESS CONNectlon, Amy user, anywhere in the world, can use the
such hosts, All four of the Hosts In the
LT

A decker can access any of them by

public gnds (O ACCESS

Open Access Diagram are attached to the same Local

[elecommunications Grid)
connecting o that LT, IF he (s already logaed on to one host, he
that

can disconnedt mom host and acecess another host without

terminating his Marcrix mun

Hey

e

S

e
oS 4 . ' S

x D

- [

N3

hered Access

I the Tiered Access Diagram, only Host A s connected direct
hy to the grid. Hosts B, C, and I are connected only to Host A, In
this arrangement, Host A functions as a first-tier system; Hosts B, C
Ay user who wants fo

and O function as secord-Hed systems

access Hoses B, C, or D must Arst pass through Host A To ger from
Host B to Host Cor D

FiTsE

the decker must re-enter Host A
tler systems can be designed to act as switchers, pass-
ng authorzed users into second-tier hosts. Or frst-tier systems
may allow users (o pass o.a private local telecommunications
arid (PLTL) thar provides access 1o second-ter syshems

Ihe classic Matrix securicy concept called chokenoint -;||_"-|:..!III
5 a speclhc application of tlered access. In chokepaint systems,
the first-tler hosts Carmy as vicious s# CUTITY a5 15 |".l:':'--||l|4.'I wtti The

SCCONC-Ter NOses running elatively lower secirity

VOS5 C -]

x .{
3 X
..-|:I oy
- ' He
| i .J W
! ‘Gf*; 5
: rf-? Y

/5

Host =Host Recess

A host-host access | onhguration consists of a set of hosts

linked cirectly to one another. No single host defends the others.
All perform specific jobs but must share data 1o do so, In Matrix
1.0, such a system would have [een mapped as a sefes of 5AMNs
shared by multiple CPLUs, or maybe just a lot of SPUs under a
powrerf| CL

Host-host configurations commaonly appear in corporate

schemas. Typically, only a few hosts connect directly to public

the secono tier of

arids, but numerous machines the system
are linked to each other, Declkers can Only acceEss hosts -_hrnu:.::_l*.
other computers that are linked to them. For example, a decker
in the LG of the SVSTEm N rhe Hose-Host |"I'|.|_:.'I.'.|_r|| wioulod have
to pass through Hosts B and D o !I||-;||j_!..llln Hosts B, € and D to

reach Host |

s
s
P— - ‘ v
LTG - N _—N
v o Ili' |.F-]:‘:-':!.‘l'.;l".l|:
r [
3 ; i

Private brid Access

A private ard (PLTG) represents a proprictarn

f EOIMImuUnica-

tions nebtwork inhabited solely by the hosts of & Hiven corpora

tion, sovernment, or consortium. These can range from small,

networks called LANs (Local Area Nerworks) to alobal

[T

PLTGs. Once a decker has accessed any host in a periveate a@ricl, he

Can Access any other host connected to that grid

Within a PLTC, hosts may e -"r:‘1.-'--'l|._’|'-.'| Im tiered or st

NOST ACCess canhgurations—and are. In the 5ixth World, para

1] T I L Its a

not a .‘I-||||':I!-:l_:.‘__'-,' for Matrix-security designers
requirement

For a more detailed description of PLTGs, see the Grids and

Hosts section, p. 14
\L
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SYSTEM RATINGS

e Matrix 1.0 rules forced gamemasters to map out each
host in detall, creating different ratings for each system node, In
Matrix 2.0, every system, whether a grid or a host, has a Security
Rating and five subsystem ratings—Access, Control, Index, Files
and Slave. In Martrix 2.0, these ratings are collectvely known 45
[N SVEIET I~'.1-'||'|:.1J ‘roie that this use of the term s -.-:a|11|i-|-.'l-x'|'-,-'
different from the definition of Sysrem karing In the onginal
Plarrix rules.)

ee Grids and Hosis, p, 14, for rules hor determining

System Hatines

SEEUBHU RATING

Security Rating consists of a security code [a colory and a

.
Security Value (a number), (The Secuarity Value is calle the
Systemn Rating in the SRI rulebook. )

| he tour secunny Cooes are Blue (little or no security), Green
javerage security), Orange (significant security), and Red (high
security), Reportedly, some systems contain killer gdefenses that
send their security codes right off the "official’ color scale. Decler
slang calls these Ultra-Violet. UV, or black systems. The security
ervironments of UY hosts are qualitatively different from those
ol other hosts. (See Grids and Hosts, p. 14, for more information
on Y hosts,)

Cenerally, Security Values range from 4 to £, though they
sometimes range higher, Double-digit values represent extreme
systerm security, The Securlty Value indicates the number of dice

the gamemaster rolls 1o oppose a decker s system tests,

SUBSYSTEM RATINGS

The fve subsystemn ratings—Access, Control, Index. Fles,
and Slave—represent the resistance of a system’'s subsystems to
unauthorzed manipulations by a decker. These ratings function
as target numbers for all the tests a decker makes when attempt
ing to manipulate the system illegally, For eéxample, an unautho
rized decker trying to read files on a system would use his
Computer Skill to make an Access Test and a Flles Test, The
Access Test, made against the system s Access Rating, gets the
decker Into the host or gricd, The Files Test, made against the sys-
tem's File Rating, enables him o read the files themselves, (See
Systems Tests, p. 19, for further information on Systems Tests,)

Keep in mind that a high subsystem rating does not impeoe
authorized users from using the subsystem. For example, a high
Access Rating does not affect the log-on procedures of authorized

users, It simply makes illegal log-on attempts more difficult.

Recess Rating

Mhe Access Rating measures a system's resistance o unau
thorized access. To access a grid, an unauthorized decker must
make a successful Access Test against the grids Access Rating
T log on to a4 host without a validl passcode, 4 decker must make

a successful Access Test against the host's Access Rating

[ontrol Rating

The Control Rating measures a system's resistance to unau
thorized administrative commands, For example, an unautho
rized decker attempting to Kick a legitimate user off a host must
make a successhul Control Test against the host's Contral Rating
Cenerally, successful Control Tests will enable deckers to repro

Jram 4 system or debeat (€5 security measures

Index Rating

The Incdex Rating measures a system s resistance 1o unau
thorized searches. An unauthorized decker searching a gnd or
host for a systern address or specific file must make an Index Test

against the grid/host's Index Rating

Files Rating

Deckers must make Files Tests agalnst the Files Katings when
ever they attempt to illegally read or write datahles in a system
Deckers must also make Files Tests to decrypt encoded fles and

wenc outpur fo devices such as faxprinters or chip cookers.

Slave Rating

The Slave Rating governs the operation of remote devices
controlled by a system. For example, a successhul Slave Test
enables an unauthorized decker to take control of devices

manipulated by a host, such as security cameras and elevators

RATING FORMAT

Matrix 2.0 describes System Ratings using the following

shcrthand format
Security Code-Securiby Value/Access/Control/Index; Files/Slave

For example, a Red-6 system wiithh Acoess and Inoex [“-""*.'-‘ﬁ ol
10, a Control Rating of 12, and Files and Slave Ratings equal to ¥

wiolld e owritten:
Red-&/ 10120 10,/9/6

The acronym 'ACIFS' —Access Control Index Files Slave
Ay malke |'|_"I'|'|1_'-'I'|'||_'|1_"!!'!:’.". this formart easler, The FEAMEMasicl My
also creare a simplified format by eliminating the Files and Slave
ratings. Generally, Index, Files and Slave Batings do not difber
greatly. so the gamemaster may simply average the three val
ues, rounding fractions down. In this simplihed format, the

example above would become:
Red-G/ 10,1 2/4

A System Deslgn Sheet for recording further detalls of a sys-
tern appears in the Appendix, p | 56

I
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DECK RATINGS

The power of a declker s persana s defined by the process
ng power of his deck's MIPCT (Master Persona Control Program)
anel his bod, sensor, evasion, and masking utility programs. The
MPCT represents the master operating system for the deck and
has an ML Rating that measures its ability to take damage and
continue functioning. The bod, sensor, evasion, and masking
programs are called persona pragrams. The numeric ratings of
these programs serve as the ‘attributes’ for the decker's persona
and are used whenever teses are made against the decler while
in the Matrix, Deckers also use utility programs. rated In the
LA THLATIME

The MPCP Rating is the central value for cyberdecks, The
MPCP Rating multiplied by 3 equals the maximum total of the
deck's persona programs, No single Persona Rating may exceesd
the MPCT Bating., and the maximum value for most utility pro-
grams is equal to the MPCP Rating.

Lt

|

The shorchand format for describing a cyberdeck's ratings is:
MPCP Rating/Bod Rating/Evasion Rating/Masking Rating/Sensor
Rating
A deck with MPCP-8 and all Persona programs distnbuted H|u.1||',r
among the maximum total (3 x 8 = 24), would be written as follows:
MPCP-8/6/6/6/6
If the decker increased his Bod Rating by 2 points, to the maxi
mum of 8, he d have o reduce the other Persona programs by a
total of 2. Il he decided to reduce his Evasion and Sensor ratings

by 1| each, the deck's ratings would be written

MPCP-8/8/5/6/5

All of these programs are discussed In more detail in the

Deckers, Cyberdecks, and Programs sections

DETECTION FACTOR

The gamemaster uses the deckers Detection Factoras the
target number when making tests to detect a decker s presence
or prevent a decker from performing actions within the Matrix
[see System Tests, p. 199
Factor, calculate the average (round up) of the deckers Masking

o determine the decler's Detection




Rating and Sleaze program rating. For example, an MPCP
R/G6/8/6/4 deck, running a Sleaze-8 program, would have a
Detection Factor of 7. Thats [& (Masking) + 8 [Sleaze Rating)
1 4] divided bw £ 7

It a decker is not running a Sleaze program, the Detection
Factor equals half the Masking Rating. This makes a drek-hot
Sleare program a necessity for any decker with aspirations, not

o mention a keen sense of self-presensation

[HE HACRING POOL

The Matrlx 2.0 system creates a much smaller Hacking Mool
than Matrix 1.0, To determine a deckers Marrix 2.0 Hacking
Moo, add the deckers Intelligence Rating and his deck's MPCP
Rating, divide the total by 3 and round down. [Any Increases of
a decker's Intelligence apply o his Hacking Mool as well, whethet

they come from oyberware of magic. [ncreases are cumulative

MATRHRIX .0

unless the gamemaster chooses to use the optional Multiple
Improvements rule provided on p, 19} The linal Agure |s the
Marrix 2.0 Hacking Pool

Cenerally, Hacking Mool dice may be acided to any test made
in the Matrix—System Tests, attack or defense tests, maneuvers,
programming, or attribute tests, Howewver, characters may not use
Hacking Mool dice In the ollowing drcumsiances

First, dice from the Hacking Mool cannat enhance Inltlatve
rolls or dectrinal dice rolls such as 'roll 1D6 to see how long it
will be before the host crashes' Those are not tests in the
Shadowrun sense of a dice roll against a target riurmles

Additionally, Hacking Poel dice cannot be used in Body or
Willpower tests made to resist the effects of gray or black IC that
is clamaging the decker Only Karma Pool dice, enhancements
connected to the cyberdeck, or bioware/maglc boosts 1o the

decker's Body or Willpower can help in such situatlons




MATRHIX 2

|:|ith'|lld|'E11|I11 the Pool grams the decker |s running and any appropriate situation mod

Any cybertech [term from Shadowrun, Second Edition: ifiers (system alert levels, damaged decker or deck, and so on)
Shadowtech; or Cybertechnology thail raises Intelligence may For the opposed test, the gamemaster rolls the host/grid's
affect the Hacking Mool, as noted above. Twao specific examples Security Value (on a Red-G host, that would be 6 dice) against the
of such items. often employed by wiz deckers, require special decker’s Derection Factor, Apply any appropriate situation maod
comment. These are encephalon implants and the Math 5P (see hers to the Detection Facror
Shadowtech, pp. 49 and 52) The following exarmple illustrates the first step any decker ks golng

Encephalon implants improve Intelligence, and this bonus fig to take; getting into the host within which he wants to operare

ures Inte the calouwdation of the Hacking Mool In acddition,

HeadCrash has Computing-6 and an MPCP-8/6/6/6/6
deck. He is running Sleaze-5, so0 his Detection Factor is &
(6 +5 =11, divided by 2 = 5.5, rounded up). He is also run-
ning Deception-4. Head is decking Into a Red-8 host with
Access-11. He needs to make an Access Test to log on.

encephalons provide Task Pool dice for ceraln activities, IF the
declker has slotted a Computer skillsolt with a rating equal to or
greater than his ovwn skill, or T he anly uses the skill granted by the

skillsaft, the Task Mool dice also @o into the Hacking Pool. Note that

:,| II""'-""."-. e not reculred O ouse a {-IZZIIII|:'III:~r activesoft for "|'E'|-|= “!!::Iﬂl:r.'-'l.";'.ll rolls E -ﬂll'.l,!. ||'|_.|:;_ l'.:r.l-ml:ll.ltilll_:l hi’ll“ '"“3 tarucl
Ing if the decker uses an encephalon implant, However, skillwires number i5; 11 {(Access Rating) minus 4 (Deception Rating),
are required to use the skillsoft without an encephalon implant for a final Access Test Target Nomber of 7.

A Math SPU increases a chatacters Intelligence by half its The gamemaster rolis 8 dice, the host's Security Valoe,

against a Target Number 6, Head's Detection Factor.
HeadCrash achieves resulls of 2,2.3,4.5.9, for one suc-
cess against the Target Number of 7. The host achiaves
resufts of 1.2,2,2,3,3,5.5—n0 successes. HeadCrash logs
on to the host. He got lucky, and he'd better hope his luck

|i||‘:l-.'I Essence cost, I represants an excellent Investment holds.

rating for purposes of decking, For example, a Math S of
:':.'l"lllll\.'l &4 offers a substanclal bonus to the decker's Hae |-_|||l.';_ *eal,
especlally it he does not have a millllion nuven o buy DT

nents to bulld a drek-hot oyberceck. For 23,000 nuyen and a i

Note that had HeadCrash not been running the Deception
lptional Rule |H|1If_|||||+ Improvements program, his Target Number would have been 11 rather than

Ihe optional multiple improvements rule may be used to 7. He'd have had no successes, and would have failed to log
prevent players from using magical and cybernetic Intelligence on. Moral: you can’t do anything unless you can get into a

host in the first place, so a good Deception program is a must
for any decker interested in hosts with high security levels.

bonuses fo produce 'superdecker’ characters who possess
excessive Hacking Pools. Under this rule, the character may

dpply only one Intellicence bonus to the Hacking Pool. Use the

: If the decker achileves more successes than the hose, he wins
nlghest bonus ar allow the plaver to chodse which enhancerment
i the test and succeeds at whatever task he |s attempting to per-
df |'|I-: & e the pool, Generally, an end ephalon II1'|='II.|,||I represents
farm. IF the host achleves more successes the declker Fakls
fhe best cholce, because [ts Task Pool dice directly enhance the

Hacking Msesl

The multiple improvements rule prevents plavers from cre

Eegardless of the (est outcome, the samemaster records the
host's number of successes and adds the (otal (© any previous

' successes the host achleveo in e LA lTesre agalnst the declker
ating superdeckers who buy every last advantage they can get in ; =

3 ; | hls runming total creates the securioy tally
cyberware and have a friendly mage with thar Increase Attribute "

spell constanthy on fap. It forces the decker to e his extra edae
. o

from superior decks and utilities, which will result In characters SE[:UHHIJ ":"_,U]I

WG Are extrentely urgn [oi cAsh E5DEC ally if the A AMTIE TAS L]

emplays the SO7TA rules (see Deckers, p. 74} This need for cash

I [ '._'I.||||-I'!||.|'-\.|<" Iallless &ll the successes a [ostsario
il 50 proviaes & Wweakness gamemasierns may exploill wlier |IIi"":-; ) L
: ; 5 ) achleves while opposing a decker In System Teses, This tally runs
|'-'.--_-| =i '--|'II| i el |||'--'|'_'I|’l|r-_"-. :

das long as the decker is logged on o that particular hose/srid
SIIIS'I‘E"'I TESI-S When the tally reaches a level set by the gamemaster, (& may
frigger actions within the host/arid, determined by i1

IL".-II'l'II'III."‘;.[i_I dnd ranging T the activation of black IC [FFo

Asg noted I the section introduction, unawthorized decloerns grams to nothing at all. The bottom line s that decker never
must make System Tesis whenever they attermpt o perform knows what will happen as a result of his next test, or how many
tasks within the Matrix, System Tests are always resolved as more tests he can safely afford before the host/end carches on
opposed tests between the decker and the |._||_'..l|'I nosty gric, [y tor Nis prresence and ooes its best do crash him
decker uses his Computing skill to make the Subsystem Test More detalls on security talliies and how to use therm appeal
dppropriate to the task he [s attempting. For example, logging In the gamemaster-anly section Matrdx Hot Spots, p. 149 The
on 1o a Nost requires an AcCcess st dgainst the systenm s Arress cyshern sheaves (archebypes ior a VMatrix system) [ s icleset 1 thval
Rating., Editing a fle on that host requires a Flles Test, and soon, section define the reaction of a host/arid to intruders: slow and

Lhe tareet number for these eses is modifed by any acllioy [ro CAautious. of Fast and et

1

LU} o e
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 GRIDS AND HOSTS

“No, sir. We don’t have to care. We're the phone company.”

=clth century performance artist Lily Tomhn

o

“No, cifizen. We don’t have to care. We're the phone company. This is a recording.”

=clst century service announcement

Ihis section describes grids (systems of connection) and hosts {com
puter systems). It provides information on ratings for these systems, var-

lous methods of accessing them, and other useful data for deckers
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bRIDS

The term grid is often used as a synonym for the Matrix, but
| .".."l.ﬂ'l.n.

ather worels

LU the term |"l:'l'|-.'lI-e: T ||_';r_'=_l:II1'.":||I||4_.|||-'|||'- B Ll i

the phone ocompany. The situation in

Ml i=iaa - r - %
fraced back to the yvears ollowing the Crash of 29, when most

-4 Jon i 5 i # g | = o 5=
Oevelopar] natlons returned 10 massive, -|I:I~T':|-e' WWENCOE MORoRc

ftes for their common-camier communications, This amangement

wias intended (o prevent another Crash, of course, not to satisfy

the demands of the megacorps, control citizens' access to data,

or anything like that

National 2rcls Consist ol (%] [ O more g'-!r--,';i|'.:|,||

lelecommunications Crids (RTC), owned and malntained by a

monopoly venaor, An BTG usually encompasses many dependent

Local Telecommunications Grids (L [, LTS are Alalorous (o the

area cocles of Z0th-century coimmunication necaorks and are main

lained by local subsicoianes or franchises of the parent company

2056 can e

= LIS HITD HOD S0

[ ]

REGIONAL TELECOMMUMCATION GRIDS [RTG )

Ihe topalogy of the Morth An
158, SRI

listed

terican RTGs appears on p.

Ihe Matrix 2.0 Svsiem Rat RTCs are

[Te

these

MESs Ol

in the Morth Amercan BTG System Ratlngs

EkDE
COiverseas RTC System Ratings table provides Matrix £.0 5
B

VU ETET

Ratings for overseas RTOs ause public grids carmmy such

ENGrMmous volumes al traltic possess relatively ew securi
Oy resources, thess ratings are lower than those of a typical host
COITauter

When generating System Ratings for a public grid not on the
list

ine Intrusicn EAOrHculty of Easy and suf

all

aASSLIMme

2ric Nas an

rract & from '._'-.I:-'._-.'!_-- for a ranege of G o By, See Inerusion

Lifficulty, @ 31, for details on generating ratings
o minimize the 1] act af thie Matrix 2.0 LI[E Wle On [arew|
ausly published Shadowrun materials, the grids retain cheir orlg

inal Hecurty Katings

NORTH AMERICAN RTG SYSTEM RATINGS

MNAMN

Algonkian - Manltou Cireesr =4
Athabascan Cireen-3
Pueblo

Sallsh-5idhe

Orange-d
Lireen -2

Sloux Crrange-3
Trans-Polar Aleut Cireen-2
Lite Orange-3
Québec Cireen-72

Tir Talrngire Orange-5
Drange-5

Cireer-4

Tsimshian

UCAS

RTG Security AcCess
Artlan Crange-3 B8
California
Free State Cireen-4 5
Caribbean League
Bermuda Lireen-2 [
Cuba Orange- 3 8
Grenada Crange-d B
|Jamalca Cireen-3 G
S5outh Florlda Cireen-2 3
Virgin Islands Cireen-2 i3
CAS Cireen-3 (4}

Comirol index Flles Slave
a { 7 ]
H ( i -
{3 i 3

&
0

B
C
L
L

LS S
=

R 8 3 i
1 _-'- .} s
bu] H 7 7
f & { &
= ¥ 7 7
H H s 7
B 3! 7 7
B B B 8
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GRIDS HND HOS TS

RTL Security Access Control Index Flles Slave
Liermany
Greater Frankfurt Creen-4 {3 8 & (& &
AG Chemie! Red-5 16 1 () ] i) €}
Franlkfurt Orange-3 & 8 & ! /
Frankfurt Banle Assn.® fed-5 10 4] s ) b
Mainz fWiesbaden Creen-4 i3 B & 7 7
Mannhetm/Ludwigshafen Creen-4 ] B (&} 7 7
Morthern Germany Creen-3 s 8 o i v
Arkoblock 1-4 Racl-4 = (19 ba H H
Berlin Orange-3 Y 8 ! 3 (&
Bremen Green-5 () H & ! /!
Hamburg ey - & 8 5 / !
Hannower QOrange-5 & 8 7 H H
Rusen Orange-5 B 10 o 0 0
Rhine-Ruhr Ciresn-4 & pal &4 & G
Cologne Creen-3 ] =] 5 P e
Crarermunc Creen-2 i B & i &
Dridsgelcior] Creen-4 ] H ] % &
Essen Cireen-4 (] 8 ) (5 5
Fuhrmetall Orange-5° o L] H ) | (3
Fuhr Lini Crrange-4 &5 B & / 7
Saeder-kmupp Red-5 B 10 o 10 [ &
| southern Germany Creen-4 & R & {
| Heidelbere Lrean-3 5 = 5 5 3
I Munich Creen-4 i A & {; 0
Murembaerg Creen-3 i = (& 8
Stucrgart Lreen-4 i H ) o] {3
50X Red-4° 9 | ) A A a
SOX-Offnet Creen-3 ) g [ { {
Lreat Britaln Orange-5 7 = G / /
' Tir na nOg Red-5 a (a] 7 B R
"Denates an entry point to a PLTG (sed below)

-

- ETIREAN LR, !

i

Iy
&

LE "S-,
T ==
—_—

it

e e T

LU b =t §




LOCAL TELECOMMUNICATIONS GRIDS [LT6)

When a decker first connects to the public grid ar the start

of a run, his deck loads his icon onto an LTG. LTG ratings, at least
in Morth America. are usually equal to the System Ratings for the
parent RTCG. In countries like Germany
Ratings of LTGs and their parent RTGs may vary

however, the System

lIptional Hule. Uarable LTG Ratings

Larmemasters may vary an LTG's Systern Ratings to simulate
the constant system-load Auctuations, rerouting, and alerts com-
mon to LTGs. At the gamemaster's discretion, Auctuations may
affect specific locations in-an LTG or the entire LTG and may [ast
for a few hours or the length of an entire adventure.

lo determine the ratings of a luctuating LTG, roll 1D6. On a
result of | or £, reduce all the LTG's basic Systern Ratings by |,
On a 3 or 4, the basic ratings remain unchanged. On a result of
5 or 6, increase the LTG's Systemn Ratings by 1

The gamemaster may also Implement specific changes in
the System Ratings of an LTG to reflect specific events or wo

accommodate the background of an adventure

PRIUATE LTGS

Private LTGs (PLTGs), as described on p. 169, SRI, actual
independent. gricds that are

closed 1o the general public. Most large corporations and all

Iy represent restricted  g@iabal
megacorporations maintain at least one PLTG, T:.,.-pi:_.-a.llg.‘.-, micst
maintain several LTS,
which may extend to military or diplomatic sites outside the

developed countries government

countries’ borders

PLTGS are governed by the laws of the corp or country that
owns them. As a result. PLTG owners can install any anti-intru-
sion measures they desire, Because building a PLTG requires a
considerable Investment, most owners don't skimp on the |IC

MLIGs are stable systems and their System Ratings do not vary

When assigning System Ratings to a custom-designed
PLTG, the gamemaster should consider using Orange or Red
security codes and Intrusion Difficulties of Easy. as described in
Intruslon Difficulty, p. 31, Systern Ratings for several sample
FLTGs appear in Matrix Hot Spots, p. 149,

Entry Points

Corporate PLTGs span the globe, An LTG code like NA/UCAS
MNE-3617-EBMMHQ, referred to in the basic Shadowrun rules, actu
ally identifies a single entry point on the EBM2 PLTG, a grid that
connects corporate host compurers all over the world

MLGs may support multdple entry points connecting them
to ditferent public grids. Saeder-Krupp's PLTG, for example, has
an entry point on the Rhine-Ruhr RTG In Gerrmany (DO3-1 1), and
a Morth American entry in New York [(NA/UCAS-NE-4212-
SKRUPP), Both have a System Rating of Red-5/8/10/9/10/10,
because they are actually parts of the same system

Deckers may galh access to a PLTG through any of its entry
points, or by entering a host connected to the PLTC.

8
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GRIDS AND HOSTS

Requlations

Many countries strictly regulate the operation of PLTGs with
In thelr public gricls, despite corporate pressure to deregulate all
International PLTG access, In Norch America, the Puelrlo and Ute
Councils, the Sloux Nation, Tir Tairngire, and Azdan all maintain
antl-PLTG regulations, Overseas. PLTGs are regulated or forbid
den in lir na nog, lsrael, |apan, the Confederated Azanian
Mations {outside of the Trans-Swazi Federation), some of the
other, stronger African states, and some of the single-vendor
ministates that virtually belong to one of the megacorps,

The Pueblo, Sioux, and Israelis maintain tight control over all
data traffic into and out of thelr countries as a matter of course
and outlaw all PLTGs, The Utes prohibit PLTGs because they
regard technological intrusions Into their sovereignty as a threat
to the old ways, The two Tirs are so paranoid about secrecy that
their principal maotive remains anybody's guess

In general, PLTG regulations are politically motivated and
Inconsistent. For example, in countries where megacorps effec
I'i"-."E|':.-' own the El:.l"."l:'rrlrrlt"l'||. these MEFTACOTNPS Mesernye the ||_:.:l::hr
to operate their own PLTGs while denying others the same right
Similarly, Japan allows |apanese-owned corporations PLTG
access but denles It to forelgn comps. And Is anyone surprised to
know that Aztechnology's PLTG is the only corporate PLTG that
operates freely in Aztlan?

JACHPOINTS

lackpoints consist of the physical connections dechers use to
access the Matrix. Each type of jackpoint has three values—
lrace, Access, and Base Bandwidth
[he
loweer the Trace Factor, the more easily Trace IC (see p. 45) can locate

the Trace Factor indicates the traceability of a Jackpoint

the |ackpoint. The Trace Factor applies for the decker's entire run

The jackpoint's Access modifier applies to all the decker's
Access Tests during the run

The base bandwidth value represents the maximum band-
width the jackpoint accepts without further reducing its Trace
Factor (see Cyberdecks, p. B, for a description of the optional
bandwidth rules), If the decker's bandwidth exceeds the |ack
point’s base bandwidth, use the following formula to calculate
the bandwidth Trace modifier. First, divide the decker's band
width by the base bandwidth and round the result down,
Multlply that figure by —1. The result is the bandwidth Trace
rodifier. For example, a decker with 78 Mp on a jackpoint with
a Base Bandwidrth of 20 has an additional Trace modifier of =3 (78
divided by 20 equals 3.9, rounded down to 3 and multiplied by
—1). The bandwidth Trace modifier may change during the run as
the /O bandwidth Is increased or reduced, but it may never
drop below the madifier for the decker's icon bandwidth,
bDecause that value Is fixed for the entire Matrix run

Camemasters may vary the base bandwideh of jackpaints avail-
able at spedific locations. For example. jackpoints at a cheap hacke
hotel that provides stolen trid connections might have base band-
wicths of 10 Mp. Meanwhile, the optical trunks serving an office of
concio complex might have base bancwidths of 40 or 50 Mp




GRIDS AND HOS TS

The following text describes the vital statistics of common

[ackpoints,

Legal Access
Trace Factor: -2
Access: -2
Base Bandwidth: 20
A legal-access jackpoint represents access from a legally
registered rridphone, OF course, it doesn’t have to be your trid-

phone, omae

llegal Access
Trace Factor: +0
Access: +0
Base Bandwlidth: 20

An lllegal-access jackpoint represents access from either an
Megal tridphone connection (some unscrupulous soul has boosted
senvice mom the phone company) or a tap, an illegal junction box
hooked directly into a Aber-optic trunk, The illegal-access jackpoint

Is the most common jackpaing used by deckers

satellite Uphink

Trace Facton: See p. 30
Access: +2
Base Bandwidth: 50
The satellite-uplink jackpoint s described in detall under
Satellite Links, p. 30

Workstation
Trace Factor: —4
Access: —
Base Bandwidth: 50

Workstations consist of cyberterminals connected directly to
a host, Maturally, the decker is not jacked into the wirmpecl-oug
erminal that the company provides but is running his own decl
over the same commline. Trace programs can spot these in a hot

tick, but they're cheese (o Drealk nto.,

Kemote Device
Trace Facton: +4
Access: +4
Base Bandwidth: 20

Remote devices provide the means for the classic, sneaky,
back-door Intrusion. The targeted host mounts grid defenses that
don't quit, and big goons with bigaer guns guard the office ter-
Bt
autormatec

minals the system runs a remote-controlled  device—an

|-\.'|'!'[|.-'I':.", . SECUTILY terminal, even a 'l..'l!"I1L1II1:i.'I

machine—that lets the decker slip his lcon past all the gonzo IC
and straight into the guts of the system.

Remofe devices are a DIt harder (o trace than most [ack-
oines because most [T searches for commlines inlelally and does
not start interrogating other input sources untll it comes up
empty on the SANs. However, a decker will have (o sweal 1o
oefeat the remore device s Access codes because most sysiems

dre not-set up o take orders from a soda machine

2

LR IR

Console Rccess

Trace Factor: -0

Access: Sec text
Base Bandwldth: Linlimited

A console can be the actual control panel on a mainframe,
or a worlkstation logged on with console access. Console access
Is also called supenisor, SUper-user, or sysop access

Irace IC can locate a console-access jackpoint very easily,
but such jackpoinis provide easy access (o 4 decker, For deckers
arrempting to access a system via a console-access Jackpoint,
nalve the opposing system s Access Rating and Security Value
for all Access Tests. Additionally, the decker can use all the band
width he wants without lowering the jackpoint’s Trace Factor
However, galning console access requires a really wiz sround
team of runners (o 2et the decker into the machine room and

keep him allve long enough to do the biz

GRID SECURITY TALLIES

Switching LTGs within the same the same RTG does not
affect the security tally against a decker. For example, iF a decker
logs on to LICAS-5EA-LL06 and incurs a tally of 2, then logs on
to the LUCAS-5EA RTG central system and plcks up another point
to his tally, then finally accesses UCAS-5EA-4206 and picks up
another £ points, his Security Tally stands at 5 and stays at 5 for
as long as he is logged on to the UCAS-5EA grids. However, the

tally does not follow the decker if he logs on to another BTG

PLTGs and Security falles

Because PLTGS maintain very active security routines, a
security tally built up under a given RTG does remain in force if
the decker logs on to a PLTG from the RTG. This ocours because
PLTGs pick up security "flags” from RTGs when they acknowl
edge log-ons. This means that a decker who racks up a big tally
working his way through the public grids may trigger IC as soon
as he enters private dataspace

The decker in our example, with a Securty Tally of 5, would
retain that tally when he enters a PLTG from the RTG. IF that tally
ls enough to tigger security responses in the PLTG, they @o off
as soon as he finishes the log-on, Whatever the immediate
result, his Security Tally on the PLTG begins at 5, plus any points

he incurs while logging on

SYSTEM OPERATIONS ON GRIDS

In addition o the ollowing System Operations, deckers can
always perform a Graceful Logoff operation at any time. For an
explanation of Graceful Logoffs and other System Operations,
see System Operations, p. 108

From a Jachpont

LDechers jacking in via legal or illegal trid can only perform the
Loeon to LT operation, Then they have to find the host/arid they
want to invade, IF they don't know its location. Deckers jacking in
via a dedicated workstation, slave-controlled remote device, o
console can only perform the Logon to Host operation and musi

log on to the hiost that controls the gizmo they are using for access




(nan LTG

Once logged on o an LTG, the decker can move to the par-

ent RTG with a Logon to RTG operation or try to access any host
cannected o the LTG with & | ogon o Host operation, IFa 'l [,
| Is attached to the LTG the decker is on, he can use a Logon to
LTS to try to break inco it
The decker can also attempt Redirect Datatrall and Retrain
aperations from an LT
When the decker enters a PLTG, remember that any securlty

tally built up In previous tests on the RTO and |es LTGS follows the

character ancl can trigger Immediate problems for the decker

n an ATG

Unce logged on o an BTG, the decker can elther move o
arather K M2, make a “h -||I-.':-r1-~.l.l,||{_c;- call o get on lo the Cirlel
in ancther pare of the world) by using a Logon o RTO operation o
enter any LTS attached to the BTG with a | ogon to LT operation

[T claracter rmay also Ferform the llowing operations on
ain RTG: Locate Access Mocde, Make Comcall, Redirect Datatrail

Ferraln, Tap Comeall

(na PLIG

A decker logged on o a PLTG may perfarm any System

Dperation avallable on public RTGs and LTGs

aHTELLITE LIHS

When o decher taps directly into a communlcacions satellive
to enter the Matnx, he trades higher Access tareet numbers for
partial immunity to Trace |C, Signal lag over the satlink also
reduces Beaction by =2,

While Trace |C can locate the satellite jackpoint, it can-
not pinpoint the decker s physical location, making physi

cal response to the Marrix Intruston impossible, The

other effects of a successful trace still cl[F[A0Y LSEC frace
I, p. 45
o access the Matrix via a satellite, a decler must
have a deck equipped with a satlink Interface
s Cyberdecks, . 8B1), The satlinl softeare
chalies the Oecker to locate a commeat
The Base Thive to isolate the satellite and
[k cinto bes fransponder s 3 min
utes. To do 20, the decker st
make 4 successhul Compute
[est against a target numbel
brased on the condidons o
[ atfempr, as shown on
the Satlink Taraer Mumibers
Talale

Fallure ta achleve any
sUCCesses means that (he
decker FRails o locate the
satellite or lock on o iis
A transponder. As a rule of
thumb, the zZamemaste

can aAllow the characrer (o

bRt
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imale another attempl after five minutes or 5o, and more fre

Uty In Clre siteations,

SATLINK THRGET NUMBERS TABLE

Conditions Target Number
Open country, clear view of horizon s
Open country, some obstructions 3
Open country, mountains or heavy forest G
Subwrban §
Light Lran 0
Dovarnitawn Llrban 8
Bacl weather {more than overcast) +d

Deching the Satelite

For game purposes, satellites function as LTGs but are clas
sified as Orange-Average or even Orange-Hard systems with no
reduction In Subsystemn Ratings, Rate milltary and private corpo
rate comsars as Red-Hard

Jnce the decker locates the satellite, he can perform a
Logon to LTG operation to access . From the satellite, a decler
can perform a Logon to KIG operation to any KIG on earth, He
Can access most systems (0 near-earth orlle as sell, IF they Lse
thal particular satellite for communications, In case any sulcidal
deckers ask, no, Zurlch-Orbital does not use satelllite protocols
thils way, s this trck Is nol an effective Dack door into thal most
oy of Marrix domalng

Security tallies _-.;“.’!r.'l-:ll."l| on 4 sarellite carry over to the RTG

that the decker accesses,

U515

Host sysiems serve as the computer installations where the
Sixth World processes all its Information. Billions of nuyen ansgd
inestimable megapulses of data Row through these systems
caily., Host systems act as the vaults where secrecs are stashed
the technoioglcal wonders of hundrecs of RAD departments, the
hidden dirt of the sleaming comporate world, secret identities

Arel frue names

SECURITY CODES

The securlty code of 3 host measures the level of securlby
precavtions the host maintains, Generally, the code reflects the
sensitivity of the data on the host, but It may also simply reflec

I||-:- e &3 [AaraAnGla i e e oy (he I'.:_hl"-.. CIW L

Hlue Hosts

Blue hosts include most public-service databases: newshas
distribution systems, public brary databases, directones of lighed
commeodes—pretty much .|,||-..-I,!|i||_':‘_ free, whether proviced by a
SOVErMMment, a core, or a private individual, Small businesses ma

poor o secure their systems tend to have Blue hosts as well
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tvery snot-nosed Matrix wannabe with a cheap deck and
time on his hands targets Blue systems. As-a result, rhese sy
tems wusually carmy a falr share of Matrix graffitl: wirus code that
displays obscene “wit” when a user logs on, datastores frag
mented by random vandallsm, amateurish icons that simply sicin
memaory belng obnoxious, The Tprotection . programs cominion
yoimposed on Blue systems are a it nastier, These smartframes
will gut systeim files if the necpunks don't get thelr weekly “dona

Han roEm the systerm owner

breen Hosts

Lifeen Rosts an .'\.'-.'I'!.-._'.'Ii SYSLeMYS, DUT never make the mis
tAkeE o1l |5'II||-II|_!.'. d Lireen host repnresents easy presy . They may e
more patient with intruders than the Orange or Red systems, but
they can load any IC the hotter hosts mount

reen Posts ncluoe |=I||"' databases thal -I1.|r;.;L- rminimal
user fees, open computer nets ar colleges {though not the ones
used by corp-funded research projects), and corporate and Hov-

ernment computers that ran the day-to-day office woik

Urange Hosts

wrrange nosts pride themselhves on being secure systems, |f
nat wildd-eved Killer hosts 'I'I|.||;_|.II-:- hiosts store voul standare
secret  data ano carmy ot Processing that Is important Bur ne
dbsolurely essential to the host's aperators ':_"I-ll'_"_?.l.'- AT L B AR
nclude the typleal factory controller and the networks used by

middle management in a typical corporate office

Red Host s

Red hosts affer the most securiny that a sveterm nay I"-:':'.'-"- T
carry. They contaln "top secret” data, often the kind owners will
kil to protect. and mission-critical process controls (life support,
vital labs and factories, power erids, and the likey, Antl=lntrusion
deferses tend (o be lethal—deckers get no warning shots™ on

Red systems

NTRUSION DIFFICULTY

[Ty Sws e i-f.-:lll._l.{-- 3 a4 host—rihe Securiny Value and
Subsvelern Rati gs—are based on a measurement called
intrusicen  Withculpy, Matris 2.0 rares systems with  Intrusion
Difficulties of Easy, Average, or Hard, Generally, Intrusion
DifAculty s based on the level of "user-friendliness” that the EAIE
term must have to do s joby, and the number of users who access

the host on a typlical day

basy Systems

Cenerally. Easy systems share thelr functions AMenE many
different users and offices. These systems handle high wolumes
al trarfc and accommodare many demands on cheir computing
power, As a result, these hosis can devole cinly meager
resources to security. Typical Easy systems Include highly cen
tralized corporate computers, educational systems. and cheap

svslems installed by small businessses

Hverage Systems

Lenerally, Average systems support smaller user-bases than

|-|I'1'-.' SYSIEMS. dand (hey [an & more Hmitted and secure CraATIS i
[R{s] 13 r'-,-'| L | "-'|'|'l'|.l:|'_l' corporate sysiems serve a single othce o
division, often with a4 user-base lImired to executives ano theirn
immediate stafl, Prospercus small ompanies also use Average
SWELETTS, A5 woldld K& D [Py e ts clea ing WwHER less-tham-earth

!
sHaAKIne ressarch
il

Hard alystems

Hard swsiems hancle the most secure data and restrict
access 10 a favored few users, Typical Hard systems Include
nnancial transrer systems, major [KA L facilities, private comorate
e ST |'|-|"|'l.-'l.-|l'=-\.'-| SEeC e |||I||I.||'.i' SWEIEIMS, '-'il".||'“'|. et
Fence systems, anc criclcal pulslic systems ke alr craffic contral

OF municipal power

SYSTEM RATINGS

Fhe samemaster sets host System Ratines based on the
o
host s Intrasion CHFAcul by, The '-':-||'II1'|II.I"-\-|I'| miany use cdice ralls o
L

his discreton to create these ratings

Random Generation

[ set System Ratings randomly, the gamemaster simply
s the dice Indicared on rthe Random Host I“"'.-""""" H"”"'::.
Table. (103 ecuals | DG divided by 2. The Information on the
table assumes that an 1 |||'|1I.' -II'- LT DOAsEsses utilities '.-'-_-||||,h-|
!:.IZII'I:i:'I af 4, A% a result LUsing the 1a WE Ay |I||'u||.'l [ "‘ﬂ"'\-h'l'l'l
katings that present little challs nee for declers with slgnifi antiv
||i:-'_"l"| utiliy FelRINEs, | sUch cases Eamemasters may wlshH o

generate System Ratings using the Assigned Numbers method

(A Sl Tl [ LA

Intrusion Security Subsystem

DiFRculiy Value Ratines
Easy D3 + 3 103 i

iy Frage D3 + &5 f0O3 %)
Hard D3+ 6 10+ 12

The pamemaster is designing a host that holds key evidence
of corporate double-dealing. He decides it is a computer serving
a regional oHice of Artechnology. It carries sensitive data, and
AIT is notoriously paranoid about deckers, so he gives it a
Security Code of Red. However, the system must serve a moder-
ately large user base efficiently, so he determines that it is an
Average sysiem.

The gamemastar rolls 106 for the Security Value, The dice roll
produces a 3, which the gamemaster divides by 2 and rounds up
for a result of 2. That yields a final Security Value of 8 (6 + 2.
Now he rolls five times for the Subsystem Ratings. On an Average
host, the dice rall is 203 + 9. His rolls produce results of 11, 15,
13,13,12. The final System Ratings for the AIT host are:
Security: Red-8

]
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Access: 11

Control: 15

Index: 13

Files: 13

Slave: 12

or Red-B11115M1313N2.

Terrifying for a beginning decker with Computer-6 and a
cheap deck. Cheese far a scarred veteran of the Matrix punch-
ing a Fairlight's consale. Should give pause for thought 1o the 59
percent of deckers who fit somewhere in between.

ssigned [lumbers

The gamemaster can simply assign values to the hosts
Systemn Ratings as follows, enabling him to creare challenging

hosts based on a specific decker's resources

Intrusion Securlty Subsystem

Diffc ulty Value Ratings
Easy 4 o H o [0

Average /oY 11 to 15
Harcl Bto 2 13 to 18

Regarclless of how the gamemaster sets the System Ratings,
howewver, he can always tweak a rating up or down o betie
match the abilities of the player characters, The gamemaster also
should ensure that all ratings match the hctlonal systems they
represent. A system in Fuchi s Chiba network, for example,
should be a tough nut to crack, and its System Ratings should
reflect that degree of difficulty. A player character lacking excel
lent skills and hot utilities should have less than no hope ol
defeating such a system, Use the following general guldelines for
setting ratings

A final Target Number of 3 or less s cheese,
A typical starting player character with Computer
5 oand a decent Detectlon Factor 1o keep the 1C ofl
his neck will defeat such ratings most of the time
especially IF they are defended by a wimpy 4 or 5
polnts of security. An Average system will provide
stiff opposition for a decker with these ratings. A

Hard system will probably defear such a decker

GRIDS ANMD HOS TS

entry points on public grids and reduce the Access Bating by 1 for
A dedicated workstation or remote device, altering the Access
micaclifiers from those |t |-Z[:'I.Z"||I|'- a5 Well

'“:_u||1'.||.1||_-,-' the gamemaster might vary the Flles Batings o a
host. For example, he might decide thar all of a system s public
relatlons files, the advertsing brochures of the Information age
carty a Files r'i..l.rlll_':"I z points lower than the system’s Bbase Files
[L'1IIII_':'.{_. Al the same time, the system s personnel management
files |||-;;:..|'|||'-I|._1: all e-mall and persanal [ourndls, schedules, and s¢
O, Y E A I'III_'f";'- ff._'|r|I|l'.‘_ _.-" !_Il'lllll-\- ||I:.‘.|||_'r than the SWSIEM 5 [ B

Files Rating

SYSTEM TRICHS

Though the System Operations section (p. [U8] describes
the majority of host system operations, the following system
tricks appear here because they can be viewed as "meta-opera-
tions,” operations that atfect the entire environment 1 which
deckers and programs operate. The "bouncer host offers an

excellent example of such a meta-operation

Bouncers

A bouncer host operares at an appar ntly low level of secy
ity but upgrades its Security Kating when it detects intrusion, o
example, in its normal state a hest may carmy Urange or Green
securicy, When the security tally reaches a speciic point, usually
after a fairly low number of tests, the mainframe actually loads in
new securty code and chanses Into a ked system with a higher
Security Value

IF a decker logs on and runs an Analyee Host diagnostic
operation, he will determine that he is entering a Green-4 hos
Mull sweat, He soes about his business wuntll he triggers the

bouncer. On the next turn, the system turns into a Red-8 haost!

Security: Drange &

Acceas] P

Agcemsr 11 .
Filem 11 == Filles: 10
e I Ciomeral 14) g

L I 14 :
SNV blaves: 13 _ Slavier B
lndex: 14 Dinadle e

unless he 5 very lucky.

Deckers with skill of B or more. Detection
Factors of 8 or 9, and utilities in the 8-point or
higher range find Hard systems challenging but
defeatable

Optional Rule- Uaryng Subsystem Ratings
Damemasiers may raise or lower indivicdual

Subsystemn Ratings of hosts to give these systems

Securityt Orange 6

Access 11 Accesn: Y
Ak Files: 11 |=—— SR Files: 1ib
Caontrols 13

H % Lontiod: 10
Slawer 15 Shaves H
Imclex 14 | Indes

Security: Green 6

Access: O
Files: 9

\:.
r" ﬂ_ I

PLIG— ‘-‘fk | Index: 6

distinct Aavors. For example, i the gamemasrer Slave: 10

wants o make bt difficult for a decker to access an

Easy systermn but encourage a more innovative
approach involving a meabtwordd rald on a comp

site, he might increase the Access Rating by 2 for

i

i UR<S_ D
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A bouncer takes 1 turn (o make the upgrade, Whenever a

decker triggers a bouncer, the gamemaster makes a Sensor
(Security Value) Test, using the systerm s original Security Value,
if the test results in any successes, the decker notces that the
Security Rating is rising but must perform an Analyze Host oper

ation 1o determine the new security code and value, The decker
rmakes the test for this operation against the new Securlty Rating.
If he the decker must perform

anather Analyze Host operation to ind ouwt why the computer

falls (o -achlieve any sucCCesses,

has suddenly become so hostile, (5ee p. 111 for a description of
the Analyze Host operation)

r-l|:._1.|'||-:,.' secure areas of a specific host also may function as
bouncers automaftically, regardless of the secunty tally., For
example, any operations on top-secret R&LD datables might trigs-
ger a bouncer as soon as the host achieves a single success
against a user, Even legitimate users opening these files may
trigger higher security, just as an authorized bank employee

opening a vault may trigger alarm klaxons and I]r'r1|1||'|3.'J I|:.;||l'=.

1
Lhokepoints
A cholkepoint host exjsts solely to block unauthonized access
(o more sensifive computers. Traditionally, thiese hosis serae sys
teims that are linked together so that users must pass through the
chokepoint host to reach other hosts in the system.
Chokepoints generally protect sensitive hosts that must
maintain constant Matrix access, such as financial management,
The
chokepoint usually has higher Systerm Ratings than the host it

air-traffic control, and power-@ric management Systems.
protecrs, espectally chokepoints guarding high-volume systems
that normally offer Easy or Average [Incrusion Difficulties.

The "killing jar" architecture found at the Denver datahaven
represents one of the ultimare developments of chokepoint
design (see p. 79, Denver, The City of Shadows). Rumor claims
that the enginecrs there have dedicated a massively parallel
ultramini to run the murderous IC in this design. Certainly it takes
something at least that powerful o make the chokepoint as
impassale as if seems.

Chokepoints can be stoppers on Matrix runs. A decker can
try to bull through with brure force and hot programs, but this
approach can prove a real gamble. The smartest approach is to
locate alternate access paths to the target host that allow the
decker 1o bypass the chokepoint host altogether.

Figure | In the Chokepoint Designs diagram shows a simple
chokepolne design. The only way into the target host is through
the Redl host that connects the system to the LTG. Unless the
decker bypasses the grid altogether and gains access to a work-
station. slave remorte, or similar jackpoint, he must fackle the
Red-8 monster to get to the goodies on the Orange-6 host.
Actually. such arrangements are rare on all but the most sensi
thve systems, because few operators can afford to tie up so many
resources behind impassable security, Figure 2 shows a much
more common configuration. Here, a nasty chaokepoint blocks
public access to the target host, but a decker can sidestep it via
the corporate PLTG and a cheesy office LAN with a dedicated

connection o the target

J]
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Trap loors

Trar coors offe

Tl !"""""-.':'."."'. fromn ane host to anocher
or toa PLTG, A host may appear to be lsolated from the Matrix
but have a comm port that 1s not accessible via its Access rou
tines, Insteéad, some other subsystem controls passage (o the tal
2et host.

Far example, the Shiseki-gumao, a yakuza clan, hides its main
computer behind a trap door on an Innocuous Green-5 business
[ri-Marine

Subsystem operation that examines the Acces:

computer belonging i Exports, An Analyie

subsystem hinos
nothing  unusual, Analyzing the Clave subsutterm  Bowevss
reveals a dedicated pore

| e

'"_'-.|,||:-1~._.-",11c=|1| Bating t(hat ¢

gnnecied directly o another host

decker must perform a Wacehul Logolf using  £h

nceals the trap door before he can

Logon (o Host to reach the host to which |1t leads, For example,

on the Tri-Marine computer, the decker must make a successful
Slave Test to get out through the trap door, then an Access Test
to get into the Shiseki computer on the “other side.” (See pp

1 14, 116, for descriptions of Graceful Logoff and Logon to Host
aperations. )
Trap

chokepoints, To defeat such arrangements

doors are particularly. nasty when combined with

the s CEET MLusi bt
flip around in the very hostile environment of the cholkepaint

host, looking tor the trap door that leads (o the goodies

Uamshing SHlls

Vanishing 5ANs [System Access Nodes) represent entry
points on an LTG or PLTG active only at specific times. At all other
times. these SANs are closed and do not even appear in the BTG
They simply cdo not exlst except when active., A decker perform
ing a Locate Access Mode operation when a vanishing SAMN
open will find i will

Marix

A second laer, when the 5AN closes,
not. Very sensitive systems that must maintain realtime
access to perlorm their unctions may wuse al
on this trick.

lolog on to a system via a vanishing 5AN. the decker miust

= [ i 1
SOITS £ Wil TS

wait until the 5AMN becomes active and then sucoeed na Logon
to Host operation before it disappears again. If the operation sus
ceeds, the decker has jammed apen the SAN and set up spool
code that makes the host think [ts access node |5 safely offline
again. If the operation fails before the SAN disappears, the sy
em dumps the decker,

[Wpically, vanishing S>ANS stay open or no more than 10 oo
20 seconds, For a typical vanishing SAN., the gamemaster rolls
10M2 + 1

[
R Ll

The result is the number of turns the decloer may try

Vanishing SANs Include fmed, releporming, and trigeered 5ANs

uses the same LTS code and opens at set

Timed SAMs are the simplest form of vanishing

fimed SAMN abways

times each day. The Blological Library computer at MIT&M, for
example, opens a connection to the LTG every day at oL
[ 200, angd 1800 Eastern time to share e-mall, abstracts, and

arther traffic with the pest of the Matrix, A decleer who swants

access this host from the grid must be waiting at one of those




times and then must sneak past the Access protection o get

online before the transfers end

leleparnting SANs generally belong only te major megacoms
and governments with the wealth and clout to broker the neces-
sary contracts with the RTG vendors, Each dme a teleporting
SAN disappears, It cancels its account on the RTG and subscribes
to an entirely different BTG for its next appearance. This trick is
analogous o having an unlisted Comm number thar "II"“'-:':'-{""
your comm code, AND your area code, AND your country code
ATET every call

Saeder-Krupp Prime division operates a wandering node
that uses this trick. It can open Matrix access ar 0S:00:01 GMT
on a German LTG, close at 09:00:07 and re-apen at 09:01:01
with an LT address Under a |.|l:; A% BT, Mow MOU SEE T, now
you—hey, where th frag did it go?

[eleporting SANs switch their network addresses based on
secret algorithms. Systems that provide access to SANs also
store this algorithm, so that they know where to reach the SAN
at any given time, Say Saeder-Krupp Aerospace needs to deliv
er a report to 5-K Prime’s teleporting SAN, It “looks af its watch ™
(l.e.. the compurter takes the clock tick), feeds it into a "blac)

ox routine, and wvolla—a comm code and an access time
comes oul (seems Prime & on a Japanese LTS this marning)
Connecting to that code atl that time will allow the call to a0
through

A teleporting SAN intended for outgoing connections only
needs no external algorithm at all. The host can even negatiate
new node addresses based on an entirely random process, plck
ing RTGs out of the thin, virtual air of the Matrix,

la jump a teleporting SAN. a decker must possess the
SAN's algorithm code so that he can predict the SAN's where
abours, Alternatively, the decker can run a frame with an Evenr
Irigger (see p, 107) that performs pericdic Search RTC opera-
fons o monitor selected KTGs and notifies Rim when the new
SAN appears In the lookup tables, For one-time runs, an emiploy
er or some other assel may provide a decker with the coordi
ates af a4 vanishing SAN
Pore-a-5ANs

I5 4 regrettable indication of the maturity level of certain deckers

The slang term applied o teleporting SANsS
and the present author assumes no respoansibilicy for it

Iriggered SANs are access nodes rthat open only In response
to specific actions elsewhere in the Matrix, For example, the RA.D
host for Yamatetsu's gene-tech center only opens when a Slave
opemation on the Yamatetsu-MNarth America HQ processor trig
Zers a satellite signal (non-data bandwidth, useless for decking)
The Slave operation, In turn, Is mgeered by hits on a pericodi
database search by the HO machine that finds an update in one
of the scientific exchange conversations that the program moni
tors for the wizkids In research, The Slave node itself lives on a
secured system hiding behind a glacier, but the publications
monitar runs on a box hooked indo the modetately secure
Meurobionics Forum network

Louple this scheme with I-':'-||':i'|=,||I||'|_l._=; SAM archicecture, and
predicting where of when the RAD SAN will open becomes

impossible, 1o do so, a decker would have 1o know how the rrig

N
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gers work, locate the next address for the SAN, then compro

mise the event friggers somehow (plant a false hit in the

Meuroblonics Forum that Yamatetsu's program will want to deliv
er, of get Inte the Yamatetrsu HU computer and triigger the signal
to the RE&D host, or Invade the satelllte link and send a false 1=}
nal that the R& D host accepts as legit) and then be ready to furmp
the access node when It opens

For a varation on triggered SAMN architecture, see the wild
Iy paranold design of the uplinks to Zurlch-Orbital. described on

. Y4, Corporate Shadowflles.

Uirtual Machimes

A virtual maching (V) s a simulated host run as a subpro
gram by the real host, sometimes called the native host. System
aperations on the Vv do not affect the actual host opeErations
For example. editing a file on a VM does not alter the actual stol
age In the native host's datastores, Furthermore, YMs can filter
any sensitive data out of downloaded Fles automatically, before
the data even gers Into the VM processing area. The decker can
net even recognize that he is getting wartered -cawn Infermation
unless he monitors the Ale as it downloads and knows, based on
sorme orher source of K |'.,.'-.'Ir'.l:|.'|:' that the data Is ing :-||||:-|J-|r- all
faise, Decryption simply does not work at all

wothing a decker does 1o a VM affects the native computer
Even crashing or throctling the VM host simply alters the way the
VM program runs—it will not do a thing to the native host. Frames,
virus code, logic bombs—all can trash the VM as hard as they wani
but they will not damage a single pulse of data on the real host,

Oin the other hand {vou kinesw there was another hand, dicdn 't
yout), everything that happens on a VM seems quite real o 3

cecker—drek, It |s real as far as virtual reality s concerned
Crashing a VM will dump a declker, even though the crash will not
affect the native host. System Tests made on a VM run up secur
by tallies as wsual, and 1C ona VM Feels every bic as nasoy as 10 ain
a narhve host. Program code unning in a VM affects a decler's
persana the same as it does anywhere else—ausually Pl sy

A VM s maximum Systern Ratings are 2 points lower than
the native host's, b '-IJ'.‘_|I the security cocle can e Fhe sami S0
have a maximum

a Vivh running on an Orange-7 host could

security Rating of Orange-5. Similarly, if the native machine has
Access- 10, the maximum rating on the VM would be Access-8B

A NVM can be designed with lower ratinegs than these maxi-
miLms, of

LAFLITESE

some hosts use this technique to camouflage

rhemselves from deckers. The intruder Ands a cheesy Green-4
sYstem. containing nothing but promotional simsense brochures
anc the general manager's laundry list, and (after marveling a
now much It costs o launder real wool these days), departs faor
more lucrative pastures—without realizing he was on the exed
utive accounting Ked-82 host

Fumor has it that some of the more powerful systems nest
VM architectures. The decker logs on to a Green-4 system),
clestescts that it s a WM and busts our into a Red-G host, He |oots
It dovwn to the last pulse and logs off, never realizing that the
Recl-0 host was actualtly a VM run on a Red-8 native host. All that
paydata is tool s gold. carefully sanitized before it ever fed into

the second layver of decentlon
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A dlecker can detect a VW by deliberately testing for it with
an Analyze Host operation, Breaking out of a VM into the natlive
host requires a Control Test against the native host's Security
Rating (see System Ratings, p. 16). The number of successes the
decker scores over the native host's opposing test determines
whether or not he achieves his goal, One success enables a deck
er to break out of a Blue VM. Two successes are required for a
(reen VIV, three successes for an Orange and four successes o
break out of a Red VM,

Because VMIs are designed to confine user icons, a decker's
securty tally increases if he achieves successes on the Control Test
but fails to break out of the VM. In this situatlon, Increase the secu-
fity tally by the number of successes by which the decker fell short,
For example, a decker must achieve 3 successes to brealk out of an
Orange VM, If the decker only scores £ successes on his Control
Test, ralse his security tally | point. Each success the native host
scored In the opposing test also is added to the security tally

It and when a decker does break out of a VM into the
native host, he retains his current security tally. [F he had a
Securlty Tally of B before he broke out and picked up 2 more
polnts during his Control Test, he would have a Security Tally ot
|0 on the native host

PRSSCODES

Passcodes consist of acoess codes that guarantee automatic
suCcess when dttermnpting certain taske our manipulating specihic
ftles on a compurer, Any activity not authorized by the passcode
requires System Tests and can jeopardize the passcode

tor example, a passcode would enable a legitimate user to
g on to his office host without performing a Logon to Host
aperation. He reads a file he has access o
lest, thanks to his passcode. But the passcode does him ne good
when he snoops into office e-mail and tries to read anothe
user s mail (he does not have authorized access to the e-mail}).

He has perform Locate File and Download Data operations, same

no need for a Files

as a nasty old decker would, because he is working outside the
authorzations of his passcode

The guy's In trouble IF anyone catches him and checks the
systemn logs, because his rterminal ldentifies all his activities, legal
and (llegal. On large, busy systems, minor viclations like this
often go undetected, They always show up within 2D6 days on
systems rated Orange or Red, depending on how often the sys

bem security manager conducts audits,

Passcode Format s

Simple passcodes consist of sets of symbols, The user
enters the symbol set when he wants 1o log on to the host and
If he does it right. the host grants him access. Because the
Matrix is a virtual reality, passcode symbols can include letters,
worcs, a decker learns
sormeone s passcode, he can use it to log on to the host any

tunes, even specific movements, If
where the code is valic,
Linked passcodes work in combination with the MPCT sig-

nature of the user's terminal. Because a decker s persona will not

5
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have the same signature, the passcode alone will not work for

him, However, a decker can use a deception utility to mimic the
legitimate MPCP signature. In these situations, a stolen linked
passcodle provides a decker with a —2 bonus for his Logon to
Host operation

Masskeys are passcodes locked to a specific chip installed
on the user's terminal. To use a stolen passkey, a decker must
also steal or duplicate the key-chip. Software solutions such as
the deception utllity won't cut . A passkey without the right
chip on the terminal or deck simply does not work, If the deck
er gets the algorithm for the chip that goes with a given
passkey, the "program  thar he must write and cook inta a chip
is 10 Mp. See Cyberdecks, p. 81, and Programs. p. 94, for
details of this process

If a decker successfully uses a passcode to log on 1o a sys
tern, he recelves all the authorizations the passcode s legitimate
user possesses, The same applies to fake passcodes that the
decker plants on the host for later use

5a why can't deckers just salt the Matrix with fake pass-
codes and then use them forever? Couple of reasons. First, all but
the most lax system managers insist on changing passcocdes af
least once every three months. High-securlty systems change
them weekly. The most paranoid operators use algorithms that
combine the dare and time with a pseudo-random number gen
erator to produce a new passcode every time a user needs to log
an, In this arrangement, the users carry pocket unlts that tell
them what their passcode will be at any glven time. If they lose
the pocket unit, they have to request a new one that will use a
different passcode generation scheme, Organizations that use
this system never install passcode generatons

Secand, the aysiem  Immediately deactivates passcodes
whenever someone logged on with one performs any actions
that trigger an active alert In the host, As long as the user only
performs operations for which he has adthorization, this won't
happen. Unfortunately, rew passcodes authorize the wide range
of aperations most deckers want to perform In a system

Finally, many megacorp systems require a user to present
his passkey code and submit 1o an identiication check, such as a

retinal scan, before granting the user access

Passcode Ruthorzation

These rules cannot cover all the options for how organiza-
tlons can control passcodes, though most systems provide falrly
specific authorzations, For example, a system might authorlze a
user with passcode MPCP 9384 7752-ADN-34626-2Z4 to log on
between DS00-1800 ST from (a list of jJackpoint locations) and
provide read/write access (o (a list of fles) and read-only access
tey a list of hles)

When intreducing specific passcodes into an adventure, the
Zamemaster must determine the authorzations the passcodle
provides, Use the following general levels of passcode autho-
rizations as guidelines

User Passcodes provide the lowest levels of authorlzation

and impose precise resirictions on what the user can do, as In




the previous example, They are of little use 10 a decker once he

el . f
15 ooy on o the host

Wigst legitimate users carny user passcodes, with authorniza-

NS Lalored précisely 1o thelr j[ob re quirerments

Superuser Masscodes consist of high-level passcocdes rhat

ually give the user the right to read all but the most sensitive

nes on a nost or (o access all but the most mpartant Flave sys

215 This ASECOCl e does ol authorirze the T I_lr'-||[:.||'|'|

LIS

iperatlons Involving Control, except for simple things ke writ

& DrOETAIT

acramble W, data hombs, and other odelenses protect the

System agalnst superusers, though fles or remote systems

3 IHeally authorlzed by the passcode do noat Block the user, In
I P i [

other words, stealing the superuser passcode for a finance man

wer would probably g2 a4 OBECker Into the COMPAany 5 Secrer

o PASSCOOE TOr an er HINEeTing s 1alis

EALITIS 1550 SURETUSET DAasSCodes to sentor technical

[ Ve ITia A ers il acther mid-level SUIES;
.

sUpEnISDT passcoces authorize almost any activity except
destruction of Important data or actions that damase the host o

It It out of action. As with superuser passcodes, not all super

BlidTals s . T
TLINTHDT O LTSS [0

everyihing. But untll the host

i T aler SURETISON DASSCOOes |--'a;'.i'.-'!l_'|1.' users with

modifiers o all System Tests Ear it wimbers, even or actions

it authorzed by the passcodle,

inly fechnical managers, senior managers in seneral, and

did SeCUnty speclallsls recelve the rarely Issued supenvisor pass
CRers receive the most powerful supervisor pass

12N 1NEY are N RPUrsult o intrudters on the hosts

@ Ldrel

HOST NETLWORKS

A& host network consists of a soeries ol COITY

raLtesre

linked In-a Dered-access configuration. The

lrat=tier Host, called rhe switcher

o Py, @uarcs

the pathway to all the second-tier machines, The

nost network offers a convenlent design for the

S e
pa ey

NN UE A SIteation INVelving many

rasically identical, sem Inea chirrerent fun

[ons I 1 arganization Fior .,'4-..|||||'-!|- e

ACCounting Sales, | nEnesnng, and alntenance

TOUpRS at a @iven corporate office are all separate

o505, Lnly the amount of paydata and the specif

systems onboard differentlate

Odatariles o slaw

these hosts, The security sheaf for each nost loolks

| 5k

the same (see Matrix Hot Spots, p

AMmANZINE these hosts into a host network can

vide ease of play and a logical desian, In a oypl
first-tier host—aorobaldly a

fo-tier network, a

HEN-SECUn Ty chokeant system—aoonnecrs the net
ito the gnd. Any numbeer of second-ter hosis
fer “lerhind  the first-fler machine, To ravel from the

nul 0 a second-tel sysiem

a thecker must perform

3

S GRIDS AINMTD HOS TS

an Andlyze Subsystem operation on the Access sulsystem of the
first-tier host (unless the designers are wilcly paranold and hid the
connection o the second-tier hosts In a trap door on a different
subsystemn) m find the connections, then perform a Logon to Host
io the second-ter hiost

These operations include the equivalent of a Graceful Logoff
on the first-tier hub, so if the system Is running Trace IC, add the |C
rating to the deckers target number for the logon to the new
FiLwst the Trace will be Il'_'.-‘ll-.l1,""|ll_l.} '-.:,r-:l"::\._‘l r'||'l||,*-'_':||'-||-- oy thes luls's
switching solware about this departure, after all. However, If the
decker sucoesshully logs on o the second-tier host, the hub |oses
his datatrail, and any Trace running against him In the hub crashes

{0 [R155 1T 3w ATy

single host in a network to another, the
OeCker must perform a Loaon to Host operation from the sec
and-tier machine back ante the hul, and then anothe |_--:.!'U.'| %]

Hosr (o ger o the next computer

lletwork Files and llodes

A first-tler hub rarely contains data of any value, Because the
nub functions as the “traffic cop” for the networl, however, it must
unctions s second-tier machines hanclles, Az 4

le (Wit WAL

result, deckers on a hub can perform operations such as Locare Flle

| -
(]| .I A 'E'H.-|'.-I'

for the entire host network, These operations can
Identiny which second-tier host contains a speciiic datafile or con
frofs a certain remore device, Once the decker logs on to the cor
rect second-tier host, another Locate File or Locate Slave operation

r.l.r-_'l'-\.'h.ll"":. the address of the oo Be weants

UV RO5TS

Ultraviolet hosts are extremely rare, They possess higher
System Ratings than the toughest Red hosts, and their process
II'III-_'!I [POWET 15 50 @real thar It creates |_':I-|__‘:-|_*|"-.| s O A r'||.'.-|_|i|.|_‘||'..'g:

by different order of reality, On a UV host, a decker cannot dif

U= 0O
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ferentlate between the virtual experience of cyberspace and
This makes UV hosts an entirely different cre

alion from any other lorm of host

Physical reality,

Only a hot deck {see Cyberdecks, p. 81) can even log on 1o
a LIV host, Cool decks and tortoises cannot interact with the core
processing area of a UY host. They can access so-called buffer
systemns, which translate data Rows into and oul of the maln
computational space, but nothing more. lcons répresenting cool
decks ar terminals cannot cross the Interface berween the bufber
sverems and the LY core
often drasti
cally, It becomes a character with Strength and Bocdy Ratings

On a UV host, the decker's persona changes
equal to its Bod Rating, Quickness equal to the persona s Evasion
Rating, and Mental Attributes equal to the decker's own. Utility
programs become physical tools, weapons, armor. and the like.
or have no effect at all, depending on the nature of those utilities
and the exact defenses located within the UV host. The decker
uses his real skills in a UV host but may always substiture half his
Compurter skill instead

But here's the most fun part of UV hosts. Any damage to the
decker's persona is damage o the decker himsell. If his persona
his own Mental Condition Maonitor
If his persona suffers apparent physical damage, it s

experiences Mental damage,
feflects it
Physical damage. Jacking out of a UV host exposes the decker (o
12D Stun damage from dump shock. IFhe's already taken a beating,
that could overflow his Mental Condition Monitor and prove fatal

Apart from these guidelines, anything goes. Consicer

[ I = |

£l
physical laws of LIV cyberspace infinitely flexible. The gamemaster
may, and must, define them to suit the particular run. Not that uns

to LV space are that common. Getting there is dangerous, logging

LIk

J]

on puts the decker at profound risk, and there anen ©that many LY
svsterns out there, At the current time [(2056), LIV hosts remain
|'|-¢'J-|_'I'|L|1E more than rumors among the decking community

Wihere Hre the U Hosts?

Mo one is entirely sure
Denver Nexus definitely has UV qualities in some of its memaory

SPACES.

Right?

which matrices harbor UY hosts. The
Rumaor says the UCAS government maintains a site of UY
cyberspace, but thousands of rumors put it in as many different
locations. Other reports claim that the governments of Tir na nog
and, startlingly, the Lulu

processing cores of supercomplexes such as the Zurich-0O and

Mation maintain UV hoses. The maln

the Renraku Arcology may be Ultraviolet as well

What's more, certain evidence suggests that a sufficienthy

powerful processing complex can develop Ulrraviolet levels of
LIV

area of the core FPOLESEINE S0 Ty LTe andl &0, '-'Il.'f:"!'|'l'-'|||'-:-"I

virtual reality without the knowleclge of its operators. The
on the amount of available compurter power on the system. [his
of course, raises the alarming possibility that a decker might find
Rimself in what he fondly believed o be a humble Red-12 sys

into a Uy

Camemasters mlght consider hitting deckers caught in such a

term thal {ranshorims

suddenly environment
radical and disorlentating transtormation with some ecquivales
aof dump shock.

One theory contends that LIV cyberspace cannot exist wilh
out an Al maintaining it. However,

the existence of Als,

na werifable data SUppOrs

and so the origin of spontaneaus UY cyber

soace environments remains a matter of speculation,




ITRUSION COUNTERMEASURES

“Faster, meaner, smarter—God, | hate the technology curve.”

sfastdJach, decher
O

“Isn’t 1l a sign that you're going senile when you keep repeating yourself?”

=linknown spotty techno=nerd

IC stands for Intrusion countermeasures., (For all you Matrix virgins, it's pronounced “ice.")
some IC just impedes the declker, maybe tries to get a netwark ID on him. Other programs are
designed to crash his icon off the Matrix, Still others go after his deck, Finally, there's black IC
whilch Nat out tries oo kil him

IC |s a major functional element of most host systems, which were covered in the previous
section. However, any explanation of IC inevitably involves systemn operations and cybercom
bat. In-depth coverage of these subjects appears in the sections titled Programs (p. 94}, System

Operations (p. 108} and Cybercombat P 115,






PROACTIVE US. REACTIVE

nroactive or reactive, Proactive IC attacks the

cwvbercombar once

| 16

it s alerted to his presence [se€

Cvbercombat, D Praactive € acts ke a hostle NPC. |t

makes Inltiative rolls during combat, medaneuverns for advantage,
and uses its weapons and other tricks
peactive 1€, on the other hand, just "sits there.” [t may actl-
cate when the security fally reaches a specific threshold, clecker
actions may triager [T, or 1T may resicde Inoa '1|l{‘|.'irllli loCatlon or

resource of tThe host, cLUch as a e glave remofe, oF even an

In the latter case, the IC becomes active when
Dnce a

decker triggers reactive 1C, the IC affects the decker's operations

ertlre subsystem

accesses [he probe teee] location OfF resources

i
1 S CHE]

untl the decker destroys or decelves it, or otherwise convinces

r to g0 away, Reactive I€ rarely possesses Initiative

lrace IC offers an exception (o the proactive/reactive rule.
Trace IC uses Initlative when trying to lock on to a decker s comm
cannectlon and begin the actual trace process At all other times

| ACS 4% MNeACtve ||_

nunning happily In the background once [t

iclentifies the decker's datatrall

LOCATING IC

Deckers don't always know when they trigger IC. Before a

decker can Attach IC @r take afhiEr measures o I|E'IJ|I-:1|i..tE‘ i'l_ el

decker must "locate” the i

F s | £ i
i |._|||'\-.|'\l_-

a decker can easlly locate proactive IC as soon as

b attacks him, Once located, the IC remains “yisible” unless It

maneuvers to escape the decker (see Combat Maneuvers, p.

Reactive IC is more Insidious, because it does not betray its
presence to the decker by any actions. Whenever a decker trig-
gers reactive 10, the gamemaster sl retly makes a Sensor Test
agalnst a target number equal to the IC's rating. If the test results
im | Sl the Eamemasiel Informs the decker thal hiz actions

L5
triggered I Oy 2 successes, the gamemaster tells the decle
the type of IC rriggerea On 3 or more successes, the gamemas

er reveals the 1C's rating and location, This Sensor Test is made

anly once. when the IC becomes active
IF a decker suspects the presence of active IC, he can use the
| e || croeratlcn Do Oy k out that ".'.|'1'E..||':.-.|I:||'I.

CRASHING IC

Whenever a decker "kills” or crashes IC in cybercombar, add

rhe rating of the crashed IC 1o the decker's security tally, The

ationale for this |s that crashing IC is like opening up on a

perimeter guarc with full -autocannon fire—the action desiroys
the guard but alerts nhis colleagues that company s coming

deckers may use wvarious methods o

| !"-'."-\.I'-\.-'-'"

more quietly

e or meutralize

W

R 2

INTRUSION
COUNTERMEASUREDS

First, deckers may use the stealth option with attack pro-
grams {see Programs, p 94}, This reduces the number of points
added to the security tally for the IC's destruction. Far exampie,
crashing a Probe-G with an atiac k program normally adds ©
Stealth-3

option, however, would reduce the points to 3. Stealth programs

points to a deckers security tally. Attack with the

rated at & or higher hide the "dying scream” of IC altogether

If the gamemaster chooses o not use the Litility Cptions
nr1||-;;||'|._=|l rile, he simply may Increase q declker's security tally by
half the rating of any IC the decker destroys (round fractions up)
The Utility Options rule makes life significantly less dangerous for
the decker {as does the use of the steealth option in particular),
but It may also make life significantly less challenging and inter-
esting to drek-hot deckers with meganuyen cyberdecks and util-
ities. The gamemaster may also decide that this “half-rating” rule
applies only to certaln systems. For example, it might apply to
Blue, Green and Orange systems but not to Red systems where
the IC can be expected to be especlally vicious and the system

more ready to shift to a higher alert status

SUPPRESSING IC

A decker also can avoid the penalty for crashing IC by sup
pressing it when he destroys It However, suppressing 1C lowers
1 decker's Detection Factor. Reduce a decker's Detection Factor
by | for each IC program he suppresses. This reduction remains
in effect as long as the decker remains in the system, unless he
releases the suppressed IC

Deckers must declare their intention to suppress IC as soon
as they crash it. Deckers may "unsuppress. of release 1C at any
time. For each IC program the decker releases, he regains | point
ey his Detection Factor. His security tally, however, increases Dy

the appropriate amount for each released IC program

IC RATINGS

Each IC program has its own rating. This rating measures the
damage the IC does or acts as a target number for tests the deck
er makes to avold its effects.

In cybercombat, an IC program makes its Attack Tests using
ite host's Security Value as a “skill”, to determine, the number of
dice it ralls. In other words. the host computer attacks the deck
er and uses the |C as a weapon

The host/grid’s Security Value also indicates the number of

dice rolled to make Damage Resistance Tests for the IC program

WHITE IC

White 1C affects only the decker's online lcon, It attacks (he
lcon's ratings but does not affect the cyberdex k's permanent rat
ings or utllitdes. The worst that white IC can do s dump a deck
er or scramble data he is trying to read or write. Note, however,
that a decker operating a hot declk may suffer some slight phys-
ical damage from simsense overload If he's dumped by white IC

{see Cybercombat, p. 119




IMNMTREUSIONS
COUNITERIMEASURES

Pacriz A0 eliminates acoess and bBarrler [C The new rdles fot
sysiem Ratings replace the functions performed by these types
al €

CRIPPLERS

Cripplers are proactive white 1 programs that each attack
ot of the decker's icon's attributes. Cripplers come - four
types: acid, ndern, jammern, or marker programs, Acid cripplers
itack an icon's Bod Rating, Binder cripplers attack an icon s
Evasicn Rating |amrme Crippiers attack tie Bensor Hatine, and
matker criipplers attack the Masking Rating

Whenever a crippler program attacks an ioon, e gamemas
el makes an Actack Test tor che host andd fallies the sucoesses | see
Cybercombat, p. 119 for details on Attack Tests) At the same
fime, the decker makes an opposed test for ohee allfecied 1oon
attribute against a target number egqual to the orippler 1005 ratng.
[ the declker achieves a sreater or eoual number of successes, the

C does no camase, Redooe the abbecteol soon attribaute by |opoint

for every 2 net sucoesses the IO scores, Yes, that means 1 ner suc
cess for the [C does no damage. Two successes do | point of dam

vre, four sucoesses oo o poinls, and sooon

waither  formor nor Hardemng (see p, B proetect against
Crippler I cannal reduce an o atigbure pelow |

Selena is on an Orange-& system when she's atlacked by Acid-4
crippler IG. The gamemaster makes an AHAack Test for the IC and
achieves 4 successes.

celena's icon has a Bod Rating 6, so she rolls 6 dice when she
makes her Bod (4) Test to resisl the IG. Selena scores ? SUCCESSES—
? fTewer successes than the acid IC. A= 3 resuli, Selena’s Bod Raling
drops I 5.

HILLER

b 1s [k live IC that causes damawe to jooms oyl
rilaend . A Raldeer I8 s a Llamaae o cacld 1t 14s ovaer s c U il
tir its I rating. The Damaee Lesiel of killer 10 1y Dase] a1

s s serc ity cocle, Killer 1D on Blues or Gareen sysionss (iss

Mol charmaede; kilder e on Liranaoe A Hedd syslerng o
Serious damage. For example, Killer-o 10 on an Orange  host
warrnaled ey 0% 17e Ihis ".:|ll.l:\.'_l TS5 % il Ailer TOR sy FAEANT
comsees e fiesed an the Rost s SAttad Tt just liler charrmdgne

il conbal
If an attack frem killer 1C ills che Condition Monitor of a
iy Oarams recduc
imase from Killer I8
{Nate that killer 1€ 1< ssifiex] as gray IC in SRIL, However, |
does ot cause petmanenl oarmasge 104 oyberdeck's permanent

ratires cer vithlictees . sen 1 s o lerssiiiet aos sk e i dviialtnis L1 rules

(TR BOME

Hoetaba 1l Freeie e Mo hal e ls -'...i.-l-.:.-__'ll|!'. (HETR TR
ooa sPeee e chadalithes o remicre desiice unader the Slavee sulsyes
Fi~l Lo nit s claalead [0enils rermains in elace, Seaimimsy el

LEREa”

ready o L=l pl [n] e il a cecker attempis [y acdess ALy |

protecting: the data oD does ol rely on The securily tally for
its cue

Deckers: can fingd a data bomb by performing an Analyze
lcon operation, The decker must make a successhul Systemy Test
asainst the controlling subsysterm o defuse |t The defuse utilin
augments this test, For example, if the bomb o is on a file, the
decker must make a Computer (Files BEating — Dehuse Baring) [est

ter chisarcrey 1o IF the bomb s on rthe security

d CAIMEras Al a Corms
|

rale sibe, howewer, the decker would make a Lompuier [Slave

I':.l.l 'I'.':'I. I::'|'|I_I'.|' !':_-llllu_'.:_" [=5]

Data bombs rema nrimed i the declker taills his e
urtless he rolls all 1's. Mormally, a decler can try 1o oefuses o olatas
bomb as miany fimes as necessany, thouah, as aith amy syshem
lesc. each time che declker tries e mase inorease the secornity

rally. Successhully detusing the oldata Domly does ol counl - as

ChASMINE 1T, 50 O0 MO acl ther Laoarmaly s opatdins” o Uhee securiby Lakikl s
IF thie <lata Dormib ) uceessiulby  olestysect, the b ke neesol rod
'.iil'-:-ll".-. 11

1 e e K Hls 1oy geluse Ciciley WO i e TR

11 th ] kicr balls 1 U | let | then n
sirccessil Systoem Lest fo cxpaen (ke RHIE 00 OfF wiElDe T }

leEe e O S laneer Sun iy O e re 1me SudCEsm o s N a Ees T o cEs

thie ool -trapped subsystens, he data oomb esploces, & test
Thvat Fanls cdowess oD sl 1 Gl I a thie! cannor bust rh a ol on
A Saalee i e a1 EEn 17 to Ter the o inside * T
114 spaprles e

Wi hen a cala Eomb esplaces, o tomatically hits the (]
el clonne e ralting IV damage which fhe wwon o Ial= riarmal
Iwe AT wtilitie l 2 oA F rhe damase as u T
CexpHosion alsa adds i = raring o T s uriey " T,
':I i 1 A% e INCreea l:. [} 1 Il | :I-'||-_i'i'l-\._ 1 1
I 1l MeteCron Fachor 1« I[Ifare Ll I

Scarampuche ghosts up 1o a file full of, he hopes, paydata. 1 the
file is the one he wants. it is likely protected somehow, so
Scarampuche runs an Analyze lcon op on it. Yup, liggers. Scrambled
AND with a data bomb attached

scaramouche makes a Flies Test becavse The bomb is on & Dl
Scaramouche has invaded a Geeen-5 host with Flles-11, and the data
bomhb is rated 6. Scaramouche risks a few seconds 1o swap Delusa-5
into active memory and upload (1. This lets him roll against a Targel
Humber of 11 (Files Rating) - 5 (Defuse WHility Rating), lor a total of
6. He scores 1 success, but the Security Test scores 2, The gamemas
ter smirks and fells him it ain'f good enough. The data bomb 15 not
defused

Sweating a bit, Scaramouche rolls agamn, gelling £ succosses. Bl
the host scores 3, so the dala bomb is still active. By now
scaramouche figures he's hien ding well an his tesls, 50 these
repealed Tallures mean [he host 1S Sscoring 100S 07T SUCCES5ES and
jacking up the security tally in'a real nasty fashion

Scaramouche decides to drop subtlety and nps open the datatils
Slace e has a Browse-8 program, he passes the lest handily, and so
the bomb goes ol in his virlual Lace

Scaramouche takes a 6M hil. He has Armor-4, so he rolls Bod to
resist the damage against a Target Mumber ol 2, 2nd SLages down the
damage o L, He decides to use a point of Delection Factor o sup

press e 16 to Keep the secunty 1atly from going up another b poinds




INMNMTRUSION
COUNTERMEASURES

I]HHHE on each action of a cybercombat attack agalnst It
Deckers may use specific system operations to defeat

Prabe IC Is reactive IC that conducts additional Interroga-

scramble [C, all of which can be augmented by the decryption
tons of data packets and program requests for computer

utility program (see System Operatlons, p. 108). Decrypting

resources. Probe IC helps detect any operations performed b : _
f Y Oper F Y scramble I does not add to the decker's security tally. Deckers

unauthorized programs. : !
y ! cdn use atack programs o crash scramble 1C. but doing so will

For a probe-equipped systern. the gamemaster makes a :
Probe Test against a decker’'s Detection Factor every time the

cdecker makes a System Test. Add any successes from the Probe

Test to the decker's security tally '":IH Hnﬂlll

SEH""]HLE Tar baby is reactive IC that attempts to crash deckers” utllity
programs, specifically, operational utilities used In System Tests

increase the decker's security tally unless he suppresses the
scramble IC,

Scramble IC is reactive IC used to protect elements of a

: ! and any program a decker executes for a specific purmose. Tar
host's Access, Flles, or Slave subsysterns. Scramble IC can be 3 s I Ak

7 baby IC does not attack completely passive utllities such as
programmed to protect a specific component of 4 subsystem or

z armor and sleaze programs.
the entire subsystem. for example, scramble IC can protect an

: . 5 : : Whenever a decker uses one of the tigger utilities, the
individual clata file, a datastore, or all the Files functions on a
_ _ Eamemaster makes an opposed test between the two programs
host—including faxprinter outpur and dedicated terminals. :
simllarly. scramble IC on an Access subsystem can oppose log-
ons from specific entry points, such as public grids and dedicat-

ed workstations, or all logons, On a Slave subsystem, scramble

Make the Tar Baby Test against a target number equal to the utll-
Ity program s rating, Make the Utility Test against a target num-
ber equal to the tar balyw IC's rating

If the tar baby wins the opposed test, it crashes both Itself

IC can defend specific remote devices or all devices connected o - : .
and the utility program. Tar baby IC does not increase the deck

to the subsystem

; AT _ er's security tally when it crashes this way. The decker has to
Scramble IC comes In two varieties: exploding and poison,

load a fresh copy of the utllity program with a Swap Memaory

Exploding IC programs are linked o data bombs. If a decke ;
Qpreratiomn :

decrypts or crashes exploding 1C before defusing the bomb

_ IF the utility wins the opposed test. it remains safe and the
boom! Molson IC programs destroy the data under their care if

theyw detect Intrud O I Izatl i i onl gamemaster makes a secret Sensor Test to determine if the deck i
gelect intruders. Lenerally, organizZations use poison a0 | x
> s 4 . & 4 y er notices the tar baby IC {see Locating 1T, 1, 40 2
on extremely sensitive data which they have backed up off the E .
' : Tar baby IC can be placed in a construct, party IC, or used k

Matrix. It the decker tries o decrypt polson IC and fails, the

with trap IC. In these cases, only utilitles used against the con- [
gamemaster makes a Poison Test agalnst a target number equal W

T ‘ struct, party, or trap IC are vulnerable, However, the Tar Baby §

to the deckers Computer skill. If the test falls, the decker has e ; .

Test modifies its target number by =2, Once the tar baby IC crash- e

managed o suppress the poison IC's destruct code, If the test

. es, it |s out of that construct—it doesn't reappear, OF course, the
succeeds, the data is destroyed, Polson IC reacts the same way

construct could contain multinle tar babwy Programs.

2 |
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Mote that tar baby IC is classified as white |C under Matrix
L0 nules, because it does not permanently affect the utility pro-
Erams It attacks,

selena is on a run when she performs a system operation using
Anslyze-6. The utility iriggers a Tar Baby-8 program that makes a grab
at the utitity. The gamemaster makes a Tar Baby (6) Test for the IC and
an Analyze (8) Test for the analyze program. The Tar Baby Test
sohieves more net successes, and sa bath the IC and the utility crash.

bARY IC

Cray IC programs attack a decher’'s cyberdeck and wutilities
directly, Any damage caused by a gray IC attack permanently
alffects the deck’s ratings, Damaged chips and other companents
must be replaced to restore the deck’s orlginal ratings,

BLASTER

Blaster IC is proactive |C that attacks in cybercombat in the
same manner as killer [C (see Killer, p, 413, Armor reduces dam
age from blaster arracks. However, blaster IC may permanently
damage a decker's cyberdeck MPCP IF It crashes his icon. If
blaster IC dumps a decker, make a Blaster Test against a target
number equal to the deck’'s MPCP Rating. Hardening increases
the target number but armor does not. Reduce the MPCP Rating
by | point for every 2 successes on the Blaster Test. Note that the
ecker may need to crank down his persona programs if his deck
takes damage, because their total ratings may not exceed the
ceck' s MPCP Rating multiplied by 3 (see Cyberdecks, p. 84).

t's nat Selena’s day. The program that blew her off the Matrix was-
n just kittor ac she'd hapod—H was a Blaster-6 program.

Selena's deck has MPCP-6 and Hardening-2, sa the gamemaster
makes 3 Blaster (8) Test. The test produces two successes, so
Selena’s MPCP Rating is permanently reduced ta 5. 1 she goes on a
run before replacing i, she'll have to adjust her persona programs to
make sure thair total ratings don't excesd 15.

WPPERS

Ripper IC is a gray version of crippler IC. These proactive IC
attack In the same manner (see Cripplers, p.dl), but whenever
a ripper program damages an icon, make a Ripper Test against a
target number equal to the deck’'s MPCP Rating. Hardening
increases the target number. Reduce the rating of the deck’s per
sana chip by | for each success on the test. Replacing the per
sona chip is the only way to restore this damage

Four different types of ripper IC exist: acid-rip, bind-rip, jam-
rip, and mark-rip. Acid-rip, also known as “bodstripper,” "siz-
mer. or “peeler,” attacks the deck’'s Bod Rating. Bind-rip. also
known as  gluefoot,” "fypaper,” attacks the
Evasion Rating. Jam-rip, also known as “blinder,” “gouger.” or
stick,” attacks the Sensor Rating, Mark-rip. also called "scream
e, “palnt.” or "tag,” attacks the Masking Rating

‘mummy,”  or

4
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The proactive IC called sparky IC actacks in the same man

ner as blascer IC (see Blaster), However, if sparky IC crashes the
[Fersona, i causes an overoad in the deck's power supply that
feeds random |olts of electricity to the MPCP and the decker's
brain. Results can range from a little impromptu electroshock
therapy to a killing |olt. This |s dark gray |C indeed—bordering on
biack—Dbut because it is not designed to deliberately cause phys-
Ical trauma, It Is rechnically considered non-lethal

whenever sparky IC crashes a persona, make a Sparky Test
against 4 target number equal o the deck's MPC Rating + 2.
Hardening increases the target number. Reduce the MPCP Rating
by 1 point for every 2 successes of the Sparky Test. A sparky
attack also causes (IC RatingiM damage to the decker. Stage the
Lamage up one level for every £ successes on the Sparloy Test
lhe decker resists this damage as he would any other, Hardening

recluces the Power of the damage

HeadCrash gets trashed off the nets by a Sparky-8 program. The
Sparky Test yields 2 successes, That melts 1 point off the MPCP right
away. H also ralses the Damage Level to HeadCrash from BM to BS.
Head's meathod has a Body Rating 4 and his deck has Hardening-1. He
rolls a Damage Resistance Test: 4 dice (his Body) against a targat
number of 5 (Sparky Rating of 6 — 1 for Hardening). His test produces
1 success, which does not stage down the damage. Can you say ZAP7!

THRPIT

[he reactive IC known as tar pit [C operates and attacks In the
same manner as tar baby IC (see Tar Baby, p. 42), However, If tar
pit IC trashes a utility online, It also injects the deck with viral code
that cormupts alf coples of the program In the deck's active and
storage memones, Unless the decker has a backup copy of the util-
ity stashed in offline memaory, he's lost It for good. And even if he
has 4 backup, he can’t get at it for the rest of the run

When tar pit IC trashes a program, make a Tar Pir Test

a target

Lo

AgaAinst number equal to the deck's MPCP Ratng
Hardening increases the target number, If the test produces no
successes, the viral code s defeated and the tar pit IC has the
same effect as the tar baby program, so the decker can reload his
utility with a Swap Memaory operation. If the Tar Pit Test produces
any successes, however, the |C corrupts all coples of the program
stored on the deck, The decker cannot get the utility back until
he |acks out and reloads the utility from a source outsicde his deck

{from a storage chip. most likely)

WORMIS

Worms are reactive virus programs used o booby trap sulasys-
tems. Any System Test against a subsystem infected with worm IC
prompis the worm to infect the MPCP of a decker's cyberdeck

Deckers can detect worm [C programs by performing
Analyze Subsystem operations, However, If a worm inhabits the

suUbsysterm; it tries (o infect the decker when he analyzes |t
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Deckers can destroy Worms by performing Diisintect opera
Hons of by cybercombat. However, it af attenpt to destroy 4
wiorm falls, the worm can infect the Oec k's MPCP. Worms have
no 1C Rating as such, so destroying one b either means aoes not
affect the security tally.

Ta determine whether a Worm Ut cessfully infects a deck s
MPCT. make a test using the Securlty Value of the host against a
target number equal to the MPCP Rating of the deck. On | suc-
cess, the worm has invaded the MPCP, I the deck has
Hardening, this test must result in a number of successes greater
than the deck’s Hardening to inlect the MPCP

Once a wortm Infects an MPCP, it cannot b erased. The
decker has to cook a whole new MPCP chip. A worm infection
cannot be detected unless a decker actively tests for it, a task
requiring Computer skill {or an appeoy sriate Hardware or B/R skill)
and a Base Time of 10 hours. The decker may run the test perl
odically. as often as caution—or parancia ~dictates, or if he
experiences problems that suggest the presence of a worm

Worm 1€ v 1.0 was developed as a Matrix weapon by Lone
Star's GridSec programmers, More recent worm Rrograms—
datawarm and deathworm—have Ine reased dramatically the

dangers presented by warm IC

Dataworms

Datawarms log information about a decker's runs and report
it ta thelr owners. Each time a dataworm infected deck logs onto
a grid, roll 106, On a result of 1, the dataworm tries to send a
report chock full of Incriminating evidence fo s0me specified
delivery address. At the same tme. make a Sensor (8) Test o
the decker. If the test falls, he doesn’t even know the system has
a dataworm. If the tesy succeeds, the decker notices the data
worm report and may engage it In cybercombat to destroy i
before It gets away. In cybercombat, dataworm reports always
act as standard jcons with 3D6 Initiative and an effective bvasion
Rating of B. They possess no offensive capabilities, but will
maneuver to Evade Detectlon (see Cybercombat, p 119, for a
complete treatment of these concepts)

he effects of dataworm reports depe i on the events in
the adventure. If the decker gets arrested, the reports Serve as
sdmissible evidence against him, even if he was not arrested for
Matrix crimes. If the decker uses his deck In a detectable pattern,
the dataworm will report |t This allows a gamemaster to rea
sonably glve non-player characters the e-mall names and
addresses the decker uses, the identities of people with whom
he communicates, and the BBSs he logs on to—as lOng as he

employed that specific data while using the infected deck

leathworms

A deathworm infection increases a ceck s target numpers
lyy 2 in cybercombat. This Increase applies to all Attack and
Resistance tests made by the decker. If the deck picks up multl
ple deathworm infections, each additional worm increases the

target numbers by an aciditional +1

W
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lapeworms

Tapeworms erase files cdownloaded onto a deck. [o determine
how much data the tapeworm deletes, roll 106 = | at the end of
each run. Subtract the result from any Paydata Points the decker
downloaded on the run, If the decker downloaded a specific datafile
to abtain Information, roll 104G, On a result of 5 or G, the tapeworm
cormupts the needed Information and renders it iretrievable,

Once a tapeworm infects a deck s MPLP, It continues 1o
affect all the deck’'s downloads In this manner until the decker

replaces the chip.

TRACEIC

Trace IC is a hybrid of white and gray 1C programs. Basically.
trace 1C works In two distingt stages: the hunt cycle and the loca-
thon cycle.

During the hunt cycle, trace |C tries (o get a fix on the deck
er's datarrall. It does this by '.‘ﬂt._-',-;l-‘..':.:i.-'lu the clecker in oybercom
bal. The target number for these Attack Tests is the deckers
Trace Factor (see below)

The location cycle s a fixed perod of time, based on the num
ber of successes the trace IC scores when It finally "hits™ the decker,

The Matrix 1.0 functions of Trace & Dump and Trace & Burn
are not avallable (n Matri= 2.0, ||'|l'.il'.h\_.'ﬂ"| their effects can be I;1u$l|i'
cared. Trace IC performs the functions of Matrix 1.0's Trace &
Report program, Under Matrlx 2.0, a successhul Trace also
enhances the effects of other IC ProErams,

TRACE FAGTUR

The base Trace Factor Is equal to the deckers cument
Evasion Rating minus the trace IC's rating. Add the rating of any
camo utllity the decker Is running, as well as the number of
grids—LTCs, RTGs, and Pl [Cs—where the decker has performed
Redirect Datatrail operations during this run {see System
Operations, p. |17}, In addition, apply any trace modifiers for
the decker’s lackpoint {see Jackpolnts, . 28]

If using the optional bandwidth rule (see Cyberdecks, p O
apply any trace madifiers for the decker's current bandwidth. The
formula, again, is actual Bancwidth divided by base bandwiclth,

rouncled down and multiplied by -1

Vanessa has illegally tapped into the commlines in the basement
of 4 low-security office building. She went to the trouble of getting
imlo an office building because the business service lines there give
her @ Base Bandwidth of 50 Mp. Her total handwidth at the moment is
165 Mp. That calls for <3 to the Trace Factor (165/50 = 3.3, round
dowm ta 3, 3 x -1 ==3).

Vanessa left Datatrall Redirects on the local LTG to hide her jack-
paint and the host she Is targeting. That's 2 Datatrail Redirects, for a
+2 1o the Trace Factor.

Vanessa's deck is running a Camo-4 ulility and has an Evasion
Rating of 9. The host is running a Trace-B program. That leaves Vanessa
with a Trace Factor of 4.

Evasion Rating - Trace Rating + Bandwidth modifier + number of
Datatrall Redirects + Cama Rating
-8 +[-3)+2+d=4

"
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HUNT CYCLE

During the hunt cycl

trace [T makes Attack lests agalnst
the dechker using Imitiative and octher rules for oybercombat. The
decker s Trace Factor s the |,-;|_-,,:Ir-l number or these ests The
hune LW le lasts until the trace IC achieves a successiul test.

|._'||j|||1H the hunit cvcle, the decker can attach the trace 1T in
r'_-,,-'l:-|-|in||1|_1._'1l and try to crash [t

Relocate utility programs are not effective during the hunt oyde

LOCATION CYCLE

The location cycle begins as soon as the trace L makes a
successful Attack Test against a decker. The IC Immediately "dis
appears” and becomes reactive I

Divide 10 turns by the number of successes achleved in the
trace IC's Attack Test, The result, rounded down, is the number
of turns the trace IC needs to complete its cycle and locate the
decker's [ackpoint. During that time, the decker may attempt (o
locate the IC and neutralize 1t by spending a Complex Action to
perform a Locate |IC operation to locate trace 1L, 1] the decker
cannot do this In time, the IC identifies the decker's Matrix and
meatworld locations and reveals them to the host's operators
iSee Trace Effects, p, 46, for other consequences.)

For the purposes of measuring a trace 10 location cycle,
Combat Turns are considered completed once they reach Phase
O If a decker can freeze or destroy the 1C before Mhase O of a4
Combat Turn, that turn is considered completed

Crashing a trace IC program with combat code produces the
stanclard penalty 1o the decker's security tally (see Security Tﬂ"!.'.
p. 19}, Defeating trace IC with a relocate utlicy has no effect on
the security tally

Vanessa is on 3 Red-B host when she is attacked by a trace pro-
gram. The trace IC Attack Test produces 6 successes— puch! Ten
divided by & produces 1.7, rounded down to 1. If Vanessa can't take
aut the IC, it will trace her in only 1 Combat Turn!

The IC vanishes and the clock is ticking. Vanessa tries a Locate G
operation on her last action of the present turm and finds the pro-
gram's address. She will try to beal i nexd fum.

DEFEATING TRACE IC

A decker can defeat a trace program three ways. During the
program’s hunt cycle. the decker can attack It In cybercombat
and attemnpt to destroy it. During the location cycle, the decke

can run for It or use a relocate utility,

Run for It

A Craceful Logoff operatlon enables a decker 1o ger away
and immediately stop the location cycle of a lrace program
However, trace |C tries to prevent this operation, so increase the
decker’s target number for the operation by the 1C's rating [see
System Operations, p. | 14, for details)

Simply jacking out of the system will not deteat trace Ic.
because jacking out leaves the comm links in the network open

for a measurable period. First, the LTG has to verity carrier signal




loss. Then it gracefully dismanties the decker's datatrall, the
same way a user-initlated Gracehul Logoff does. just because a
decker jacks out doesn't mean his datarrail disappears in a big
puff of bits. If a decker does jack out, roll 1D& = 1 (minimum
value 15 1), The result is the number of turns the decker's data-
trall remains intact. If the die roll result equals or exceeds the
number of turns left in the trace program's location cycle, the |C

will still locare the jackpoint

RS
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Relocate It

To use a relocate utility to defeat a trace program, a deches
must spend a Simple Actlon o make a Control Test (the relocate
utiliey reduces the target number), The gamemaster makes an
opposing Security Test for the host/grid. Any successes for the
opposing Security Test are added to the decker's security tally

It the deckers Control Test succeeds, he successfully
"spoofs” the trace program, Its sampling algorithms are sent on
a wild goose chase. However, unless the decker keeps that trace
suppressed (see Suppressing IC, p. 40), the trace will pick up
where it left off, so the gamemaster should note how many turns
were left in the location cycle when the decker completed his
Control Test

[F the decker chooses not to keep the trace program sup-
pressed, he can use a relocate utility again any time cluring each
turn. If he succeeds, the trace IC remains neutralized for that
turn. It he fails, the trace program ticks one turn closer to finish-
ing its task.

Defeating a trace program with a relocate utility does not
count as crashing the IC, and so It does not add the penalty to the
security tally created by destroying the IC with an attack urliity,

Vanessa has only one Combat Turn to beat the trace program. ba
her first action, she uses the relocate utility. She has Computer-10
and is running Relocate-4, The IC is Trace-8.

Vanessa rolls 10 dice (Computer Skill) against a Target Numbsr
of B (IC Rating) -4 (Relocate Rating). The host opposes this with the
usual test: Security Value (Detection Facter). Vanessa, relling 18
dice agains! a Target Number of 4, scores 4 successes. The hest
scores 3. Vanessa successfully blocks the trace this turn, bul the
security tally goes up another 3 points.

Vanessa can either allocate a point of her Detection Factor e
keep the trace IC frozen, or can try to use the relocate wlility against
it again next turn. 1 she fails to do either, the IC will finish traciny
her jackpoint on Phase O of the Combat Turn,

TRACE EFFECTS

If a trace program completes its locatlon cycle successhilly,
several things happen, First, the system records the jackpoint's
nerworlk address and physical location In its security logs, That
means that any security assets in the meatworld monitoring the
invaded system can Initiate physical measures against the dedk-
er s location (l.e., they send out the goons). More immediately
dangerous to the decker are the |C-targeting and tally-accelera-
tion bonuses that the host receives

IC Targeting

The IC-targeting bonus reduces by | all target numbers for
Aftack Tests the system’s proactive IC programs make against
the decker In cybercombait

lally Acceleration
When the tally-acceleration bonus Is |1y effect, add | to any
increase o the decker’'s security tally. For example, |F the host

scores 2 successes in a System Test, add 3 to the security tally
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SECURITY ASSET RESPONSE TIMES

Jackpolmt Target is:
I5 In Security Rating: Mubllc Corporate Megacorp Government
B or higher 1+ LDG 15 =« 2D6 B+ 1Do 10+ 1D6
L [+ 300G 15 -+ 3D6 [0+ DG 10 + 106G
D 20+ Al I = 2D6 5« DG 54 106
z A 10+ 106 5+ 1DG 3 4+ 1D
on Shte MA 206+ 2 DG+ 2 DG 5+ 2
Physical Measures TRECE DN AGRID

The physical measures triggered by a successful trace pro
gram really depend on a large number of varlables. For example,
sy the trace 10U has reporied that the decker s tapped Into a
dataline in Redmond. at such-and-such a location. The speed of a
physical response depends entirely on what resources the invad
[oa H:,,-*drrn'H oeamiers hawve, jurisdictional concerns (see Mairix Law,
p, 132, the location of the nearest usefd] assets, whether Lone
Star or any other local law-enforcement agency has been called in.
the standard Security Rating of the site, and 50 on

The samemaster may use his own discretion or dice rolls o
determine the time it takes for securlty assets {l.e., goons) to reach
the decker s jackpoint. IF using dice rolls. consult the Security Asser
Response Times table. The result of the dice roll is the response
fime in minuces, keep in mind that all response tfimes are simply
suggested guidelines, "Covernment” entries in the table assume a
UCAS setting—response times may be longer for less organized
governments and shorter for efficlent, paranoid ones. Cruel
gamemasrers can always determine that by some wretched mis-
fortune the com or government in question |ust happens to have
d strategic asset (1e., goon squad) near the scene that can reach
e decker s lecation In, ob, 30 seconds or so

‘On site” jackpoints refer to entry points inside a manned
location that belongs to the system's owner. For example, a
decker jacking into a government host from inside a federal
cifice bullding Is on site

TRAP TRACE

The functions of the Matrix 1.0 programs Trace & Dump or
Trace & Burn can be reproduced by combining or ‘trapping
trace IC with a program that can blow the lcon off the grid—such
a8 killer [C—or gray [C programs that attack decks directly, such
a5 blaster or sparky 1C, OF course, trace also may e combined
with black IC to create lethal trapped trace IC.

lrapping trace IC reduces the frace program’'s effectiveness,
When linking trace and gray |C programs. add half the gray IC
litthng to the Trace Factor of any persona targeted by the trace IC
When linking trace and black IC programs, add the full black IC
rating to any targered decker’s Trace Factor

See Trap B, p. 50, for more information.
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Trace triggered by a grid keeps working agalnst the dechker
as long as he remains on any grid controlled by the same KIG. |f
he defeats the IC on an LTG, he must keep It suppressed or keep
relocating it as long as he is on that LTG, its parent RTG, or any
other LTG governed by that RTG (see Suppressing IC, . 40, and
Relocate i, p. 406, for detalls). On the other hand, the [C |oses
interest in tracking the decker once he has logged onto a host or
another RTG ar PLTC.

If the trace IC has been triggered by the RTG that governs
the decker's [ackpoint, or by an LTG attached (o that BTG, then
the IC can immediately dump the decker once it detects his jack
point, In such circumstances a killer-bype attack is not necessary,
because the central switchers for the RTG accept control direc
tives directly from the 1C. This option Is not avallable to a trace

originating on other grids or hosts

BLACK IC

Black I is a form of proactive IC that samples the command
transactions between the decker and his deck and then inkects
cangeraus biofeed |xack responses into the deck s ASIST Inte
face, These feedback responses raise the deck’'s simsense signal
to the same levels as a BTL chip on overdose intensity, As a
result, the signal may overload the decker s neural connections
and in turn render him unconscious, trigger psychological disor
cders, brainwash him, or cause death from stroke, heart fallure
||:"'\-['-l|r-1'5l'.3'r".-' F'-l--'-.’.|:'.-'5~i5. ANBUNEM, Of Neuratransmitter autotoxiclog.
And those are just a few of the possible effects.

"Cool™ decks, which use weaker ASIST signals, do not pro
duce lethal simsense signals in such situations. though deckers
using cool decks remaln vulnerable o stun damage and psy-
Chotropic IC. Only the most feeble, non-simsense {erminals, the
so-called tortoises, provide protection against these effects. (See
ICCM. . 86 in Cyberdecks, for more information. )

BLAGH IC 11 COMBAT

Black IC begins to subvert the ASIST interface in a decker's
cyberdeck as soon as it scores a successful attack on the decker,
even if the hit does no damage. Lntll the IC scores that first
attack. jacking out of the Matrix is a Free Actlon
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After a black [T hit, the decker must spend a Complex
Action and make a successful Willpower (Black 1C Rating) Test to

A A LIy jack out. If the test succeeds, the decker may jack out, but the
A &) black |C makes one more cybercombat attack agalnst him before
the connection goes down. Black IC also makes an automatic
SRR attack if a companion at the jackpolnt pulls the plug when the
. ; deck indicates black |C activity, or if the decker jacks out using an
] j ICCM biofeedrack monitor {see Cyvberdecks, p, 81
LETHAL BLACH IC
. Y \ Lethal black IC fights llke killer 1C in cybercombat. However
- successful lethal black IC attacks cause damage to a decker and
! \ his icon. The Damage Code for the IC depends on the Security I]
i j . Code of the Host: (IC Rating] Moderate for Blue and Green sys
r": s Wi~ ! temns, (1€ Rating} Serious for Orange and Red ones The Damage i
i ."= ) Code applles to damage to both the decker and RIS [Con I3
: Raise the Damage Level for every 2 successes on the IC's <
Artack Test, Every time black IC hits a decker, the decker rolls b
rwio Resistance Tests, Hardening reduces the Power of the dam- -
age for these Resistance Tests, A Body Resistance Test, using his =
Body Attribute, enables the decker to resist damage (o his per- l:_i
son. The Hacking Mool may not be used lor this test. though i
Karma Pool dice may be, The decker also makes a Resistance Test el
using his lcon’'s Bod Rating to resist damage (o the lcon, The lgan
resists damage as it resists damage from killer IC (see Killer, p I'"
41}, and armor protects the icon normally
The decker s Matrix connection remains intact if the con s Bl
killed before the decker dies or manages to jack out. In such el
cases, the |C completely dominates the decker's icon bandwidth, i
Increase the effective rating of the IC by 2 (even IF the optional v
bandwidth rule is not in use). Of course, the decker cannot fight m.
bacl at all with his icon down, All he can ¢o is fry o |ack oul Biry
before the 1C kills him di
e Matrix connection automatically soes down IF black IC B
kills the decker. But before i turns the deck loose, the black IC
gets a shot at the MPCP, making the attack as If it were blasoy int

IC, with doube its rating. If the black [C completely destroys the
MIPPCT, the IC deletes all data downloaded by the decker during ps
the run. It deletes any such data stored |n any connected storages
memory as well, and reduces the MPLT s Rating fo O '

Lethal black IC damage overflows in the same manner i} ::‘:Il
Physical damage o a Shadowrun character, Overfiow r|.=|r|1.13:': -
from lethal black |C represents increased levels of brain damage § det
If the overflow iz high enough, the e ey My receive [fress ma
versible damage that leaves him brain-dead even [F life suppon ' ey
can be established. If the decker can be revived, all the rules faed
Deadly damage apply (p. 115, SRI). IF it
If a decker 15 using a "cool” deck, lethal black IC acts ||'l!:ll .
same as non-lethal black 1IC and causes Stun damage. IE-Etl: e
‘ Cyberdecks, p, B5, for detalls on "hot” and "cool™ decks.) deli
: ;
l1 Cybersushi, who has Body-4 and Hardening-1, is rummaging -

around a Red-8 system when he runs into a black IC-10 program. The
IC attacks him and hits, scoring 2 seccesses on its Attack Test, We
wan't worry about what happens to the icon—Cybersushi has snough
troubles of his own.
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The 2 successes stage up the Damage Level from Serious (S) to
Deadly (D). Cybersushi takes a 100 hit from the IC! His Hardening
reduces the Power of the damage to 9. With only 4 Body dice,
Gybersushi is not thrilled by this benefit. He adds 4 Karma Pool dice
to the Body dice for the Resistance Test and achieves 2 successes,
which stage down the Damage Level to Serious. Close call.

Cybersushi fills in 5 boxes on his Physical Condition Monitor.
Meamwhile, the IG rips his icon into junk logics and takes complete
control of his icon bandwidth.

On its next action, the IC whacks Cybersushi again. Now his icon
is down, so the IC's rating is up 2 points, to a 12! It scores 1 success
Ihis time, so Cybersushi has to resist 125 damage, which his
Hardening-1 reduces to 115, Good luck, Soosh.

Permanent Effects

Any Deadly wound may produce permanent aftereffects
see p, 113-114, SRIL. This rule applies o damage caused by
black IC as well, In addition to the permanent damage listed in
SRN. these aftereffects may Include neurclogical damage that
praduces memory lapses, hallucinations, tremors, phantom pain,
migraines, or similar conditiens. In the case of neurological dam-
age, the gamemaster may devise his own rules for the long-term
eflects—perhaps cannibalizing the rules from Cybertechnology
for the TLE and CCS5 syndromes—or permanently reduce the

decker's Intelligence Attribute by |

l0feLETHAL BLACK IC

Mon-lethal black IC functions in the same manner as lethal
black IC, with the following exceptions. First, non-lethal black IC
causes Mental, not Physical damage. Deckers resist such damage
with Willpower Tests, If damage from non-lethal black IC renders
a decker unconscious, the decker's Matrix connection Is auto
matically broken. However, the non-lethal black 1C still gets a
final shot at the cyberdeck’s MPCP and the data downloaded
during the mun. In addition, non-lethal black IC works the same
on both "hot™ and "cool” cyberdecks

Mental damage done by non-lethal black 1€ can overfiow

nta the Mhysical Condition Monitor

PSYCHOTROPIC BLACH IC

Meyvchotropic Rlack L functicns in the same manner as non
lethal black 1C. with the following exceptions. When a decloe
jacks out or 1s rendered unconscious by damage and dumped,
he makes a Willpower (Msychotropic Black 1€ Rafing) Test to
determine If the IC program caused lasting psychological trau-
ma. Reduce the target number by 2 If the decker is using a cool
oyberdeck

f the test succeeds, the decker suffers no psychological effects,
IF it fails, the IC implants s psychotropic effect in the decker s mind
These effects may vary widely, but a fFew of the commonest ones are
described below, Creative gamemasters may Oevise Numerous
telightful vanarions on these themes as thay wish

See Recovering from Psychotropic Effects, b, 50, for infor

mation on recovering from the various effects of psychotropic 1C

Lt

Cyberphobia

Cyberphobia s a profound fear of the Matrix, decking, and

all related concepts, Any character affiicted with cyberphobia
must make a successful Willpower Test against the rating of the
psychotropic IC that caused the phobia before he can [ack into a
system. Also, add the IC's rating to the target numbers for all
rests the character makes when decking, programming, working
with hardware, vou name It, As a rule of thumlb, the phalbia
affects any task involving computers or the Matrix

Drugs or spells inducing fear-free responses. tranquilizers
and the like may reduce the phobia penalty by up to hall, Adrenal
conditioners with endorphin analogues are the Dest bet, These
drugs are enly mildly addictive, cost 25 nuyen per rating polnt and
are avallable without prescription up to a rating of 4, A dose lasts
for about a day, Once medicated or under magical treatment, a

decker suffering from cyberphobia can begin recovering

Judas

The so-called Judas effect is a subliminal compuilsion o
betray one's self and one's colleagues, A decker sutfering from
the Judas effect leaves clues, bath in the Matrix and the rea
world, that lead to his lecation or reveal the identtles ol his col-
leagues. An afflicted decker is not aware, however, that he is
doing this. To simulate the effects of the syndrome, the
gamemaster may simply e about (ests macle to defeat trace IC
programs or Increase the decker s target numbers in such tests
by a penalty equal to the rating of the psychotropic IC program
that caused the Judas effect.

The afflicted character simply performs other roleplaying
actions without any conscious awareness. For example, if some
one were to ask the decker if he was the one who scrawled the
samural's commcoode on the corporate office’s front door with
hot maroon lipstick, he would really believe it when he said
"WNo.” He'd even beat a lie-detector test, Make a secret
Willpower (Psychotropic |C Rating) Test for the character when-
ever he is about to perfarm a compulsive act that would betray
himself or others, If the test succeeds, he resists the compulsion
(However, all this s subconsclous and the decker has no idea
what his ming Is up to.) If the test falls, the decker carries out the
compulsive act with an effective Stealth Skill Rating equal to the
rating of the psychotropic IC that infected him. IF another chara
ter s present when the decker performs a compromising act
make an Intelligence |Psychotropic IC Rating) Test for that char
acter. |f the test succeeds, the other character notices the deck
er's actions. The same test applies to any character monitoring
the decker on a Matrix run or reviewing logs of his runs

If the decker's companions detect his condition and prevent
him from acting out his compulsion, he may begin recovering

fram the effects,

Mat rix Mamac

A decker infected by Matrix maniac 1 recovers CoOnsclous
ness Inoa maniacal state of rage. He may attack persons at ran
dom, flee In howling terror. gibber, rant—you name It In combart

the decker fights no-holds-barred, firing weapons full-auto if he
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This state lasts until the decker s killed o knocked out.
However, the state resumes when the decher regains Conschous
mess, A foolishly over-kindly gamemaster may allow the characrer
to make a Willpower (Psychotropic 1€ Rating) Test every £4 hours
to see if the decker finally wakes up In a non-peychotic state of
total exhaustion (though the Matrlz-maniac conditioning might be
designed to produce perodic maniacal states, of course)

Magic or drugs may suppress the rage and allow the char-
acter to recover. Trang patches (p. 250, SRI) or equivalent med-
ication with a total rating equal to the psychotropic IC's rating

for 24 hours, whether they Endack the aecler

suppress the rage

out or not, Contral Thousht or Control Emotion spells (p

155—=5%F SR also can be used

Positwe=Conditiomng Psychotropic IC

Positive-conditioning psychatroplc KK (PCMC)L, more com
monly known as "l-love-the-company” 1C, |5 not truly bBlack 1C
because |t does not harm the decker. PCPIC compels the decker
ta |ack out, rather than damaging him. Use the uswal rules for

Black IC

IC Raring) Test ro avoid voluntarlly jacking out. If the decker has

but the decker has to make a Willpower (Psychorropic

Erogram that infected them. A character afficted with the Matrl»

maniac effect must make the test dally. For other effects, charac

ters repeat the test weekly, IFf the decher s under appropriae

medication or magical treatment, reduce the target number by
| I

Hospitalized Lifestyle,

under intensive psvchotherapy, which requires the

reduce the targetl number by 2 (medica
tion is part of therapy, so these bonuses are not curnulative), If
kept under maintained., locked, quickened. or other spells with
the desired effect, reduce the target number by an additional |

Recovery rom PCPIC s

aversive counter-conditioning {i.e

myore difficult because it involves

the decker has o be condi-
tioned with graphic images showing the corporation o be utter
bastards, despoiling the environment, murdering chiicren, and
the like), Raise the target number for these tests by | to reflec

the unpleasaniness ol the procedure

IC DEFENSIVE DPTIONS

Any IC program may be fitted with three defensive options
armor, shield, and shift. Shield and shift defenses are incompatible

with each ather. though both are compatible with the armor Gpion

taken damage, apply a target modifier based on the character's "H"][IH I]EFE"SE ::I
Damage Level (41 for Light damage, +& for Moderate damage,
3 tor Serious. and +5 for Deadly). The character repeats the test Armor defense reduces by 2 the Power of any attack asains 0
every turn after the IC hits, so it's only a matter of time before the protected |C. For example. armored |C attacked by an a
the decker is forced out of the system Attack-6M utllity would make its Resistance Test against a Targe T
Unce the decker has jacked out, he may make a Willpower MNumber 4 .I:
(Psychotropic 1IC Rating) Test to negate all subsequent effects of i o
PCPIC SHIELD DEFENSE %
If the test fails, apply a +2 targel modifer to all tests the The shield defense adds a =2 target modifier to all (esisa .I:_E
decker makes when he performs actlons that might harm whar decker must make 1o hit the protecred [T in oybercombal =
he percelves as the best interests of the company or other group Combat utilities with the penetration option defear L1 op
of individual that employed the psychotropic K. This Involves shield defense automatically and do not receive the +2 penali ¥

ot just Matrlx actions | “steal data From them? Mewerl™) but any
thing else {"Help vou break in amnd steal hard copy documents
from fhat corporation? | d rather shoot my Zranny., § The decker
may make a Willpower (Psychotropic 10 Rating) Test to avoid this
penalty on each oCcasion

For actions that normally do not require a test (such as
deciding to infiltrate the company’'s premises ilegally), the deck-
er must make tests using a relevant Attribute (usually Willpower)
against a Target Number 6.

¥

Comparate programmers with a sense of humor have been

known o include more positive elements in PCPIC as well, These

Howewver, the shield defense s extra-elective against programi

with the chaser aption, which must add a +4 modiher {o the [

2et number.,

SHIFT DEFENSE

The shift defense enables an IC program to "dodge”™ Incom

ing attacks, It adds a +2 target modifier to all tests a decher mul
malke 1o hit the protected IC in cybercombat

Combat utilities with the chaser option defeat the shl

automatically and do not receive the +2 penall

the shifl

cleferise

Howewver, option s extra-effective agalnst progran

PCPIC programs not only make the decker reluctant to partic with the penetration aption, which must add a +4 modifier to i :':r:

pate in acts against the company. but impel him o buy thelr target number. be |
products, Honestly

P may not be part of any party 1€ In combination with THI:IP |E Valy

any other form of lack 1 This

H[:[:[]UEHI"G FHI]m pWEHﬂTH"NE EFFEETS frap IC is IC that is linked to gray or black IC. Any reacti .

Characters may recover from psychotropic 10 effects by white, or trace IC program can be used as trap 1C, IF erap IC) all c

malking Willpower Tests against the rating of the psychotropic IC destroyved In cybercombat (or in the case of trace, if it finishesi@ -

lacation oycle successhully) it triggers the hidden gray o lalackl i
ncre

ol

A
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ot If the decker neutralizes the trap |C without destroying it I'he maximum increase depends on the Security Code of the
It does not trigger the gray or black 1C, which remains hidden system, as shown on the Cascading IC Table
and Inactive, The optional cascading 1C rule makes 1C more dangerous for
i Applications, files, and slave remotes can be Ared with hid deckers, However, deckers may minimize its effects by quickly
"? Ilﬂtl oen gray or black IC programs as well. The decker triggers these suppressing 1€ programs as they encounter them  (See
d 'I_I' programs when he crashes the protected icons or fails a System Suppressing IC, p. 40),
arge! Test made to cantrol the icon, The trapped data bomb is a partic
ularly nasty variation of this arrangement. If a decker s test against
the booby-trapped subsystern fails, the trap IC goes after him and
detonates its data bomb if it locates him, Only a successhul Defuse [:I:IS [:I'“]I"E ": ]HELE
A Test enables a decker to destroy both 1C programs
- .'"I.IIZ'Il"l. ker can detect trap 1C by performing an Analyze IC System Security Code Maxlirumn Incraate
ity operation agalnst the white IC or :1n_.'"u'|rsljn,.'.rv lcon operation in Blue |
i) |.|'- the case of some other Matrix entity Atted with trap [C. Crean 25 percent of original rating or 2,
:_ Lat whichever i5 higher
["]]'"]"I:IL HULES Crange 50 percent of original rating or 3,
whichewver iIs higher
_ : _ E _ _ Red 100 percent of onginal rating or 4,
s . I'he .I'D.Ilmwnu:', optional rules L?IE'S-EI'IL.?IE particularly _Iu_?[hal warl whichever Is higher
cEa ations of 1L and suggest ways to combine types of IC into even
i more threatening gamemaster tools,
=
n;::l_ EHS[:HI]I"E I[: : _ : . FasiJack is nru_iar attack by a cascading Killer-5 program on a
When cascading IC misses a decker in cybercombat or fails Green-B host. Its first Attack Test uses 6 dice. The test falls, and so
s o damage a decker when it scores a hit, it allocates more sys- the next time it makes an Attack Test it rolls 7 dice. If the test fails
o e tem resources to future attacks, Any proactive IC program may 35‘3“‘_- the value “5_'35 to H—Hf.liI:h represents a 25-percent increase
be programmed o cascade. over i1s nrl:glqlrml rating, ;’ulnl s0 Its maximum Iru:rerr.se.
IF cascading 1T misses on an attack, increase the Security Now; lot's Siu.r s Ill_lnls . s B nﬂfiul:es LGSR 10 T
& ing. The IG's rating, which is the Power of iis damage, would starl to
Value used for its attacks by 1 for each subsequent Actack Test cascade. Because the IC is a Killer-5 program on a Breen host, Its rat-
This increase is cumulative—each time a fest falls, add an addi ing may increase by 2.
fonal point to the Security Value. a0, IT FastJack is “lucky” in early exchanpes with the IC program,
Sl IF the IC program attacks successfully but the decker resists he will eventually find himself facing the equivalent of Killer-7 on a
K ali of the damage or otherwise neutralizes the L s effect Gireen-8 host!
&5 the . ; 5
ncrease the IC's rating by | for subsequent attacks. These
ck 1C. nereases are also cumulative

i

UUHS 0




EXPERT IC

In Matrix 2.0, expert IC may be used o increase attacl

Tl LIFIE CAF Mg e -res|SIANCT fAarting -.I'l.|=l. fiees ol DHOACE W |I:_
roarams anc vViamx construces (hoth of these rafings are Dased

tHhe  losedarlel 2eCUrnty value—see IC Ratings, p. 40

o [ LT LW F CreEasing one raring reduces the athe ALTCMALICally
Far exarminl sing e expert modibcation to increase the attack

TE a1l an it [FrO AT Ly ]

wioull reduce the program's darm
=
ige-resistance raring by A, The expeid fnoclibcation may increase

i Y
i 1eCréease rat [ o STV | e . [ TS
il = - .

For an E1|'rl' Oiffense LB lasmer-5 I [Frosrarm o 1 Redl=
nost, the Attack Test wauld yse 2 dice (Securiny Value of 6

expert modilication of 2). The gamemaster would rall only 4 dice

for any Damage Resistance Tesi madcle for the [C

CORSTRUCTS

RRNESATLCT |5 a4 fAmiemastier designed Icon thal consises of

I T |r--;\.'.|.||'|'.--|-":*-|||l'-|-! & varrix C s
Lonstructs should display cunning. wsing nasty tricks and
[

lo reflect this, constructs may have Threat Ratings

I IEF, SEI. On Creen st mis, construct Threat !~'.|I||1;.1‘- YIEr,

not exceed | On Crranege systems, these Throat Fatings may not
Cxceed Lo Un Ned sysiems, Threar I{-'Zillj-'." may not exceed 3
LOonsructs on Blue sysrems miay not have THrear |-L||I'|_f-f'- lhreat
dice may I added to a esls except Inltlative redls.

Ihreat el NS Mdy Im L i DNSTrUces [ |'.|||_-.:!|_'||__|||- L] =N

Wing game play. especially with beginning deckers, and so

HAMEeMaAasiers may skin EIVINE CONSIrucls Threat |-!_|-'.|':.rl-. I their

@ ATTIE L the other hand, even |"'_'-:|'“'|":l-'. deckers shoylo

have the sense ST I "-."I It '-'~r"-.:- ms I||.I| e |I|-C-'|‘-,.' [0 CONCain

Huwlding Constructs

Lonsiructs prowvide an excellent way o« reate protec oo

rms of reactive 1L, [o do so, simply pair a reactive form of I

WIEH A proactive form. Any 1IC program may be ncluded in a con
o P =

v EONSrUCT s Capacity is equal to twice the Security Value of
he IC's parent host or grid. The combined ratings of the IC pro
el N the Constmect may nol exceed (s Capcity, Mo "”'.".I" [
program may have a rarl & Erearel than two-thirds the
nastyend s Security Value, ounded Up. 50, on a host with a
Security Value 8, a construct can hale 1 prowrams with com

ned ratngs of 10 points. No single Drogram in the construct
can exceed O, which is twosthirds of 8. rounded up

Lray IC programs consume an addidonal point o Capc iy

or example, a Blaster-4 would use 5 points of 4 construct's « [l

iy, Black B psgess EXITa Points, LOonsthucrs may be -I."-"-::.'.I'll."il

irmer,  shilel and shilt  defensive aptions as well [see I
Defensive Options, p, 50}, Each option selected uses Up £ points
K

1L ONSrUcE s CAacity. 50, I a construce with a « ADACITy ol |6

AMas Nred with the armor and shift options, the construct waould

have 14 polnes el over o clivicle Mmong I [programs.,

Rt

Gonstructs in Cybercombal

Lonstructs are alwavs proactive, because bullding a con
struct with no proactive components offers no advantage

A construct can attack any available tareget in cybercombat.

using any one of its available programs. Resolve attacks against
e Cconstruct as IF it were a single icon. A construct has a sirgrle
Condition Monitor, Fill that in, and the whole thing crashes—al|
IT5 Programs stop running

As with individual IC programs. constructs use the
host/arid’'s Securlty Value when making Attack Tests and
Damage Resistance Tests. The ratings of the individual IC pro
Srams are used o determine thelr effects only

Lons{ructs can use combat maneuvers as wiell  [see
Cybercombat, p. 121). When signing a construct, the
gsamemaster should determine its basic combat approach: stand
up-and-slug; sneaky. aping inand out of detecrlon: going for
killer positions In Matrix dogfights; and so on. Some « orps tend
to consistently choose certain behaviors for their constructs, Ares
constructs use lots of maneuvering and tactical trickery.
Artechnology loads Its constructs with powerful 1€ programs
il "1Il'|:_|II.'I'| [ OWVETCOMme OPrRaosition |_'|'.r- brute force

A construct’s Initiative 15 based on the lov 'est rating of all its

component IC programs. (See Cybercombat, p. 1 20, for details. )

PHRIYIC

Party T conslsts of a cluster of independent programs that
WwoOrk cooperatively to destroy the decker, Unlike Constructs, the
COmponent programs of a party 1C cluster do not horm a ‘“"."1-|'
icon. A decker dealing with a three-piece cluster of party |
wolilel have to defeat each plece separately, However, party |C
differs from individual pieces of IC in several ways

First, any proactive IC program in a party IC cluster suffers a
penally on [ts Attack Tests because the host Is arvicling its atten
Hon among the programs. Increase the target number for all

Attack Tests made by party 10 programs by the number of pro

grams contained [n the party IC cluster

aecond, party IC programs are harder to hit because they
surround the decker s processing space with raplidiy shifting tar
Het aderesses, lncrease the lecker s target number (o hit any
COomponent program in the party cluster by the number of IC pro
grams In the party cluster. Combat utilities with the area effect
apticen defeat this feature hioweewer, and the penally does nol
Ay o tests made with such utilities

These modifiers continue to apply even if the decker crash

Es One oF the component programs of the pParty 1C

Buwlding Party IC

Every party IC cluster has a capacity equal to twice the
host/grid’s Security Value, The combined ratings of the party
cluster’s Lompponent IC [Frodrams may not exceed this CaApacity
As with constructs, treat the ApAacily as a pool of points used to
buy” IC programs,

The maximum number of components in a party I1C cluster is
equal to half the Security Value. Non-IC component PrOETams

My Have dly ‘._".Ill'.:».'!l_
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All the opfions available for individual |C programs are avail
able for party 1C, Each option added to a party I cluster con-
sumes | point of the cluster s capacicy

1051 SHUTDOWI

IF IC programs and constructs fall to stap an intruder. a host
camputer may shut itself down completely 1o dump the decker
Unlike a decker-Initiated Crash Host operation, a hast shutdown
nvolves a number of steps, such as gracetully terminating run
ning programs, transfering controls to back-up systems, Closing
files to avoid damage, and so on,

Hosts begin the shutdown procedure when the decker
reaches a predetermined Security Tally threshold. {Typical
fresholds for different hosts appear in Matrix Hot Spots. p.
1499, When the shutdown threshold of a host is reached, the
gamemaster rolls 1D6 for every £ points, or fraction thereof, of
the host's Security Value, For example. the gamemaster would
mll 1046 for a hose with a Security Value of | or £, 206 for a host
with a Securicy Value of 3 or 4, and so on, The result of che roll

Indicates the number of Combal Turns the host's shutcdoswn

sequence will last. In addition, the samemaster should roll

DG/ rounding fractions up. The result of this rall iIndicates ihe

final warning™ turn
Once the shutdown sequence begins, make a secret Sensor
Test for each cdecker In the system, Make these fesis al the encl
of each Combat Turn against a target number equal to the num
er of Combat Turns remaining in the shutdown sequence
Continue the tests for each decker untll ane succeeds. At that
e, that declier Lnows rhat the host s 0 2hutdown mode, but
not when it wlll go
Whether or not deckers have detected (he shutoloswsn
intorm all deckers In the system that the shutdown sequence
Is in progress when the sequence reaches the final warning
turi, and eell the deckess how many turns remain before final
shutdown,
The host actually shuts itself off at the end of the last Combat
Turn In the sequence. Any decker online when the host Shie

down is dumped and may suffer Dump Shock as a result. A

frames and other pragrams the decker has ounning crash
Ongoing and monitored operations (see System Operations. o

[ 100 terminate as well

UR2 0
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HEADER DAMAGED: .07 Mp CORRUPTED > =:Internal Memo
FROM: Manager, Data Security
TCH: Seaf

Dear Colleagues,

Attached please find summary digests of the papers from
the Countermeasures Symposium at the recent fﬂl[:-m.m‘
security Managers Online Conterence. Please treat this material
as company confidential and do not clrculate it outsicle staff
aAuthorized as nesd-to-know, even here onsice, | will welcorme
army sugaestions for Including these concepts in our own securl

Wy drran@ements df the unit workout session next weelk
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EMD Irternal Memmic-
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SOMEromsEad, What woauld You want 1o de? Take ot an ad on

aactla spy teling everyone vou did s great datanp 7l
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Intruslon Countermeasures Symposium

[. An Enhanced Counterinbrusion Location Constellation Alicia
spotted Serpent, S5anta Fe Security Systems, Pueblo Coundil
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Host Security Ualue
0 8 10

Trace-5°
Probe -4
Killer-G
lar Baby-3

lrace-d4* Trace-&"
Mrabe- 2

Killer-5

Frobe-4

Killer-G

"All trace code is offensively augmented with onboard exper
system code. with offense-orlented optimization and reciproca
defensive recalibration. On a host benchmarked at Security Value
&, this means an effective rating of 8 during the location cycle
with a damage-resistance rating of 4, All values = 00085 sulject
to extended Hoating point adjustment in the pulse transports for
the host's systemn command compllers. See appendix llc for

detailed projections of efficiency issues In ported code

x> Offense-crented opfimization and reciprocal defensive
recalliorationy” Combating 12 6 ecsy compared o decoeding ths
._|r.=_.|, g

Moiler {18:58:12/05-12-58)

=22>(What It means Is, if it gets at yvou, you're ragged If yvou're
swill encugh and gat tha fist strike In, you oon 1oke it down ecsy
Hanestly, don' ¥Oul B0 e ClET an aducation thass doyvs?] <<

Hlugheod {21:4%31/05-12-58)

-=>>=Education I8 being taught not to write drivel lke
el |t

loller (a2 180051 2-08)

This particular configuration is cdesigned for execution when
intrusion is suspected but not confirmed. The killer prosram s
activated in the Rllowing circumstances

‘Tar baby captures a utilit,

*The trace completes its location cycle and isolates an lllegal
jackpaint, In that event, the killer program becomes aggressive,

applying the -1 combart efficiency parameter to its attack instruc

lcono

We have developed the following aleorthm under the tians, due 1o the lock on the mtruder icon s jackpoint '
k L) o1 "

I_'.'n"l'lr srativie Conetellation I[' I1'|-C|-\.|{'-_ |‘-l!"'..-'!'||':-| el in the r1L,'l,'_'|_'l|-i_'| A relocale _;1II.IIHI.'I|'I'| 15 wusee] o the frace |:-:]I'I'I|}|:_':-|]q_-|'|l MO
Coroairite Co | 2% 1 AE s f EFeiit Py aE baaid: Maturally, as cooperative elements in a program constella Sec

At Louncil a [.Irl 1 [t effhort Yo CONSOrTium Bac
ing software development houses tion, the Level 6 and 8 implementations suffer a +3.0 adjustment WS |
to success probabilities, and the Level 10 version suffers a +4.0 rmeani
LA, Mot must De tThe fancy namea for gamy cae. Nevel adjustment. Against intruding icons on Orange-to-Red-range anci |

security systemns, these (nefficiencies are compensated for by

addr

-Bendx {19480 1/05-13-564) baseline success probabilities. We project a target value of 7 to the |
9 on a Red-10 mainframe, for example, though low-trace intru falco
The devel 1ent environme was a Mitsuha O LOTC i
e development environment was a Mitsuhama Yoritomo sion routines would have a proportionately greater chance of the
¥ 2 Wi ? L= = hearnch F ] 5 F
malntrame with Security Value benchmarked ar 10, We then avoiding detectlon, leart
twedked the code under VIV emulations at Values of B and G. Intrug
'l"'l.' . - = |:: q - = % i =L} -: ;-I
Performance remained within the parameters documented in the >»»>x(Crlpes, you frog with this ot all and the kiler's In your
evaluation summanry In the full document b | cee =
T - _ 5 5 IO i I i i ] i o - F I !
The shart-form code index of the basic implementation vanity £21:66:50/05-12-56) e
follows e |
1% _'l_-l
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lconography

The constellation |s programmed (o take its sensory cues
from the operating system, defaulting ro UMS in the absence of
specific sculpture code, The Initial commercial implermentation
wits in a medieval |apanese metaphor, with the race component
manifesting as a hunting lalcen, circling throughourt the hunting
and location cycles and swooping when it verifies the jackpoint’s
address. The killer program was an armored samurai guard, anc
the probe program appeared as a mounted daimyo watching the
falcon from a hillside, In the Security Value 10 implementation
the tar baby program manitested as a hidden ninja icon, which
papt into view and tried (o snatch away utility Icons from [ e
Intruding deckerns,

passs0h, 15 THAT whiot thot was? Nashy, | fired off a ielocate al
the Bird and this fragomn’ ninia popped oul of nowhee, alrmogt
got my relocate code, and bafore | could whack it I'm playing
kEsyfocs with 1his fragoin’ guy in samural armor swinging a sol

5 Big swoed, Andd every few oycles this hooplace an ha Bl s

)]

LEH e

snapmin’ this Tk ing ke o flvswoatte akin' all kinds of noise
Ay the time | polishec off fha somunal, fwo more pleces of 12 wara
seramblin’ an e, and the ninio bad grabbed my elocata and

axplodad. | barely gol out with my hoop Inone piece |
—be Woncierful (231606 05-14-54)
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Wandarmam, vou ot more - Cojdnas than rme -

Uiyl (23:17:48005-1 4-58)
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w o WS That sorfa Tollows Gryeesy, Ma arm, ] < <<

K Wondaerful (230182 1 /05 | 4-0&]
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SumiEl (23 B35/ 05 |4-54)
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2. ZELIS:|I Combat 1T Consoruct
[NAME DELETED], Renraku Data Security Division
We got a new ZEUS-Il construct thet s resally wilzzer Ysee

we applied some of the Series 9 Gamma losics to iy and ger




better integration coefficients for construct-oriented ice. The

MITM proceedings for summer "55 had some way-cool object
holocode protoecols that we thought should make for ... uh
K,

at that swhen vou have a minute, its really elecant, OK/

ook, it's all in the high-level design summary, OK, so ook

L izhost, Rerraku let Terdzle Tony out of the program

MM e 1o, |-

—w REM (02404 7 /05 1d-545

Il Ilmbtar {1 1 S0 E i | =
JaoinFiahtar (0&: ] 1 58005 14- 4%

[Tony Bendorf, picked up s sacond Ph.D owhen he wos

ind maybe the only guy | know wWihng scores negallive
in soclal Interaction profiling tests, The most arche

Makes more

o e =] i W § I.'_:

tvoal Moty nard you aver sow SISy thaimy e

sy Kesn Birm o IBla-kaf sodos ond

The occocosonal iInflatable obect over the partition and get killar

ExREM {1415 02 /05 15-58)

We ran up this implementation in a skunk works project on
the HOME-H. After the prototype got stabilized, we did a ser of
regressions down the serles from Security Value 10 to 6. Take a

ook at the oblect summany

Host Securiby Ualue.
i ] B 10

Ao
B eir-0O

Armior
Acid -8
Blaster-8
Cascade

Arimor

Achd-d4

Blasier-4 Blaster-o
Cascacie Cascacle

Sea? See whal we did? We 200 DAD defensive aplions n

and then we threw in an acid program to weaken the decloer lcon
before the construct blasts the guy off the nets and fries his deck
and everyihing, And If the construct runs into problems It starts
cascacing, like it doesn't matter which program it Is, anything
oaded Info the construct core can cascade, whether it's the acld
or the blaster, and, and the poor bozo won't know what hit him,

really]

ExREMN {02043 44/05- 14-543
[here s some really unigue metrics In the acld/Blaster cas-
Cacle calls, with interaction to drive the tactical declsion ralle as
o when oo let =] with thie |I-I::‘__ hitt, ¥ see we found =ome rans
aCtion l.1¢."|.'i.|'1|II'I_:.f. methodologies in the last report on competitive
DATA DAMAGED: 2.1 Mp Corrupted

The suys

rechniques we gof on

LK, | guess |'m not supposed o tell you about that
DATA DAMAGED: 003 Mp Corrupted

recognize thelr stutt anyway when they look at the code logs—

from will probabily

really Sood stulf, guys

o
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nlcwing the

SOTHIN FEARARH

smart™® Wl thal just caused at least hwo corananss and

] 1 » - i
arace for Renroku securty monaasmant, Hencs

i recushior-
ssudlts of a deck un on 0 competitor in o gernsm
SVITIEGEILT with ol the cormpanias an e lcns
iy has come clase 1o kiIlng mme
Ao lovea hirm, J<=

Fafd=m O A D S | BB

lconography

Our main sculptor got this really great idea. | think he used
to do some stuff for Olymplan, before he got stralght and jolned
Renraku, and so the construct appears in this stream of thunde
clouds. It looks like some big old guy. a god or something he
says, and the raln from the cloud is the acid, OK, and It eats away
at the persona code undil ZEUS [s ready to use blaster, then it
throws this really big lightning bolt, and it's really mindfragging
there 5 a recording of the sense

hens thar looks on the ASIST

impressions in the appendices, so tap that.

3. Fearmaster; Due Punishment for Computer Criminals
|- |. Johnson, Aztechnology Information Systems

Dur management has agreed o cooperate in this sympo
sium within the limitations of our corporate securlty direcrives
The following example of code, well-implemented at the fime
has een cleared for possible compromise to our worthy com
petitors since it has been declared cbhsolete on Aztechnolosy

systems and is being phased out as of this writing

s Azzies Obways this snathy )

eraal Killar (05

Aol .I'.]"'.-' RS- 1% whial They Te ke s 1= :'ll'-l' e

The program utilizes the constellation model developed by
Artechnology, though certain unscrupulous frms have attempt

this Lreakihroush

ed to clalm the credit for In program intes
opembility, backed by governments that have a long history of
short-sighted restrictions on the free market. For the benefit of
our readers, we shall use the popular "party IC” jargon In dis

B TPt
CUSSING this program

vz | Fight, Ewveryong knows the Puebhios davelopaa orty

- - - - 1 -
architecthure: AL would o

gl evvaltisag on il )

Host Security Dalue.
Black Msychotropic IC (Cyberphobia)-6

Expert Offense-2/Killer-5

Simple and elegant; a killer program to weaken the criminal
Mhatrix

impulses, designed by a team of experts from Aztechnology

SCLIM'S presence, followed by behavior-modification

Medical, to impose a fitting punishment on the invacder—within

the |limits of compassion. of course. anad .;||'\-Ir|i|-.,'.:|3|' |'-'"'.“|"'-:'-'|"'

T

I

ki

£C
[aF
(ol
re:
Ca
cli

ClE

B

584



mposed by bleeding-heart governments on the use of so-called
deadly force. Those tempted by Aztechnology's commitment 1o
humane wvalues are reminded that corporate jurisprudence
applies on our pative systems, and that any appropriate mea-
sures will be taken (o preserve the well-being of our employees

and stockholders from Intrusion

rawlno cose anyong missed the suotle nict, he maons Thot

BLaCTly hE 50rme

1IClE@ CORSTIUCTE would rum RISk 1ca on ya, Mo
paveh hiangups, stk suadean death. Evan If va can dack throuch

d Levval 6 host like a bullet through drek, yo wonto oe redl care

il ol this nosly. ssaas
Hese regats 10140 14 s '_,__ 3 '_;r'_'\.:
e ARO on O system with even g har o more Drocessing

Ccopacity, voul could Tar ths up @Aath somathing 1o w21 the declk
B U0 e worse, ke npoers Of sormathing Js<as

||'|| ET | 17 Lddd AR ' ."_;.‘.:

[ Ugh=—ncsty thougnt Though the mone Dieces you put i

hE party, The hander It 15 Tor them 1o Rlt you—ar fon yau 1o hit

ihem. WMight slow It down soma, ss<as

_'_',:"': M L L) !.Iu_u'-.:l'.u I-"'. i)

2= (lun that black drek up to, say, Leve! B and it don't hawve
hit va much, even it ya got really good hardenin® . J<<<<:

—MAME (112 14/U05-14-06G)

leonagraphy
ALA DAMAGEL: 1.7 Mp Corrupied
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entirely in

el that's certainly in keeping with AZT s porancio about
ething anyone know what fhair cvbenpoce |ocks ke, )<<
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4, Positive-Crrientational Cumulative Conditioning Following
suceessful Psychotropic Neural Implantation
Br, Werner Shallis, Transys Meuronet MPsychotropic Laboratories

fransys Meuronet, Edinburgh, Scotland, UK

Legal consideratlons have compelled responsible corporate
ncerns o innovate developments other than aversive and
phoblc. conditioning for dealing with the recidivist computer
tnminal. Transys Meuronet has played a ploneering role in such
research and has recently completed two series of ftrials with
waptive experimental populations on positive psychotropic con-

ditioning effects

T naars they gof thaa honds orn a ourch aof imprisonasd

JEckhieccls Gndd fragioead thair Broing, 5o much for Tlecal consic
Hatar (16:25:19/05-17-54)

Effeces replicated In both expermental series Include the

sandard phenomenon of positive response conditioning

towards icons and Images assoclated with Transys Meuronet. and

a new experimental finding: that of cumulated conditioning
Peychotropic implantation was oriented toward engendering
onecing conditioning toward corporate imageny, and the data
show an increasingly exclusive pattern of positive organismic
responses occurring only with respect to such images. These
data sugeest that exciting possibilities now exist for marketing
| Note: Copy to Marketing Division) corporate products following
psychotropic Iimplantation. Pre-existent data on neural and
behavioral plasticity suggest that such conditioning procedures
might be further optimized If they could be undertaken with

younger experimental subjects.

Iy gowd, Standord postive peychotroplos meons Yol
aat O nice warm giow whan you 588 The company [Sgo. whal
this swine Is falking about is that when ha's finished with you, you

[y -__':-I 1 FIEE Wiy _]I-'-,-_- 1 the oresanca of the QM0
Slater ¢ 14:44: 12 /06-17-5843
[ This might explain somathilng, A& friend of mine [ios cartain
ahy, pemsonal difficulties, He finds 1 incraasingly difficult 19 sushain
1 "pasitive organisrmic responsa” withoul an icon of Iransys giow
na on The will, | s<a<

&
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S R | 1+ 1640 G

Hreswiat {4 | 14 | F=a

(Con't be shy, Brawer, You macn you can't do the nasty
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Adrome all aver aoain, After World Woar I, many fighter gllots oo
thair states of arousal so entrained to the excitemeant of baing |
ary aircraft cockpit thot they cauldr't do thelr husbandly autles
bock on chvwy street, The theropists manoged 1o Tigure out 1hat
putting a voacuum cleansr undar the bad did tha ob, 1he G0

Hafior with The roor of The alrcralt engires Beling enough 1o ged
e rght response DoCK A simphe antecth atter all, for mickes
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APPIG IMATRIGES

Alla BOXES, chummer, an’ alla datapulses onna lines, trillions of ‘em, an’ they all connec

L o

chummer, alluvem, ev'rywhere, like alla TIMF!!

O

=Ruth Morton. itsuhama system designer: explaiming her breakdown

Lincler Matrix 1.0, the major
ity of marrix systems used the
UMS—rthe  Universal  Mairix

Speciications (p. 167, SRITL Only

A few systems accepled the over
head processing costs for creating custom, or "sculpted” systems, |n Macrix 2.0, the increased
availability of next-gen hardware and enhanced opfical-code processes have made sculpted
SYSEEMS InCreasingly commaon, Some systeme-design shops still work in the UMS, but they are
a oying breed,

In game terms, the Matrix .0 system layouts required detailed mapping. Declkers saw the
specifics of the local Matrix or private matrices as they went fram node to node, Under Matrix
2.0, no fxed maps exist for hosts. When speed |s of the essence, the gamemaster and players

can simply declare their actions, System Tests, IC attacks, and other pleasantries without con

sicdering the appearance of the Matrix ac all.
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SYSTEMACCESS NODES

In Matrix 2.0, system-access nodes (5ANs] connect host
computers (o grids and to each other, just as they did in Matrix
| 0. When a decker performs a Logon to Host operation from
the grid or from a dedicated host connection, he enters the SAM
icon for the host he [s invading. The gamemaster needs o
decide—in advance or on the fly—to which LTG a host with open
access is attached, Simillarly, IF the host can only be accessedd
from a PLTG or via host-host access, then the gamemaster needs
(0 make that Cholce,

(See p, 169, SR, for more guidelines on these rules. )

SECURITY SHEAVES

A security sheaf describes the security measures in place on
a host or grid as well as how the host/@rid reaces o intruders
Quite simply, a sheaf consists of a list of trigaer steps. These
steps represent security tally thresholds, As a decker s security
tally reaches each trigoer step, the system activates onge or more
IC programs, Trigeer steps also activate the varlous alert levels In
a system, The alert status of the system, in furn, affects the types
of IC programs the system activates,

The security code of the host/grid determines the frequency
of trigger steps In a system, and the gamemaster determines the
events acfivated by each trigger step. Gamemasters may use thelr
own discretion or random generation to determine these events

TRIGGER STEPS

As noted above, trigger steps consist of specific security
tally numbers, Whenever the security tally of a decker reaches or
exceeds one of a system s trigger steps, the system automati-
cally activates one or more security measures, such as IC pro-
grams or alerts, Low-securify systems, such as Blue hosts, main
tain few trigger steps—as a result, they have fewer IC programs
and other security measures. High-security systems, such as Red
hosts, set trigger steps in small increments, and so they have
more IC programs and security measures,

A systern's security sheal lists the system s trigger steps ancl
indicates the events triggered at each step. The Sample Security
Sheaf Table deplcts a system that activates a [Probe-5 I program
when a decker's securty tally reaches 3. When a decler's security
talby reaches 7, the system activates a [race-/ |C program, and so on

SAMPLE SECURITY SHEAF TABLE

Trigger Step Event
3 Frobe-5
7 Trace-7
[ Killer-8, Passive Alert
|3 Marty 1€ Expert Offense 2/Acd G,
Killer &/ Armar/Shifting

U R

be

IMMAPPING
MATRICES

GCamemasters may assign system trigger steps at thelr own
discretion or generate them randomily. If generating trigger steps
using dice rolls, roll 1DG + & and apply the appropriate modifier

from the Trigeer Step [able o the roll result

it

rased on the sys-

term security code

Io create a high-security system, simply use the lowes|
value in the security-code range when determining the system’s
trigger steps. For more mild-mannered systems, use the highest
values when setting the steps

For example, a low-security Blue host might have the fof

lowing trigeer steps: 6, 12, 19, 24, 31, 36, 42, and 50 on

TRIGGER STEP THBLE

Die Roll Modifier/
Trigger Step Range

System Securlty Code

Blue 4 modifier, for a final range of
= (=

Creen +3 modifier, for a final range of
4o 6

Orange +4 modifier. for a Anal range of
ita5

# 1 maodifier, for a final range ol

dta 4

Fed

Multsple Tmggers

If a decker performs several actions on a system that togeths
er acd a large number of polnts to his security tally all ar onde
the Incréase may cover two or more trigeer steps. In this cas
the indicated events for ALL the triggered steps that have been
reached or exceeded occur at once {otherwlse known as “the

drek nits the power “1IJ|!-|ZI!':|."'I

ALERTS

After determining the intervals of the trigaer steps for & 8y
tem, the gamemaster chooses the
measures activated by each trigger step. In order to determing

an dppropriate |level of response for each trigger. however M

IC programs and secury

gamemaster must first determinge the timing of the sysiem ke

All systems hawve three alert statuses—no alert |1-1.=-54'n1':
alert, and active alert, The normal status for all systems (s n
alert. Specific trigger steps activate passive and active alerts [}
turn. the alert status of a system determines the types of IC '1"":'

grams that go into action at the systerm’'s trigaer steps

o Alert =

Generally, rrigaer steps under a no-alert status acthvane e
e, {

thve IC or trace IC programs

Passe et

In a typical security sheaf, the third or fourth trigges E)J"
i
F

ACIATES A [aSSIVE alert
|

the
of W

Crigs
Talsl
of
o b
Reac
priat
the r
raall
!
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MmAaAaPrerInG
MATRHRICE S
T Massive alert means that a system sUspects an intruder has
L b L invaded i, butl is not 100 percent certain, Linder |-_||'|.-_-',5i-,_.'¢'- aler "LEHT THBLE
ifier status, mgeer steps typically activate proactive white or gray IC
SY5- pragrams. Reactive IC tends to be trapped or part of a party IC 1DG Result No Alert Passive Alent Active Alent
cluster or combat-capable construct, I-3 Reactive White Proactive White  Proactive Gray
vES When a system goes on passive alert status, increase all 4-5 Proactive White  Reactive Gray  Proactive White
m's subsystem Ratings by 2, &7 Reactive Gray Proactive Cray Black
hest B4 Fassive Alern Active Alert Shutdown®
Hetive Rlert
fiad- A typical systemn goes on active-alert status on the second "See Host Shutdown, p. 53
of third trigger step after the system goes to passive alert, Active
alert means the system has verified the presence af an illegal
lcon
Under active-alert status, trigaer steps typically actlvate
proactive and sometimes black IC programs Irig@er steps may HEH[:"“E l.I.IHITE ": TﬂBLE
also activate comparaie or law-enforcement declkers In the LG -
tern, and the system console operators may initiate a system IDG Result Ic
) shutdown [—2 Prabhe
- Once a system reaches active-alert status, running away ancd 3.5 feaca
sneaking back into the system become much more difficult for 6 Tar Babv
o llegal deckers. Security personnel know that someone has been
snooping around. and the system managers remaln particularky i
ol vigilant for some time to come, This will lead to a very slow host
_ reset (see Host Reset. p. 65).
ol
RANDOM IC ALLOCATION
B The following tables provide a system for using dice rolls to
randomly generate IC programs for the trigger steps of a securl 2D6 Result .
ty sheal. Gamemasters who choose not to use the random TEn 1-3 Crippler”
reth eraton systerm may still fingd these tables useful as guidelines for G-8 Kille
HICE, allscating IC programs. Table entries for low dice roll results can £ frap Trace™
Case, be used for relatively easy systems and entries for higher dice 10 lrap Probe™
been rolls used for more secure, hostlle systems with data really worth oet t “anstruct/Party IC
the profecting N . i
Special pieces of nastiness (notably worms} do not appear in ‘Roll on the Crippler/Ripper IC Table to c1.:-r|_*||||||_|.1- which
the tables. The gamemaster should use these as special features Persona attribute the IC attacks, then roll on the IC Ratings
of viclous systems that provide stiff challenges to deckers. fable for the |1_"“-"1'r"_'”
| 5y5- fo use the random-generation systermn. first roll | D6 for each ol on the Tr.Lr-_ IC Table to determine the type of trap IC
-urity mgger step and consult the appropriate column of the Alert then roll on the IC Ratings Table for both programs
AL fable. At the No Alert and Passive Alert levels, add the number - -
. the of tigger steps that have already been passed at that alert level
lerts. o the roll result, IF the result indicates a type of IC—such as
Ve keactive White, Proactive Gray, or Black—proceed to the appro- HEH[:“UE EHHU I[: ‘”:IHLE
= e priate IC table to determine the IC program at the trigger step, |f
ts. In e result indicares a mowve to a higher alert level, for the next die
e roll result consult the column for the higher alert 106 Result IC
After rolling on the Alert Table, move 1o the appropriate IC 1-Z lrap Probe”
table, Roll 1D6 or 206, as Indicated on the IC Table, to determine - Irap Trace®
the specific IC program assigned to the trigger step. After deter- 5] Tar Pit
e mining the program, roll on the IC Rating Table to determine the
fating of the IC program. Then consult the IC Options and IC Kol on the Trap IC Table to determine the type of trap pra
Defenses tables and make the indicated dice rolls to determine gram. then roll on the I Ratings Table for both programs.
the options and defenses the IC program carrles
sep

b3
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MMmAPPING
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F
IC RATINGS TABLE L
DG Result IC System Securlty Value
| 1-5 Rippers* D6 Result d or less 57 B-10 11+ E
ot Bilasrel =5 i 5 L3 B =
9-10 Sparky 6-8 5 7 8 10 "
| 1=12 Construct/Party 1T Q=11 &) Q | (1 I It
12 7 10 12 2
Kol on the Crippler/lipper 1L Table to determine which P
persena attribute the 1L attacks, then roll on the [L Batings :
Talsle For the program
i rn
IC OPTIONS THBLE :
T‘ﬂ
2D6 Result Option P
P Cascading
BLACH IC TABLE
-8 More ki
D0 Result IC Q-11 Expert Defense” D
=4 Paychotropic’ 12 Cascading H
5= Lethal . o
810 Meon-Lethal "Ball 104G + 2 to defermine the Expert modifier |
I 1=-12 Construct/Party IC ar
sl
"The gamemaster may select his favorite type or roll RS, He
Linoa 1-3, Cyberphabla; on a 4, |udas; on a 5, Matrix ;
Manlac: on a l’l |"'.I-_|'|{_ IE HEFE"SES -”:IHLE 2
rit
1D6G Result Defense 53
-3 Armor and Shifting hia
'I'an IE THHLE 4-5 Aol I'hl
& Shifting se
f Mone e
2DG Result Ic F Shielding
-5 Blaster 9-10 Al .":'!|_'||I. I:n
o8 Killer | 1-12 Armor and Shielding
(S parlky Figh
|2 Black IC lau
Gamemasters may modity the results from these  faies [y
depending on the Matrix system defending against the intrude e
For example. black IC Is signibcantly more likely (o D encoun SLr
tered in an Aztechnology system than a Renraku sysiem the
e
Gonstructs and Party IC
Under a no-alert or passive-alert status, constructs and paty IC |
1DG Resubt Target Attribute IC clusters typically include trace or probe programs, with com chest
|=4 Bod bat IC or a tar program o provide cover, Uinder active-alen st Dy
3 Evasion tus, constructs and party clusters usually carny substantial offens [ar
4-3 Masking sive |C programs. (See Intrusion Countermeasures, o, 52 o cha
O Sensol more information on constructs and party 1C,) def
Razs
Sheaves on the Fly s
he random-generation system enables a gamemasser (o res
genarate a security sheaf in advance or on the Ay, The latter may o

b
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prove especlally useful when a player decher invades a sysiem
unexpectedly during 4 game,

For example, say that John invades a host rated Crange
70141314713, Samantha, the samemaster, has not pre
pared a security sheaf for the system, so she ralls 1D6 + 2 with
aresult of 1. She consults the Trigger Step Table. which indicates
3 +2 modifier for a result of 1 on an Orange system. Now she
knows that the first trigger step for the system s 3.

[ohn logs on, racking up 2 points to his security tally in the
process. then fails an Index Test, which raisés his security tally to
4—past the trigger step. Time for something to happen, so
Samantha rolls 104 for a result of 4. She consults the Alert Tabie:
na alert is in effect on the system, 5o this means john encounters
sroactive white 1C. Samantha consults the Proactive White |C
lable, rolls 2D&G, and achieves a 7—that means the 1C is a killer
Arogranm

Next she goes to the IC Ratings Table and again rolls 2Da,
for-an & The svsoem has a Security Value of 7, so that means the
Wller 1€ has a Raring of 8 Now Samantha rolls 206 on the IC
Deferses Table and scores a 7, 50 no special defense is in play.
However, she rolis a 12 on the IC Options Table, Bad news far
lohn, he's just run into a Cascading Killer-8 | program

lohn crashes the IC In cybercombat. Samantha rolls again
and consults the Alert Table to determine when the next INgget
step occurs, Her 106 + 2 roll yields 4 £, 5he adds the + 1 modi
fier for Orange systems and determines that the next ngger step
Kai3 + the previous (TIEEEr S0ED).

On the next turn, John runs Into real problems and his secu
fity tally rises to 2, This is 3 points past the next (ngger step, 50
Samantha rolls on the Trigger Step Table again to determine if he
has triggered two steps. She rolls 106 + £ and gers a |, She adds
thie + | modifier for Orange systems and comes up with a . Thart
sers A trigeer step at B. Bebween the first trigger step and his cur-

ent security tally, John passed two trigger steps, at O and 8,

CAUEATS

Sometimes the random-generation system will produce a
result that Aunks a reality check, For example, a host won i
aunch a trace program If it has alreacy lzcated the decker s jack-
polnt, A mom-and-pop Blue host won't have black 1C. Or the
decker milght nol have any chance at all against the [C the tables
summon up (assuming that this bothers the gamemaster) In
these and other cases. the gamemaster may maodify the results
as e sees fit

Camemasters may also wish to adjust randomly determined
IC i itings o beer match the decker’s defensive resources, The
decker uses the rating of an 1C program as his arget number ol
Damage Resistance Tests when taking damage from 1L, 50 the
gamemaster needs to consider how the decker s defenses will
change the “raw” IC rating, Once armor or similar persona
defenses reduce the target numbers for the deckers amage
Resistance Tests, he could easily take 2 or 3 points of damage
and survive. Results of 4 or 5 are more difficult (o survive, and a
resizlt of & virtually suarantees the decker will take significang, 1

gt fatal, damage

b3
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HOST RESE]

If a decker logs on (o a host, raises nine kinds of havoc, jacks

the host up to within a hair of shutting down and then logs off

he can't expect 0 hook back into that computer hve minutes
later and find that all is forgiven and forgotten. Undoubtedly, the
hast will still be running 1C programs and other security mea
sures. Before |acking back in, the decker will want (o walt unt
the host "decldes” o recduce its akert lewvel, deactivare rmanning IC
programs and in general get back to work, That process is known
as a host reset

Blue syatems reset completely in 2D6 minutes, during
which time the host deactivates security measures and the secu
rity tally draps to O. More secure hoses o not reset as quickly

Green, Orange, and Red hosts reset aite DG minutes, provided
the decker did not trigger a passive or active alert in the sysierm.

If a decker triggers an alert on a Green, Orange, or Red host
Ele syslem resels even more slonaely. Roll 1 DG every 5 minutes
for Green hosts, every 10 minutes for Orange hosts, and overy
15 minutes for Red hosts. Reduce the system’s security tally by
thee result, Any 1L [Frogram 1= ru wing wihen the decke |-.l'.'_.'."_l.'l.|
off remains running untii the security tally drops below the trig
@er step that activated the I

IF any decker logs on to the host lllegally before It Anishes (15
reset, his security tally begins at the level the security tally had

dropped to when the intrusion occurred

Selena invaded an Orange host and raised is security tally to 18
before she logged off with & killer IC program and a construct both
lusting for her chitlins. The system then began a host resel.

Hall an hour later, when Cybersushi logs onto the same host, the
system is still reseting. Its security tally stands at 6. During Selena’s
run, the host went on passive-alert status at trigger step 5, so the 5ys-
tem remains on passive alerl. The killer IC activated at 12 ang 1he
construct at 16, so bath of these programs have shut down

\UHAT HOSTS DO

Host computers do not exist just to provide playgrounds for
deckers. When cesigning a host for use In a game, think aboul
the function the host serves in the "real worlld —what data
resides on it, what processes [t controls, and the like. The host s
primary function (i turn determines iF and wihy 8 CECHeEr Wi ki |l

invade the host, and his lkely goals when doing 5o

PRYDATH

Virtually all host systems contain datafiles. The vast majority
of these files offer nothing of any relevance o sha lowruinners
but some contain Information that may be quite valuable [n the
marketplace or may answer crucial questions. This Infarmation s
called paydata, Paydata can be new technology from the big

brains in EED. business plans worth money 1o insice tral e O

0
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Deckers must use Locate Paydata operations (see System
Operatlons. p. 115) to locate paydata. Guidelines for retrieving

paydata appear below

Paydata Points

The pavdata random-generation method uses Paydata
Points to measure the value of paydata. Characters may fence all
Pavdata Moints for the same amount, whether they retrieve the
data from a single file on a high-security system or from hun
dreds of Mp of trash files on less dangerous hosts

A host's secunty code determines how many Pavdata Points

ts fles contain, Less secure sysems contaln fewer Paydata

Points. and more secure systems contaln more points. The

aydata Points Table shows the dice rolls used to determine the [
amount of Payciata Malnes on a system
As sratedd above, deckers must download fles to retrieve ]
Paydata Moints, The size of each file Is determined by its data E
.'1:-|'|!-_i|:'!.,. wihleh vanes ._'1-,_'|;|'_‘1F-:_|II1:.-", to the H'.,-'Hlt'll'l"n SCUriny ol r
The Mavdata Points Table provides dice rolls for determining the
data density of files on a sysbem L
1
8
PAYDATA POINTS TABLE (
u
System L
Security Code Paydata Moints Data Density o
Blue DG = 1 LDG x 20 Mp
Green 2D6 - 2 2D6 % 15 Mp Tl
Orange 2D6 DG x 10 Mp
Rescl 2D 4 S5k B MNP |
, tt
bE
Gut logs on to a Green host and performs a Locate Paydata system C
operation. ¢
Charlie, the gamemaster, consults the Paydata Points Table and o
rolls 2062 to determine how many Paydata Points the system con- fis
tains. He rolls a 5, so the system contains 3 Paydata Points,
Gus achieves 2 successes on his Locate Paydata operation, so he te
locates 2 of the Paydata Points. He decides to download the worth-
while files. Charlie again consults the Paydata Points Table to deter- ex
mine the data densities of the files containing the paydata. For the Fu
first Paydata Point, he rolls 206 lor a 6. He multiplies that by 15 amd su
finds that Gus has to download a 90 Mp file to get the first Paydata Eis
Point. For the second point, the gamemaster rolls again and SCoTes :
12. S0 for the second point, Gus has to haul down a 180 Mp file. The -
decker decides the paydata is not worth the eftort and logs off. :
Ay
o
Paydala lefenses g
Ceenerally, host operators do not leave paydata fles lying sS4
COMPEetitors, incnminating informaticn ripee [or Dlackmail—any around unprotected, On Creen ':-1”-“':-‘.“ and Red systemns, paw
thing with value on the black market that exists for secret data data files mayv be linked ta data bombs, scramble 1€ or othe (=l1)
Camemasters may determine for themselves the exact defenses. The gamemaster may deslgn such protections hirmsell mi:
nature af any paydata contained in hosts in their games and role ar roll 106 and consult the Paveata Flle Defenses Table to demar An
play character's attempts to sell it on the PRlack market mine the defenses attached to paydata files on a system Insi
W

Alternatively, samermasters may use the lowing random

method for determining paydata and s value

bE
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= ] ]
ing
System
Securlty Code Mo Defense Data Bomb Scramble I Other”
tald Cirpe ; I
TR | =4 o &
ail . ; ' =
Lrrange =3 4 G5
e r J | i C
e 4 s P ]
il
"Per garmemaster discretion. Data bomb s scramble may be used as a defaul
WS
clata
'H'.l_'
« the |'El1{'.||'l!] |-||'1|-|L1-l|.:l Obviously, some systems, especially public-access systems
The base street price of a Payclata Point is 5.000 nuyen may not contain ddata of value to anyone, Keep in mind, howey

riEwe However, the final price generally varies, as stolen paydata must er. that appearances may be decelving. For example, the archival
data be fenced like any orher stalan property (see p. 188, SR, for files of the Royval Armories of the Tower of London contain loads
e rules on fencing loot), al cross-indexed entries on the development of German plate

2 e

Declers must move fast when selling stolen paydata. The
black market changes very quickly indeed, and today's hat Info
I5-0id news tomorrow, To reflect this condition, reduce the deck
er s stock of Maydata Points by | for each day it remains unsold
[This reduction does not -'I|.'I:'.I|'.' o specitic Ales Invented by the

gamemasier as part of the adventure. Mr. Johnson's prices are

Ml armor in the sikxeenth century and similai sublects. Such
data i5 hardly likely o earn the decker any funds. Howesvar the
Tower of London has a gany and Intriguing history as well—the
bodies of more than |1.500 executed rersons, mostly nobles, lie
buried beneath the stones of its amall chapel. Who can say what

politically devastating files might be found within the hosts of the

. § - ] ETLA ) Py ]
usually set in advance, and the timesensitiviee of such Ales lower network;
’ depends on the story.)
uppnop | |- d-.
txcessve Paydata Rewards
, [he Nlature of Data The random method for assigning Paydata Points allows
For randomly determine ihauls  an 5 Mashe deckers to make money when they need it. Unfortunately, soms
r W rermmnec  caty L i1 Bamemasie|
) designed datahauls, design paydata that fits with the nature of Player character will inevitably discover that he can spend days

the system being raided. When dealir 1# with megacorporate sys

tems, the gamemaster may find the corporate profiles in the

ol e .;|._L|||_:.':_ ""-"”"""". DUl cracking Lreen systems and hau na
.

DE |"':"I..I|-?'I! ['hi",."i'.'.i.'. 1] ECOMme™ A ||||||i-;g-||_'||||l ||'.I_I ||!._|_|-|. |||.;'

tem Corporate Shadowflles sourcebook helpful. For example, thai gamemaster has numerous options for preventing this.

boak describes the Fuchl megacorp’s major areas of Interest as First. corporations and governments pay particular attention
and computer engineering, computer science, Matrix security. and fo repeat offenders. They expect and even allow a certain
oo nscal operations. Logically, paydata retrieved from a Fuchi sye- amount of datathelt from their systerns, but if things get out of
o he rem will likely De related to one or more of these areas hand they send out investigative agents and nall the source of
orth- From these bare bones. the gamemaster may iImprovise, For the problem with unmatched efficiency. Corps even cooperate o
gter- I'.l:.l.lr'.|'||l._", a decker who snatched valuable Pavclata fles from:a identify halyitwal CTMmMInats wiho rread OUt their thelfts across
r tha Fuchi system may possess information that shows Fuchi has been NUIMErous companies
» and snveying the costs of developing Matrix security  software The Increased corporate/government heat fueled by such
ydata Fuchi's competitors, such as Renraku swould probably be very cdeckers will most likely rakk off other deckers as well They
b nterested in such Information

The

|'-l|||':'l"”

0 O leEr-

Ihe Corporate Shadowfiles entry on Renraku describes the
irm s high level of interest In both Matrix security and Ascal
pperations—s0 the idea fits quite well in the SR universe, In this
manner, the Corporate Shadowflles profiles also can heln the
gamemaster Identify likely buyers for specific paydata

Other SR sourcebooks provide background information for
ather corparations. For example, the SES corporation (Tir na nl'.i'igl
might possess parablological datafiles. Cord Mutual (Neo
Anarchist’s Guide to North Amerca) would store data relevant oo
mrance, and the proprietors of Stuffer Shack™ would fo ep huge

WECIEhes af data on toxle and addictiee oo acditryes and the lilke

CUICKEY notlice thaf someona s snalling the biz or avemiosm
i o z WEDIN
They'll find out the name of the culpric from fixers and fencer

and they |l respond

Finally. deckers who accumulate |a T

quickly. attract the attenton of other people, many of whom w

immediately !'--.'_:.1_Ir| ey SINE ways 1o relleve such a decker af hi

loot, When the declker reallzes that his over-enthusiastc rhiesvipe

15 belng matched by a similar rise in the number of burelaries and
mugaings e suffers, nal (o mention thels from his own Bbanlk
balances, he may see the advantage of imiting his effores

The Samemasier may also counter excessive ereed
P
i I|||_l|I |I:.\_:|I O EEoI A rules ek T m ol .Il:-.' Thrs, N I"'..."||||_'|'..

||1||'-r- WEmEnes and SOTAY iy greathy increase the decker s i

2 T e

]
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SLAVE SYSTEMS

A host s slave subsystermn handles any remote devices con-

- i | T ' ¥ j :
|||_.|||"|_ il'-l.' thie e wlave "...I"".'-,.' tems control a wide l.'ll:-"ll\. of

1
remote devices and sysie --.|II.|II|:.' wrtomater  wer ding
machines, site-security controls, hospital medical systems, auto-
mated factories and laboratories, air- and ground-trathc confrol
SYSLEIMES, [HMAET EFICEE telecommunications, ano so on
amemasters should determinge whelher a slave subisysiem
mess (o e CHMEr A L] froom a central hast, and wwhether that host
needs o be connected o the public @rid. The UCAS Alr TrafRc
Control net. for example, consists of a seres of Orange and Red
Processars runnma in a Host=-Host canl FUFATION OVEr a4 FOVETN

ment PLTG, with no direct connection to the publlc nets

An aucomated factory, on the other hand, needs 1o order
components and materlals, i iclale Inventory databases, process
oroders, dispatch ransport, and otherwlse operate as part of a
usiness. As a result, the hosts Involved in running a plant must
e Ay :-'.'..E 1 ITCHTY e |l|_||| i _.'I' o I sare LA

Very sensithve controls sl almost cermainly e aon dedicaned
processors, with Orange or Red security levels, buffered from Inva

1o behind cholo [ irts. ticky SAMN -_|-e-'.i:.'li|-'._ and |,_1-,.-'. or O [

security Remotes

MmAaAPPINnG
S MATRICES

grams, database search programs, and cdumb-terminal sessions

Sabotaging an application, as opposed to simply crashing It,
Is a subtle mission. First, the decker must duplicate the program,
Then e must alter the program so that it does whatever he has

mind: launch a frame at the appropriate moment, report firg

ngs_ fake outpur data to give bad conclusions or croclked resulrs,
ANl S0 0N

Assume that standard business applications have a c|t."-|,'3'.ll
size of 106 x 50 Mp. and scientific or industrial applications have
design sizes of 200 x 50 Mp. Double the size of applications that
handle very complex processes or operations (stock market
inalysis, complex factory procecdures, advanced scientific
research, and 5o onj

lo duplicate and alter such programs, a character must use a
mainframe computer and possess a relevant skill,. The character
combines the relevant skill with his Computer 5kill and uses the
average of the two skills to make a test to perform the task. For
example. a decker would make a Compurter/Physics lest, using
the average of his Computer and Physics skills, o rewrite a pro
Wm0 SURGrT Oor "\-\.lllrl:l.l.:l-::' o |'\-||-,-'_='.||' 5 research propect A teEam
can use the highest skills of any of its members for such tasks
Skillsofts or other expert systems may be employed as well

Deckers must use an Edit File operation to upload the new

_ application program o the target host and place It into the file i
Iwmically carporatons and other organizarions use clave sib P Rt (e <
i |:-I|[.|_||||||_'.:' |||1 |_|.'::||1|||'||_1! .'1|1|_'-||(.|'||.|r1 |:-I'w.'r:.."_fr|||| |

systems o operate the physical security Infrastructure af a sit
Durng a shadowrun, while samurai and magical assets o in on
the around, one o more declers invade the host that controls the

site 5 Cameras, securiby doors angd maslocks, alarms, ano s on

he decker uses the Locate Slave operalion to ind the contrals for

UMS AND SCULPTED SYSTEMS

L ] b In the Mairix, what yvou do determines where you are. A i
4 @iven security device and then employs the Control Slave or Edi : ;
! ’ decker who succeeds in a Logon to Host operation on a grid 1
Slave operatlions o take it over or suppress [ alarms., Pl ; i
S : moves intg the host's SAN. Logging on from a workstation I
Another common decker i 5 e use the Monltor Slave T y Y
wouldd put Bim in what Maerix 1.0 called an /O port. IF a decker i
aperalian (o e |-.-|'--|!--|- 0N SECrel meenineEs onver the WERY 5SS ; .
) : makes an Index Test o locate something, he [sin the addressing il
ems Intended o protect such meetinegs : .
: taldles for the computer—an 5PU or even the CPU under n
dactories and Lahs Universal Matrix symbolism (LIMS). A Flles Test would mawe the
tactories and Labs :
: decker (o a datastore or /O port, a Slave [est 1o the slave e ir
To manipulate an automated tactory, laboratony, ar any sim- i ) v
» that controls the device in guestion., and S0 on T
ar process, a decker must possess 4 skill In how the process .
; : ) On systems that wuse LIVS icons, the famemaster can
WOTkS oF an ex- waiem that provides chat sk bor i, For - '
describe the results ab a decker s tests 10 terms of movement o 5
example, say a decker is altering the way an assembly line makes i
) _ ; ) the various nodes, even thoush detalled mapping s o longer S
cars. This mav b a subtis ibatage ok, where the manufactures ) ] : - -
required, A user in the Matriz can. In effect, reach any node inom Al
beins set up (o produce lemaons, of a complicated plece ol ;
: any other node by performing the appropriate  operation er
cguipment stealing (alter making a high-performance set of . ) :
Lacation and description ecome matters of same oodor and a
vheels, the decker (s going to have it delivered to a neutral fAxer
AT l'-.|:-|1i e, Mot eEecessity th
el fudee the accounting records o make the vehicle look paid
The same concepl applies to sculpted systems, However, unbisg
for, The decker needs to use Ground Vehicle BSR skill, or
LIMIS systems, sculpted hosts possess a centmal metaphorn, and all o I

Automotive Enginesering, to give the nght commands [o the
| W LUDSYSIem, S>ee the Loniro Slaye CrReTation fol details

(System Operations, p, 111)

mest of the things the decker experiences conform to that metaphor

CHOOSING A METAPHOR

I:H]pl |[‘I:|'EI[||'|[; Sculpted systems use custom-cesigned imagery rather than § L
4 L] &
' LIMS fcons. The megacorps started the trend and still maintain the § 116
Applications are legitimate host programs that lack Matrix i . i
; highest levels of virtual reality and detalled design. Howewver, more &Ll
intelligence  or direct user control, Application  programs i
. : : and more non-corporate systems, even the arids in places like Tk
nolacte  spreactshests, doCument  Rrocessors, analytical pro ; - 1 i
na nig, are acquiring at least some level of distdnctive sculpture tha
]
i
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IMMATHILES

The central metaphor of a sculpted system defines the virtu
il reality of the system. When designing a simple sculpted sys-
lem, choose a concrete name for its principal Image: Office
Complex, Castle, Amusement Park. Egyptian Palace, and 5o on
Complex systems? All imits are off. The Denver Datahaven |s a
fashing model of a fantastic solar system orbiting a massive
black hole., The Mitsuhama Pagoda contains wirtual villages
where application lcons toll patiently in the rice paddies of a
cybernetic medieval Japanese milieu, and sensitive data is stored
in fortresses that make Osaka Castle look like a Riddy toy,

Simple or complicated, the gamemaster should plck a
metaphor he can have fun with, Don’t worry about accuracy in
historical or literary settings. Designers in the film and sim indus
ties have been putting zippers on medieval gowns for at least a
century. Ninety-nine percent of Matrix sculptors go for what
looks chill, not whar matches the history books, Natch, If the
gamermaster |s personally wiz at, say, Victorian London, then the
most realistic sculpted system In an adventure might happen o
recreate the milleu of Sherlock Holmes and Jack the Ripper In
any case, the metaphor should capture the gamers [magina-
tions, and suggest images that fit the commonest System lests
and system operations

Hosts in a linked network, cerlainly sharing host-host access,
usually share the same metaphor Keep In mind that these
metaphors are usually intended to make day-to-day work easier
and more Intultive for the people who use these computens

EFFECTS OF SCULPTED SYSTEMS AND REALITY FILTERS

When a decker logs on to a sculpted system, everything he
does or senses s explained In terms of the system’s central
metaphor, He has to act as If the metaphor were his reality. If his
icon is In a virtual corridor, for example, he cannot walk through
the walls. IF a decker insists on describing his actions In terms
that do not conform to the system's central metaphor, apply a +2
maodifier to all target numbers for tests he makes In the system.

System sculpture can slow down deckers whose MPCP
imageries, or realiy filters, do not conform to the systerm’s central
metaphor. The gamemaster determines whether this happens.

If the decker’'s icon doesn't fit the metaphor on the sculpted
systern, the decker rolls an MPCP Test agalnst the system’s
Securlty Value, IF the test fails, he loses 2 points from his Reaction
and 106 of Inidative as long as he remains within the sculpred
environment. (System sculpture can extend over linked hosts In
a network, even aver an entire PLTG and its attached hosts, so
the decker may suffer the penalties for quite awhile.)

IF thee test sucoeeds, his filter dictates the systerm architecture dur-
Ing the run, and his Initlathve bonus for using the filter remains intact.

MAPPING SCULPTED SYSTEMS

In Matrix 2.0, formal system maps. like the UMS diagrams
used under Matrix 1.0, are unnecessary. Gamemasters need anly
note, elther on paper or mentally, the appearances of the main
subsystermns

For example, ScreamDream Productions. a simsense studio

that grinds out wildly popular horror adventures, has sculpted its

UH &

b

headquarters host with a Haunted House central metaphor. The
system is full of characters and settings from ScreamDream slms.
Logging on, one walks through a mist-covered front yard, as
vague voices mutter at the edge of comprehensibility all around
you. When you knock on the massive, Victorian front door, the
lumbering butler from Blood of the Gobiins opens it and
demands the passcode

The great central hall s modeled after the slte of the hnal
massacre In Revenge of the Living Corpses, From the hall, stair-
ways and passages wind off In many ditterent directlons
Searching for a file leads to the extensive library upstalrs, where
polsonous splders guard sensitive Ale pointers, and a secret door
leads into an old dungeon (from the homor-comedy Catacomb
Crawlers) where deadfall traps. anlmated skeletons, and sham
bling homors await the decker who carelessly tfifes through the
executive dartastores down there

The studio complex's securlty cameras feed images through
the hundreds of mirrors In the Hall of Madness rom Reffections,
and the slave subsystem that coordinates the simsynths used In
post-production is accessed through a Rube Goldberg plpe
argan from Phantom of the Opera Meels Godziiia

That's the way to “map” a sculpted systeém-—not with lines
and boxes, but with scribbled notes or just a vivid and slightly

askew Imagination and a un metaphor
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UORLDS OF THE MATRIR

eeeee||ogging on to the Mtsuhama Pagoda

Thor waak fha Pagoda SAN was over o LTG-8206 1 ranin g
satlink frorm out ik the hills south of Rainiern Good shot south o the
geosynch comsals from thars noad o osensilive decephon prog

d got from ane of Geysar's pet codars, gaod on tha safellite ven

dor's sacurlty, o thot wosn't @ big deal. | swapped It for my nor

the Sagttie RTG.

ol epaof code before | hif
Aaalthe relecormm wios the asudl pushowar | iin T redlly 5Tort
tealing prassura il | locked onto the Mitsuhamo SAN address
The sculpiure kicks inoas you frigger the logon interupts. Ona
e, I'meswooping through the gridines, all UMS-drek on the grid
Y oW, The next, I'm walking along a ramped-up road foward a

opanese costle. Those comying chairs ¥ 'see in the chankbarg sms

Jre going by, ittle Jopanese guys In dioparns hauling them, Folk
mast of ‘em probably sararnmon wser icons=—are walking In and

outta the castle gates. | hear a clack-clock-clock and a Quy nuns

by withh o box on a pole; velling sormething

[l
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Fuamn

Evanpone gets oulta his woy, and my sensors 1D it as.a pricsity was the access point to the subsystem tor Fuch Mea Systerrs
access dato packet occessing the AN whara the data | was after was located, | joined a bunch of pil

Mo Vs mw turn, | dan't ewvan think of treing my own reality grims—| think thay were e-mall packats from another division

filtarhouseda-housa N o cesart war aon 1 moatch wilh samural- ardd fried to bland In, but a tough locking palr of monk-warrions

lond, s'rght? As It 5, my MPCP stuthess and my firmars have 10 naodad my way, Oh weall, too much to hope for getting all the
cycle slower 50 | stay- synched 10 The commillnk, 5O | KMo my Keon wiTy M without some kinda argurant from the local loe, s
5 baing dragged deaper Into Mitsunama's reality A-lReglister (20:08: 3%/02- 12-56)

-l

go with tha flow and un up my deception prog as the

guardian lcon of the access routings steps in front of me and nﬂunﬂ[smnﬂun FlL{:Hﬂ""LEHS

holds up a hond. My log-on op went smooth as silk—| was In a

sgamural roba masall, and by the ook and feel, my deck was ; " £
BamuUIal robe yaail. and. D 0 AN fee, MY Geck wa | 'wos insicle the desk clerk logs for the Nikko Downtown. They
teling the SAN that | was some corp-exec type, It bowed wo) ; '
o " : : F = ; 4 hodn't cleared them yet, But the records for March were due 1o
o and thie gale swung opear :
low and he gate.swing open consaldate Into thelr Tokyo headguarters tonight, so it | didn’
Irside, the mcin fortress recrad e i e distance—s Tunny track down the data | was getting poid to find bes, I'd have o
S L L = Ll Ly L = L L | e 4 == L A i
vou con't sze i from outside the fist gote, bulb inslde, 1S the : e : ; i
: risk @ run on g corporate Hiel computer that would make this
Blggest thing on ha horzon, A maln rood ran fowands i1, DLl gional net o ke a oushover
=L . "ECHECNO NEl 100 e O DUSNOWE
wasn T going that way today, | Inoked around, trying to find what Bigoast hotal chain In Japan, so their sculplure i fght out of
[ [~ LN S ] 5 | e | "L | —of | -1 | B = 1 . ]
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DECHERS 2

A decker’s got to want to deck. He's got to have a love of something besides the numbers.

O

i

el ucifer decker

If you jack In at the office and juggle databases, you're a wriggling little user. It you get
into what makes the pretty lcons work, you might become a programmer. a much higher form
of life. But unless you punch deck till vour fingers bleed and your neurons melt, unless you bet
your brain to get a microsecond’s advantage over IC as black as hell, you're no dechker,

We can define the numbers that define the decker, 1n this section, we do just that, But only

the players can provide the attitude that furns a technonerd with a megayen worth of com-

puting gear into a decker.
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ATTRIBUTES

The Mental Attributes rule, as far as most deckers are con-
cermned. Aher all, Intelligence Is crudlal to the Hacking Pool
While Body may be important when resisting damage from black
L, the new blofeedback ICCM technology (see Cyberdecks, p
20 lets deckers disregard Body and depend on thelr Willpower
Enoush Cuickness for a decent Reactlon walue Is useful. but
frankly, most hot deckers depend on their decks, not thelr meat,
for speed. The only Mental Attribute not essentlal to decking s
Charisma. Some deckers say this reflects and continues a time
honored tradition {and stereotype) of brilllant nerds with no time
for saclal trivia like empathy, relationships, self-awareness and

that king of crek

SHILLY

The Computer Skill Is ESSENTIAL for deckers. Its Sofware
Concentratlon includes the Decking Specialization, but beginning
deckers will sufter IF they increase skill In Decking at the expense
al programming albility

The maximum rating of the programs that characters can
|"'r_"':-|:\.__'.|| ecjudls the rating of their Lomputer Lor Software. or
Matrix Programming) Skill. The ratings of character-designed
MR and frame cores may not exceed the character's Computer
(or Software, or Martrix Programming} Skill multiplied by 1.5

Ihe Harchware Concentratlon is not as important as the afore
mentioned concentratlens. Computer B/R is the skill for bullding
decks. The Hardware Skill comes Inte play if the decker is deslgn-
ng basic components, rather than bashing stock parts into his deck.

The Etiquette (Matrix) Skill governs searches or equiprment,
soitware sources, local access to Shadowlands, and other goods
and senvices. This skill also keeps the decker current on who the
major players are In cyberspace and lets him pick up the latest
rumors In the global gossip of the Matrx, Gamemasters should
not overlook this skill. Use It to determine whether a decker gets
hot goss on who s got goodies that might be useful to him {great

new software, contaces, paydata Inte) and more besides

THE PERSONA

The persana, the decker's online fcon, Is defined by the MPCP
ancl BEMS ratings of the deck (see Deck Ftﬂl:ln_wg.. i3, 16, in Matrix
2.0}, andl [y the deck’s special pptions, such as Response Increase
Ihe final measure of the persona’s processing power Is the utility
programs loaded into the decl: during a run.

The following two sections, Cyberdecks and Programs, pro-
vice rules for deslenine and constructing the hardware and soft-
ware that make up the cyberdeck, and the persona it generates,
his section discusses the basics of what the programs do, and the

cecisions the decker must make when he is foading his deck

THE MPCP
The master [HEE SO control !:|||',-:._-';|._|||| ||"l.."|,f"'l_-_F'| 15 the operat-

Ing system of the cyberdeck, It runs on a dedicated processing

LR & e
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DECHEHRS

chip and Is the central component of the cyberdeck. The MPCP |8
the heart of the circultry that supports the other persona pro-
grams, like the motherboard In a regular microcomputer.

In addition to performing Its technical lunctions, the MPCP
defines the persona's appearance, On a legitimate terminal, It car
fes the so-called Matrix signature, Every time a user logs on toa
SWSLEm edits a file, touches a control system, 4 |4_'&-_':_-|1".;I||| 1@ function In
the MPCP writes a record of the user's signature, timestamp, and
4 code indicating what rhe user did into the system

Cyberdecks, almost by definition, do not possess Matrix sig
natures, Deckers illegally “stealth” thelr MPCPs and fit them with
lllegal masking chips. But each MPCP Is subtly different from
every other, and these differences give each MPCP a distinctive
appearance In Matrix iconography. Some deckers are paranold
enough to continuously tinker with their icon, radically changing
its appearance on a regular basis. Others accept the inevitable
and maintain the same look rather than endanger their precious
‘edge by undermining their sense of identity in the nets

Characters rarely use the MPCPR in tests. The two r:||m-||1.,_-1|
exceptions are tests measurng the stability of the lcon [Program
on 4 sculpted host (see Effects of Sculpted Systems and
Keality Filters, p. 69 in Mapping Matrices) and when the deck
ltself is under attack by gray or black IC {see Intrusion Counter-
measures, p. 18]

All the other programs on the deck, both persona programs
ane utilitles, execute under the MPCPs control. Therefare, the
MPCT Rating determines the maximum ratings for these subor
dinate programs. The total ratings of the four Persona programs
cannol exceed the MIPCP Rating x 3. No utllity can have a rating
greater than the deck's MPCP, (See Deck Ratings, p. 16 In
Matrix 2.0, for more information,)

PERSONA PROGRAMS

The latest piece of Matrx slang for persena attributes 1§
"BEMS,” for Bod, Evasion, Masking, and Sensar, These four qual

ities measure the effectiveness of the persona In cvberspace
[ [

Bod

Bod measures the stability of the character’s lcon—Iis resls-
tance to error, I 1ZIC alttacks, and other cybernetic attacks. A high
tod Rating is important for deckers who like to solve problems
via Cybercombat

Evasion

Evasion measures the agllity of the lcon—Iis abillty fo
maneuver 1IN cybercombal and escape the attentons of trace |C
Evasion is not generally Installed on most cyberterminals, unless
they are designed specifically for cybercombat. Not the kind of

feature you find on an office worker's deskiop.

T
Mashimg

Masking measures the ability of an lllegal icon to avelt
detectlon. This attribute s especially important when resisting
the system Security Tests that oppose the decker every time he

makes a System Test, Typically Masking programs are nol

¢l
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Installed on legal cyberrerminals. Investing In excellent Masking

s arguably the sign of a decker who knows what he s doing

aensor

The Sensor atiribute controls the icon’'s perception of cybespace
and measures jts ability 1o process data. The attribute may be used
for ad hoo Sensor (bystem Securnity Value) Tests to notice changes in

the host computer, such as alert states, |G activations, and so on

OPTIONAL RULE: DECK MODES

Under the optional Deck Modes rule, cyberdecks are In one
of five modes at all times—default maode, bod mode, evasion
mocle, masking made, and sensor mode, Each mode has distinct
effects and confers specific bonuses and limitations. Switching
petween modes requires a Complex Action, and decks may be
1 Ny One mode at 4 time

When Increasing or decreasing wvalues under the deck
modes rule, round up all fractions,

Cenerally. substantial disadvantages counrerbalance the

alvantages gained by using any deck mode. Throughput foss
makes this especialiy tnoe o e evasion mode, For this reason,
deckers may wish (o reserve deck-mode switches tor special Cir-
cumstances. For example, a decker might choose to switch to

evasion mode when he identifies the presence of trace IC In a

system gone to passive alert

UEFAULT MODE

In the default mode, all deck ratings remain at their base values.

w0l MO0k

In bod mode, the deck's MPCR allocates resources (o resist
damage. The Bod attribute increases 50 percent. The Evasion,
Masking. and Sensor attrributes are reduced by 50 percent each.

The deck's 1/ bandwidth is reduced by 50 percent as well.
Ihat is, it the decker has 100 Mp of total bandwidth allocated, he
only gets 50 Mp of throughput (throughput is the actual speed ol

data over commiline), See Cyberdecks, p. 90, for bandwidth rules

WHSIH MODE

Typically, deckers use evasion mode to avoid trace IC and
enhance the combat maneuvers of a deck. Evasion mode
preases a deck's Evasion attribute by 50 percent. Bod,
Masking, and Sensor are reduced by 50 percent, as is the deck's
pancwidth throushpur

RSHING MODE

Masking mode increases the deck's Masking attribute by 50
percent, The deck's Bod, Evasion, and Sensor attributes are

reduced by 50 percent. Bandwidth throughput is unaffected

SENS0R MoDeE

Sensor mode improves the persona’s abiliby fo detecrt
thanges in the host environment, as well as the ability to counter

e a2

Tl

commbal manewvers, Sensor s increased by

50 percent. Bod
Evasion, and Masking arttributes are reduced by 30 percent
Bandwidth throughpurt is unaffected.

DECKERS AND TRSKS

Tasks follow the same pattern whether they involve hardware
or saftware, {(See Cyberdecks, p. 81, and Programs, p, 24, o
details on designing and constructing harchware and sofware,)

All tasks require a base fime, usually measured in days
Maost impartant, every task requires a Success Test (specified in
the description of the task) 1o develap the basic design of the
program, circuit, or whatever, The base time divided by the num
ber of successes rom thie rest equals the number of dayvs in the
task period. The task period is the actual amount of time |t fakes
the decker o finish the task

If the Success Test fails. the gamemaster rolls 206 and
divides the base time by the result. Round ractlons up In this
instance, The result equals the number of days of work that the
character must put In on the task before discovering that the
design |s irretrievably flawed and that he must begin again. Task
bonuses, deined below, apply 1o this work

The samemaster should make these Success Tests secretly,
50 that only he knows the actual task penod and the Success or
fallure of the attempt. Alternatively, the gamemaster may Nave
the players make a number of Success Tests in advance and use

the results when the player attempis tasks

[0SR BONUSES

Each task requires minimum tools and resources. Without
these required tools, the (ol cannot be donpe af all, With them
one day of work, defined as 10 hours of unintermupted labor at
the |ob, reduces the task perdod by one day. Gamemasters
should resist the blandishments of players who claim thelr deck
E5 Can put in a | S-howur day thanks to excessive Intake of cal
feine and the latest meditabhonal exercises

N seme cases, supenor resgurces may grant a bonus fo the
wiork rate, A 41 task bDonus means that one day's worl reduces
the task perlod by 2 days. A +2 task bonus reduces the task per
ol by 3 days tor a day of wark, and so on, Rules for specific tasks,
prresented nosubsequent sections, note which tasks may be

shorened with task bonuses

FINISHING TASHS

Characters may complete tasks In parts, rather than in single
unbroken ettorts. For example, a character atftempting a task with
A Ai-day task perod may perform 3 days of work, @o off on an
acventure, do another 10 days of work, work an anather 1ask

and then do 5 more days of wark to complete the task

HEHLTH AT THSRS

Characters suffering from Light wounds may work at rasks
unimpeded, Characters sutfering from Moderate wounds may

perform {asks, but they have only half thelr normal productivity
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Selena has Computer-B and an MPCP-B/6/6/6/6 deck, She has ul
ty ratings totaling 86 points, but her source code accounts for only
points of that sum

Il the MPLEP advances, her SOTA Factor is 8 x 2, or 16

Il her persona programs advance, the SOTA Factor is 24

It both the MPCP and persona programs advance, her SOTA Fac
is 16 (MPCP x 2), plus 24 {sum of BEMS ratings), tor 40

if the wtilifles advance, take 49 = 2, rounded to 24 {utilities w
source code}, plus 37 (other utilities), for a total ol 61

LIFESTYLE AND SOTA

aelema must pay off a S0TA Factor ol 61
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her atility pro

grams. Her deck has an MPCP Rating 8, so she maka Compaoter (3
Test. She achieves 2 successes. 50 she reduces the SOTA Factor by b
12,12 points. Her SOTA Faoctor now 49

She spends 4 Karma Points to redirce it | i nilnls. tn
But now there's a problem. Seless only as 10,000 nuy i EnarE 1o
thie SUTA. That means she'll be able o gae ol all bl 5 poinls of Hie
SOTA Factor

Selena may leave 5 points worth of ob iy utilities o B polr
of spurce code ulilities wnpaid. 5h E { {10 SOUFCE Gl
she hasn't used much tately, and <o drops it from the SOTA Factw
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L [} i (] g 154 1
w1 make i or die—| haviee no chojce, it s whar | do i § s o 1
SEAC S WTITe-5 |30 Vip
Commentary: A rare individual in this era of speclalization, e 50 M
ElCaAre-5 150 |.-'||-
thils decker leaves his eF0 al the oo ||'|i|-.1I enough to recosEnlze L (A8 M
- s . T A LT =d PN LY I.
that others like him exist—and a large number of them are on . "y
. Shleld-4 (G4 M)
the gthyer side af the deck, | ouah Biee o ' eels v TelE ;
le of the d Mhough he only feels tuly alive in the Sleaze-6 {108 Mp)
Wiatrix, he s unwilling to stake his life on his talent alone. He puts Spoof-4 (48 M
S0 -2 14 ¥l
slgnifcant etfort into helng the hesl:. because he wants ta live oo . .-. ,
i y _ - e Desktop MPersonal Computer 200 Mp)
WECK another i!'-l."." r||.-ll_|_-‘.."':|l e hores e | Bescorme Hh ,.'|'|,|:_| in ok I-:I " 'l._'l,"|-|_| AT Cantrace (Pl | o
: ! = | -YEdl LIoCYYARD IR Al AT |
the machine when he 'I:l".'\. ki e
.'..-.||-\. ToCronics |-\-I-'
Lhib micielle Litestyle ) iR |l'- i |
Nk Attributes Intellizence: & (8| Programming Shop
P Moy A i ke ; i
' LIy Willpower: 5 I'I'-l:':'.'-' "m',_|-r| wiiarbawlk Pwith 10 rounds standard amrmunbtiomns
Cruickness: 3 ; :
LHICRINESS Easenoe: d Yamaha Eapie
B aStrensth: 4 3 J | X
L irengin: 3 Reaction: 4 (F In Martrix!
(LT T st .
€5 harisma: | Starting Cash: | | .518Y¥
nd
= Inklative: 4 « (DG (Physical), @ + 3D6 (Matrix)

H

U 1
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Inftlative: 4 - 106 (Phwsical), © + 206 (Matrix)

Skills
Bike: 3
Computer: &
Compuber B/R: 5
Etiquette (Matrix): 4
Etiquette (Street): 3
Firearms: 3

Dice Pools
Lombat: &

Hacking: 4

Cyberware
Datajack
Headware Memory (30 Mp)
Lontacts
Choose {2) Contacts. Fixer and Deckmeister recommencled

Liear

Cyberdeck (208,64 1% package price)
MPCP-6/5/4/5/4
Hot ASIST

Response Increase- |

Hardening-4
Active Memory: 500 Mp
Storage Memorny: 1,000 Mp
1O Speed: 240 Mel5S
Programs: (147, 400%)
Analyze-4 (48 Mp)
Armor-4 (48 Mp)
Attack-65 (144 Mp)
Browse-4 {16 Mp)
Commilink-4 (& Mp)
Deception-G {72 Mp)
Decrypi-3 (A5 Mp)
Read/ Write-4 (32 Mp)
Relocate-4 (32 Mp)
Scanner-4 (48 Mpl
Sleaze-0 {108 Mp)
Spooct-4 (458 Mp)

Desktop Personal Computer [ 200 W)

YA knone olks - just
assume us poinfy-eared types all got attitudes that just won't
quit. Me, ah’'m maore interested in hearing what y all got in mind
fer me to o than striking some kinda pose, Ah wouldn't clalm (o
b= able ta talie or leave my deckin' world, but ah sure don 't have
fo wee o clie ot Allus Detter o live O fl:.‘llll another day, as the
ancients were fond o sayin

D't mistalee my lald-back nature for laziness or poor per
formance record, though, Ah kin slice through black IC pretty as
a picture and leave em owantin® more. The best of €15, nob«ody
ever knows ah was there—ya won t be fussing with tracers or
havin' o clean up my remains, and that's a promise ah kin keep
Let's talk specifics on your job—but not right here. Let s mosey
over o that licdle cale and have us sumpin cool o drink while
vau explain the polnt o my new mission

Commentary: just when you think you ve got this south
ern boy pegged he'll drawl out a question that 1l make you

change vour mind. Anpparently less intense and hyvperactive
I "‘I I F T \ 0 d : | -year DocWagon'™ Contract (Basic)
[han the JeCKers vou UsWaiy nire, ne s equally compeieni—
i f 1 ; - Fellinl-Med Breather Mask

anc yvou can hardly contain vour curnosity about his reality fil ;
] : Middle Litestyle {3 months prepald)

el ACCE 1Tl ':Iﬂl IO YOUTr COontacrs, NOWeser |'||'_' 5 ol '.\_'.II.'I:-'-!-:'-:'IH'IH L
’ . Programming Shop

about his skill, Linless this guy s reputation is a complete [c- ; e :
- Ruger Super Warhawl (with 10 rounds standard ammunition)

tion (which means he s DUYINE aoft a ot af COTOrare ';.r-;_'lr_‘:-'.:!h-f_"*-:u, : ;
’ i Yamaha Rapler

he s almost never talled to meat his .,1:_:.._:: andd when he old, It 3

was a double-cross he couldn t salvage

Starting Cash: 14 028¥%

Attributes nrellicence: G
Incelligence: « Allergles: Mildly allergic to pollutants
Body: /2 Willpower: 4
Llulckness: 3 Essence: 5.5
strength: £ Reaction: 4 (G in Matrix)

e - - ]
Lharlsma; 3
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Well, what the drek did vou expect? You’'ve got the fraggin’ thing in backwards!

O

=Joe Whsdom. dechmeister

The key to the decker's art, the cyberdeck is an extremely powerful microcomputer
with a highly speciallzed instruction set. Its processing power is dedicated to implementing

the ASIST Interface that converts the decker’s neural impulses into the programming Instrug

ticrs that Bend the Matrix oo his willl
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L LA e 5 "....._l;.- " Ll oecH i..;.r'.-- AFE ot ||-.|||||._.|_|:|'_||_..

the-peg  decks of the original SR rules, Mow, buvers may

WrEnase modiular units ihat allosw a decker to select the COTIMO

1E [ |;'.:'l||I=!|'- sl T cle=c g, O o b5 sueh deck i COSC Bbig
e, Ancl 1ere s the price in it?

T 8 [&] \5 clsctesel [t e maln oarts {lln'ﬂ:lll{lil]_ﬁ:
Decks. Tools and Parts, and varous subsections on the compo

nents of a deck. Constructing Decks provides a general expla

ition of deck construction. Tools and Pars provides informa

" e | [Faris neacied tey build declks, Th LTI
I | ¥ f ' N |
EREL SRS EILAN il FOrmLatiosm on each OV [0 141 anc
Hes [or Installlne or assembling the CITpoOnent
F i }

LONSTRUCTING DECKS

HOTLRES RS LN CEOTEAITN COMm P Onents, AW | A% An

Wl [PErSDNA PTOgErarms i ASlST Interface, active IMEIMory,
rage memory. Without these components, a deck simply
H nct swark, The components are assembled in a series of rasks
Al May M AT ROITTTLE | by the decker himself or a O hercech
el 1
L e | ital that it Is almost mandatory, but theo
etically a decker ¢an make a run without it if no significant data
fers are involved, All other components, no matter how
| | thewy WA optional
|HSH DESCRIPTIONS
AL sl 1l
Al I the component entries s section contain task
P&l FIFLEierye Hesi e PO ."""'i"'i" cme ratings, iesits, and
OTHEr &ai AlUes Invohved It producing o ll!_--'_'.".||I|'.. Lt par
component. basks are divided into three Cypes: Sohtvward
lasl k| Aandd Insrallaction Tasks
Software Tash
1 SO 21 CLLITES A [FAOEE T l:"'|'||'_.'ll Tl 5 effecrive el
il size multiplier are listed in the Software Task heading. These

re used In the programming task (see Programs, p. 100

VCDNSITUCT a owhendle i SlECEEr must abitali 1 CLSEOITY

¥ - Led [ I il

PRETOLITIT N onr o3Fr=11e el olme I copy of the soffware hefor
RS L8] J WOk on thi Companeni & Parc]we \re

AT CN as -'...|'I i'-\.. ErSONa [rO@rams, al .I L || {HIT

L] 1 3 -

P2 VO [ONCHR T SUECH as eEsnonse INCrease Are a NOTIMANEnt
. |

WTIULERT Bl [¥] I IV W e s S KOOI AS optical-coscl

15 ! W ather components that require software yse

[

I i mdAy purchase pre-programmed OCCs from an

(1Nl ne thidy literally trust with their lives—or they

[\ i ITiae 5 i =ites M e thyEr i [ e el ey

[ T T LS Tl 1 | by perfor irg

LY

S CVYBERDECHS

fimes and cook times as well, which are described in each com
ponent s Cook Task description. Additionally, every Cook Task
requires a Computer B/R Test. The target number for the test s
supplied In the component's Cook Task description

s and components that use OCCs may not be installed

untl the chips have been created with a Cook Task

Installation lash

Oinee a decker has coolked oF purchased amy reaulred O0Cs
e ] = DMponent he mmay busy any necessary parts and Install the
component. Lach component s Installation Task description pro
vides the base time and Success Test needed to complete the
component's installation

The prices of circuitry and other parts requlred hor installa

tion are descrlbed i Tools and Pares

CRANIAL CYBERDECHS

Lnaraciers must use cranial deck paris, not standard cnes,
when constructing cranial declks, or Cf decks. The Implant spe
clalization of Computer 5kill Is the appropriate skill for all Cook
and Installation tasks made when constructing C° decks, Apply

£ madifier to all target numbers If using Computer B/R Skill for
these (ests instead

C< decks also recuire the use of cybernetic as well as mico
tronic taols, For r'au'-||'|'|||||'_'_ i the task cles ription or a componen
calls for a Microtronics Shop, the task would require a
Lybernetics Shop as well IF the decker |s consti ting a C* deck.

See pp, 54=59, S5RN, for more Information on cranlal

cvbercecks

T00LS AND PARTS

Lince a chdaracter purchases tools, he may use them for vas
ious tasks. For example, a decker may use an optical-chip
encoder to cook any number of OCCs—he does not need to pur
chase a new one to make new chips

However, parts are consumed when the task Is perormed,
Cnce the job is done, the parts have been turned Into a plece of
the cyberdeck. Characters must purchase additional parts to per-

oim additional tasks

100LS

Microtronics tools are I|"-,_||_||||'!_| Iar all ovberdeck constru
tion, bath external and Cv e et These tools come i Kits
shops and facilitles. A kit Is a portable supply of tools for pes
POHITEN S, Dasic work., A '-|I|.-|:l contains more tools and can be
moved andy with a laree van or small trucl. A facllity contains
bulky, heavy machinery and |s immaobile

Tasks that require a small tool unit, such as a kit, may be per-
formed with any larger unit. such as a shop or facility. In fact
using a larger ool unit than required confers a Task Bonus, a5
Nustrated on the Tool Lnit Table. Kits may not be used for tasks
that require shops and facilities: shops are not adequate for tasks

that re III:||' racilites

P —
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O rranspoart clrcules, and so the DT cost = multiplied [y che

lask I “]“L un" THHLE Hardening Rating, squared

LAl 15 E|'|I|I'~ el I:|':l.'-!| Wy OO T Tt :.'I._'1| 'LI|'-I.'. ”||-- CHT [0 1l Task
Task Requires Appropriate Tool Units Task Bonus descriptions describe required chip ratings as the type of chip, at
alled Kit [ it MNone the size of the relevant program. For example, an OCC would b
Shop | shown as "OCC @ program size.” at 20 nuyen pe Mp of pro
Facilicy +3 Bram stIe
Lircuitry Is measured In Ratline Points and priced (er poling
HLs Shop Shop Mane For example, an entry In a task description such as “PLC @ MPCP
hihe |:H|||.|.~. 1 Kating ™ would mean buving processor-logic circuitny with the
e same rating as the MPCP. at 25 nuyen per poin
 the Facllioy Facility Mee the component task descriptions list any required special
I el parts and their prices as well. Cranial components ars
alla reciuired for O decks
Many tasks require a personal compucer with a minlmom All [ruris are readily available, Even cranial components are eas
memory slze. This same computer can, of course, be used to Hy avaliabie through cyberware markets. Non-cranial components
wilte the programs for the software elements of a o et are afwavs availlable and hawve Sreet Indexes of 1. Crandal ¢ OrT-
isial The price for a desktop unit s pravided in the Tool Prices Table nents have Avallabilities of 4772 hours and Street Indexes of 1.5
_'-r“-" iyee p. 259, SR, for prices of more compact computers, )
Mo Cptical-chip encoders use a quantum process o QIOErarm
iy 4 L Ls, The process breaks down and recanstructs the crystalline pl:ll:" I]HI[:ES "IELE
| for fattice of the “raw™ chip. The encoder’s rating is added to the
Computer B/R Skill a character uses for a Cook Taslk, The better PART COST
Cro encoders also provide a Task Bonus, Encoders weieh a few kilo Chips
e grams and are about the size of a shaebox, Uptical Code Chip (OCC) LU¥ per Mp
e a Chice cooked. OCCs cannot be reprogrammed. Upgrading Optical Memorny Chip (OMC) 5% per Mp
eck antl Fepainmne LM L5 requires a whole new Coole Task Cranial QCC JO0Y per M
irilal Cramial MO SU¥ per Mp
Circubery
"]l]L PHEEES “:IELE Mrocessor Logic Circuitry (PLC) 75% % ratinge
| Data Transport Circuitry (DTC 0% x rating
Street Cranial PLC 250% x rating
Teol Cost Avallability  Index Cranial DTC |00¥ x rating
s Cybernetics Kit |, 5000 5 /48 hrs
nip I Cybernetics Shop 15.000¥ 8,72 hrs 3
2ok Cybernetics Facllity 100, 000y 14/7 days 4 UPGH"[]ES
Microtronics Kie 1,500 5/48 hrs 2
ed Microtronics Shop | & Oy BiFE hrs %
e Ol Microtronics Facllity 300, 000% |4/ 7 davs il 5.||'.";-_:';I-.'I"|I".- FELresent Improvements o existing components
e Personal Compute 20¥ per Mp ,-'.:h,u-.{.?.___ 75 IThe Software Tasks For uperades are based on the difference
of mermory etween the component 5 ald rating Anel s upsraded rating
Lalculate the size of the upgraded program and subrract the size
Optical-Chip Task Street of the old program to determine the amount of wark invoelved in
Lig Encoders Rating Bonus Cosi Availability Index the task. Program upgrades are discussed in more detall in
chit Sony Encoder1 0 O 12009  4/24 hrs | Programs, p. 107
e Fuchl OCE /500 | i} 7 TO0 & 24 hirs i Characters must perform the Cook and Installation tasks for the
oe Sony Encoder Il 2 i | &, 000 B/72 hrs | 5 component fmom scratch, using the new soltware rating and size
i Hitachl RM-AX 3 w2 9500% 10/7 days 2 For example. a decker has an MPCP-6 deck with Hardening
. 4. The Hardening software s 144 Mp in size. IF ihe decke
el upgrades the Hardening to 5, the new size is 180 Mp—a 36 Mp
ik, FHH-IB LI|:':-.'JI.|I:|I'. A e PeEriormine prosramming equivalent (o a 36 W
;H Each component’s task description specifies any parts need program, the decker performs the Cook and Installation tash
SHS

ed for each compoenent. Part prices appear in the Part Prices These are based solely on MPCP-6 and Hardenlng-5, as if th
Table. Task desy fipticons provide any tazl-related cost IIII.|||.I[ZI: ere COMponent were (R Ti=4 bullt broem scrarch

a5 well. For example, | |::Il1t"||l||_'.‘_ d deck requires redundant data

it
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UPTIONAL RULE: SALUAGE

nay allow declkers 1o

Camemasters 1 sdlvage” 50 percent of

This

come from selling outdated LS, old memory chips. reusing

(hee walue oF parts they replace In upgrades Iepresents

CIrCuUll N 50 On

MPCP

As nofedd

(e ]e ) [l

[APENWIONES  SCLLICHS, Ty Ersona

program on a
deck may have a rating higher than the deck’s MPCP rating
Additionally. the combined ratings of a deck’'s persona programs
may not exceed the MPCP Rating multiplied by 3

In addition. no utlity may have a rating higher than the
MPCT Rating. However. the MPCP Rating does not limit the num-
leck That limir is

ber aof utilities the My TLN Al any ‘--III_'.'I|I' Hime

curely a funciion al the deck’'s activie memory size and the size

utilities (see Delow).

MPCP UPGRADES

Improvements in the holographic code links under Matrix
L. have

controlled MPCP upgrades.

eliminated the older, more rigorous requirements that
Characters no longer need to

upEraci

e FETI R & Ty
g Persona Pprogrames oo

match new MPCP Ratings
Howewver, whenever a character upgrades his deck’s MPCP
ne also must upgrade components that have construction tasks
involve the MPMCP ASIST
the LM flter. and Response Increase. Until the decl
er upgrades these components o match the new MPCP Rating
yoth the new MPCP and the old

deck with the older, lower MPCP

that [hese components nclode the

Interface

he cannot run his deck with
components, He may run the
ontinue to use the components. or he may rn with

. g
PATITIE AN £

his new, K 2he MR T rat ng burt wiithoutl the o IMPOnents

REALITY FILIERS

Bedality Hiters impose & metaphor on the Marcrix chosen by
e and programmed into his deck s MPPCT. A decker who
likes Dasehall can model an entire Matriz r'un an a harcl ."uuﬁln
game, A decker with a taste for swashbuckling can swagger his
vty thiraush the world of a oybernetic muskereer or duelist

in practical terms. a reality Hlter acts as an additional level of

wesnomnse Increase on the ovberdeclk, It increases eaction w2

andcl ackets + 100G to Initiative, However, a realiby fiter also Increas
&5 the MPCPM s design rating b 2. This increase affects design
side and all base times, target numbers, and so on. based on the

MPMCM s Rating. though the real size of the program is not
AsS A
deckers may have to reduce their persona programs to
keen them within acceptable limits (see MPMCP)

his deck without turning on the

he does not receive the Besponse

increasedd. Reality filters also reduce MPCTF Ratings by 1.

resuli
The decker may aperate

resallty Rlter. In that case
Increase or the ratine reduction
However,

untll the bedinning of the next Combat Turn alter togaling the fil

furning a reality hiber on and oft is a Free Action

B

URaS.D

CYYBEHDELCHS

teer n o off, reduce the decker s current Initiative by hall and

apply a L moddifier o all his target numbers

(PGP ICONDGRAPHY

Instead of jamming the entire Matrix through reality filters.
deckers also may adapt their icon’s appearance, or iconography, to
fit the metaphors they are likely to encounter on a sculpted system

An MPCP program can e

iconography If the decker has the source codde

coaoked with alterations o the
The program
ming changes only take a few hours to write and do not require
a rest, but the Cook Task requires the standard task period and
COMPOonents.

[he decker can then simply pop the new chip Into the
deck s motherboard

Dechkers

na Installation Task is required
library of MPCP chips

designed to present an image that blends with a specific system

maAY T e=ach

iconography, and thus avoid the penalties for violating the

metaphor of a sculpted system
MPCP CONSTRUCTION

»oftware Task
Rating: MIPCI? Rating (+2 for reality filters)
Mulkiplier: 4
Cook Task
Time: MPCP Rating x 3 days
Test: Computer B/R (MPCP Rating) Test
Parts: OCC & program size
Tools: Personal Computer (Memory: MPCP program size|
Wicrotronics Shop
Optical-Chip Encoder
Installation Task
Time: MPCP Rating = 2 days
Test: Computer B/E (MPCP Rating) Test
Parts: 'LC @ MPCP Rating®
DTC @ MPCP Rating?

Tools: Micratranics Shop

PERSONA PROGRAMS

Persona programs  Include Bod, Evasion, Masking, and

Sensor programs. These function as "attributes” of the decker's

persona. For funher information on [AErsang [Programs, 6

lcons, p. 14, and Deck Ratings, p. 16, In Matrix 2.0

PERSONA CHIP CONSTRUCTION

Software Task
Ratlne: Program Rating
Multiplier: 3 (Bod and Evasion)
2 (Masking and Sensor)
Cook Task
Time: Program Rating x 3 days

Test: Computer B/R (Program Rating) Test
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Parts: OCC @ program size

Tools: MPersonal L_crrl[mlr_'r IMemory: persona program size)
Microtronics Shop
Optical-Chip Encoder

Installation Task

lme: Program Rating x 2 days

lest: Compurer B/R (Mrogram Rating) Test

Parts: 'LC @ Program Rating#
DTC & Program Rating?

Taals: Microtronics K

HCTIVE MEMORY

Active memaory is the cyberdeck's "RAM.” to use the old
tech term., just as hackers In the twentleth century talked abourt
naving &4 meg of memorny on thelr computers, a Sixcth World
decker refers to 100 Mp of active memory on his deck

A deck’'s active memaory limits the utility programs the deck
can run and hawve ready r use by the persona at any one time.
A deck with 100 Mp of active memory can run no maore than 100
wip of utilities at any one tme

iThese [imits are in acldition to any limits imposed under the

||||||-;||:.|| lcon bandwidth rule

ACTIVE MEMORY CONSTRUCTION

Software Task: Mone
Cook Task: MNone
Installation Task
Tlme: Memory Sire 100 days (round L)
Test: Computer B/R (Memory 5ize + 100, round up) Test
Parts: OMC & memory slize
PLC @ memory slze = 10, round up
Tools: Microtronics Kit

HSIST INTERFACE

he ASIST interface component controls the simsense expe
nence of cyberspace and the decker’s DM (direct neural incer
ace) connection to the Matrix, as routed through the Interpreta
tive software coded into the MPCP, The Interface also has a con
trol program of lts own 1o handle the data exchange

This ain t no home sim entertainment wunit, The typical signal
strength on a full-bore cyberdeck is not oo far below the brain
kicking current a wirehead gets from a BTL chip. That gives the
decker the best interface to the Matrix, and when a deck Is run
ning at that intensity, it is sometimes called a "hot” deck

However, a decker can deliberately reduce the intensity of
the ASIST signal. down to about the level of legal simsense. This
s called a "cool” deck. Cool decks can reduce the persona’s
speed In cyberspace, but black IC cannot Inflict lethal damage

over a conl interface, Lethal black IC acts as non-lethal Black IC

throush a cool deck, Psychotropic biack [C, however, warks owver

both levels of interface,

A decker can Install hot or cool ASIST clrcultry, IF he installs
the hot clrcuit, he can selectively switch from hot to cool, or vice
versa, at will, Howesever, swit I'Iill'-"l Interface circu iry whlle uncer
attack by black IC requires the same tests as jacking out. A coo
interface can only run cool. Either ASIST interface can  be
switched off entirely., which turns the deck into a "tortalse” (see
Tonoises)

Whenever a decker upsrades his deck’'s MPCP, he must also
uparade the ASIST Interface, Lntil he does so. the deck acts ke
d tortoise if he runs with the new, higher MPCP but the interface

works as cdesigned if operated with the MPCP at the old value

CONTROL INTERFACES

A hot deck can be run without any manual control surfaces
Al commands are transmibtted via DML This epnables a decker o
cool ciown the deck during a run, but acts as another level of
Response Increase. adding 2 to Reaction and 41 D& to Inidative.

A geck equipped with a keyvboard and a hot ASIST interface
can b mn hot, cool, or even ortolse-cold.

Running a deck cool, by using a keyvboard and other manu-
al contrals to augment the ASIST interface, reduces a decker's

Initiative by 106G

RAS OUERRIDE

ASIST clrcultry Includes a reticular-activation system owver
ricde (RAS). The RAS override suppresses sensory slgnals from the
chiCler s meat LH.':-I:!'-.-'. |I'!"I':l-_5.'I nim to concentraie ity on the sim
sense experence of the Matrix, The RAS override also louses up
any physical coordinatlon the decker has, so apply a +8 modif
er to target numbers for any Physical Tests a decher must make
while jacked in, In addition, concent iting on the physical world
lolises U o decker s Initiathve baclly (see € }'hp[c ombat, ] 1 A0

Disconnecting the RAS override dilutes the ASIST inrerface

s0 badly that the ovberdeck acts like a “tortoise

[DRTOISES

lortolses are ovberdecks withowur ASIST Interfaces, They use
Vi goggles, holo-display screens or even flatscreens, gloves
trackballs, and other low-end tools to simulare the Marreix EXe-
rence without a DN connection. A deck without an RAS ower-
Fide is equally inferlor, Characters can build tortelses easily angd
cheaply, because cost of the VR equipment is a trivial component
of the MPCP price

Deckers can alwavs switch off thelr decks' ASIST Interface
Circultnes and turn their decks Into tortoises, IF under artack by
black [C, this counts as "ia !w.il'l:-"l our and requires the same [(ess
to succeed (see Black IC In Combat. p. 47, in Intrusion
Countermeasures)

lortoises reduce the user's Reactlon b hall rouncing down,
tar a minimum value of 1. They can be equipped with Response
Increase, but users only recelve the additional | D6 for Initative,

nat the +2 modifier o eaciion

B
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RSIST INTERFACE CONSTRUCTION

Sofbware Task

Hating: MIC
Multplier: 2

Cook Task
Time: MPCT Rating = | day
Tegg: | oI puUber BSR (MO Ractingl Test

Installation Task

HRARDENING

Hardenine

[

Faris: O

Toals: "'ersonal 'f'_u,.-|||| rer § i

(hot deck)

1 i .:-::| l'II_l_il\.I

i program size

‘icrotronics Kit

Cintical-Chin Encocles

Time: ML Badine = 1 day

mary: MIPCTE program size)

Test: Computer B/R (MPCP Rating) Test

Parts: ['LL

PLC

o (VIPLEY Rating x £ (hot deck)

& WMPCT Rating (cool deck)

ASIST Processar Linie o8

Taols: Microtronics Kil

SUDMUCings

Tl T

250%
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and so am—and har

chasare swork to reinforoe the

declk s resistance o invasive code such as viruses, aray anc lack

I

nd other hazards of the course

HARDENING CONSTRUCTION

Software Task

Rating: Hardening Rating
Multiplier: 2
Cook Task

Time: MIMCP x Harde

Test: Compurer

I -
I BALlNeE X e
5 = ¥

E/R (MIPCT Rating) Test

Farts; OO0 o Harcening program see

Tools: Mersonal Compurer (Memony: Hardening program size)

MMicrotronics Shi W]

Dptical-Lhip Encoder

Installation Task

]

Time: MPCP Rating x Hardening Rating x 2 days

Test: © orTputer BRI Bad Nng ) Tec |

Parts: PLC & Hardening Rating = 2

DTC

Tools: M

i)

W Hardening Rating x £

Ironics Snop

CCM BIOFEEDBACK FILIER

Intrusion counter-countermeasures (ICCNVD technolosy protecis

il 1T |.i-

L

whirs Froer the worst effects of Hack 1C

KCCM dewices 1

R gt generanocn 1Y

e uilt diredcty into ovbhercdecls

B0

LI B e

I CYEBERDELHDS

An ICCM flver Increases the decker’s chances ol jacking oul
sucoesshully when under attack by black 1L, Apply a =& modifer
to the target number for the Willpower (IC Rating) Test (see Black
IC In Combat, p. 47, In Intruslon Countermeasures)

The filoer also allows a decker to make two separaie |.5'.IIII-I_'._'_I.'
Resistance Tests agalnst lethal and non-lethal black K—aome test
with I':":-"-I"." wid one with I-,-‘l.-'||||:~:'-'..'-|;| [he plaver may Choose The
fect wilth the best resull to use as the character s resistance
Karma Mool dice added to the test are rolled separaltely and aus
ment the chosen Resistance |es ||.||,|-.II|_'.-‘, Mac dice cannol e
used for these tests

Mhe ICCM Flter is not effective against the psychologica
effects of psychotropic 10, HMowever, [E does Dutler the decker
from the physical side effects of sparky 1C programs (see Gray IC
. 43 in Intrusion Countermeasures), the same as I does
against Black I

Constructing an 1CCM flter requires Computer B/E and
Biotech skills. The Success Tests for the Cook and Installation
lashs use the averade of these skill '|||_:-|I:.‘__|| bwo Characters may
imstead work as 4 teamy o perform the tasks, each contributing

one of the bwo skills
CCM FILTER CONSTRUCTION

Software Task
Rating: MO Rating
Multplier: 4
Cook Task
Time: MPCP Rating = 2 day:
Test: Avg. Computer B/R and Biotech (MPLIP Rating) Test
Parts: OCC @ [CCM program slze
Tools: Mersonal Computer (Memory: ICCM program size)
picrotronics Shop
Optical-Chip Encoder
Installation Task
Time: MPLP Rating x £ day:
Test: Ave. Computer B/E and Biotech MAPCP E-L-||'|||'..:'| lest
Parts: PLC @ MPCP Rating?
DTC & MPCP Rating®
Bioscanner i@ 5,000%

Tools: Microtronics Shop

/0 SPEED

The Input and output of a deck |5 analogous 1o the old

modems that connected termingls and computers back In the

dark ages of computing, The /O speed indicates the maximum
A0 bandwidth that a decker can dllocate to a task

A standargd oyberterminal, whethe lewal or 4 deck, auto
matically and always can ham {le its icon bancwicth as A function
of its MPMCP, sa the 1O speed feature only comes into play when
using the optional bandwidth rule (see Bandwldth, Q. If ehe
ytional randwidth rule s not in efhect, all uploacls and cown

loads are always at the full 10O speed of a decl

- A s
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1O speec must be bulle In multdples of 10, The maximum
bandwidth value of a deck is equal to the deck s Sensor Kating x

. MPCP Rating x 10 Mp.

: |/05PEED CONSTRUCTION

11

= Software Task: Mone

' Cook Task: None

3 Installation Task

E Time: |/0 Speed + 20 days (round up}

Test: Computer B/R (/O Speed + 100, round up} Tes!
Parts: PLC & |/O Speed + L0 (round up)

i DTC & 1/0 Speed + 10 (round up)

-' Tools: Microtronics Kit

: HESPONSE NCRERSE

Response Increase is the Matrix equivalent of wired reflex-
es. Each point of Response Increase InCreases a persona s
feaction actribute by 2 and Initlative by + 1DG.

A deck can support only 3 polnts of Response Increase
Furthermore, Response Increase cannot exceed a deck’'s MPCP
fating clivided by 4, rounding fractions down (50 a deck with rPCP
Rating 3 or below cannat sustain any level of Response Increase)

In addition to the declk's 3 points of Response Increase, deck-
ers may galn an additional polnt of Response Increase by using a
reality filter, Furthermore, deckers running hot decks on pure DNI
control may galn an additional point of Response Increase, The
absolute maxlmum of Response Increase a deck may have Is 5
naints, which translates as + 10 to Reaction and 606 for Initdative!

Response Increase requires both programming and hardware
construction. The programming task is based on an effective rating
equal fo the MPCP, with a multiplier equal to the Response
Increase Rating multiplied by 2. For example, on an MPCP-6G deck,
the software component of Response Increase-2 would require
programming a G2 » & routine, a design size of 144 Mp. (See
Programs, p. 100, for information on programming tasks.)

This design size also affects the cost of the task, because the

decker must use an OCC large enough to hold the Response program

RESPONSE INCREASE CONSTRUCTION

l Software Task
Rating: MPCP Rating
Multiplier: Response Increase x 2
Cook Task
Time: MPCT Rating x Response [ncrease x | day
Test: Computer B/E (Eesponse Increase x L) [est
Parts: OCC @ program size
Toeols: Mersonal Computer (Memaory: Response program size)
Microtronics Shop
Optical-Chip Encoder
Installation Task
Time: (MPCP Rating + Response Increase) x | day

Test: Computer B/R {Response Increase x 2 Test

bl
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Parts: LT @ Response Rating x 3

DTC # Response Rating x 3

Tools: Microtronics Shop

SHILINK NTERFACE

A satlink interface consists of a cyberdeck-mounted protocol
conversion logic and a satellite dish, High-density fiber-optic cable
with built-in signal boosters connects the deck to the dish. The sig
nal boosters enable a decker o run a signal through several kilo
mesters of this cable without using an external signal booster. Any
chish format may be used with a deck Atted with an interface,

A standard satellite dish is one-hall meter across and weighs
five kilograms. Large portable dishes are one meter across and
welgh eight kilograms; they reduce by 1 the target number for
tests o locate satellites (see Satelllte Links, . 300, Fixed-base
earth stations recduce target numbers by 2, Moblle fixed-base
earth stations require trucks and trailers

Characters inclined rtoward a do-it-vourself philosaphy may

Uso fashion temporary satellite dishes our of spray polymer and
plastic webbing, These dishes can be assermnbled and mounted
Almost anywhere, but they only last for a few hours. The elec-
tronics for a temporary dish weigh 3 Allograms and can be
reused. The electronic components pack down into a box about
50 centimeters by 25 centimerers by 25 centimeters

Dish prices are provided in the Satlink Dish Prices Table,

SATLINA DISH PRICES TRBLE

Permanent Dishes Price
Standard portable BO0Y
Large portable |, 2000
tixed-base OO0y
Cable | D% meter
Temporary Dish Components

Electronics | OO0
PMlastic webbing Gy

Spray polymer (1 use) |

SHTLINK INTERFACE CONSTRUCTION

Software Task
Ratinmg: MPMCT Rating
Multiplier: 2
Cook Task
Time: MPCP Rating x | day
Test: Computer B/R (MPCP Rating) Test
Parts: OCC @& program slze
Tools: Personal Computer (Memaory: MPCP program size)

I"'_l..llq_:i.l-l"q:_l HCS I"||| )

CVEBEHDECHS

Optical-Chip Encoder
Installation Task
Time: MPCP Rating x | day
Test: Computer BYR (MPCT) Test
Parts: PLC 20 ML
DTC @ MPCP

Tools: Microtronics Shop

STORAGE MEMORY

Storage memory is analogous to the hard drives on old-time
COmMpPUters, Any program in a deck s Storage memaory can be
loaded onto the deck by using the Swap Memory operation. Any
utilities a decker plans to use during a run must be kept in stor-
age memaory, Data for uploads and downloads can be kept in
sterage Memory, or the cheaper off-line storage

The Matrix 1.0 [oad-speed rule, which controls the speed of
data transfers berween storage memony and active memory

does not apply In Matrix 2.0
5TORAGE MEMORY CONSTRUCTION

Software Task: None
Cook Task: None
Installation Task
Time: Memory Size + 100 days {round up)
Test: Computer B/R (Memory Slze
Parts: OMC & Memory Size
DTC & Memory Size

Tools: Microtronics 1Kt

MISCELLANEOUS COMPONENTS

Certaln Axed-price deck components, such as casing, hitch-

100, round up) Test

10 (round up)

er jacks and vidscreens, act the same whether they are hooked
up o an lcepicked L'_',-'!:c'r‘_:z-l'l.tli cheapy that some high-school
hacker is using to fix his grades or the finest product of the
Fairlight labs,

A deck s ¢ asing protects i from the daily bump and 2ring ol
a shacowrunner s life, If a deck s exposed to physical damage,
It has an effective Bod of |, The cost of casing is negligible when
'l'.'!'.ll'l'l|3u'll'l:"l'.': to the cost of ather deck c_r-||||u_-.'|r_-nl~. If somesone
wants to buy a bunch of empty casings, figure they ' re worth 10
nuyen apiece. Prices for other basic components appear In the
Component Prices Table,

See o 3. SR, for descriptions of hitcher jacks, off-line stor

age, and vidscreens.,

UR2. 0O
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COMPONENT PRICES TABLE OECK COMPONENT PRICES TABLE

Base Target COMPONENT FRICE FORMULA
Component Time NMumber Cost Fersonaware (All prices in nuyen)
|_-_I|'.l||||||: ||.'l-'|lrlr_|-I ".'flll-lw._l.l Hr””':-.'l A | H . Imf: 1 ||_:|".||
Basic (lmpact 1} M A Pl 4 MNegligible P'F Basis: MPCP
Lewvel | M A P A, 50O0¥ Bod or Evasion Ratlng* x [{3 = PF} - 95|
Impact 2, Ballistic 1) PF Basis: Program Rating
Lewesl 2 A, B 2 000y .r‘|."|.:'|'-\.|-.||'|_'.'II or Sensol |-:.-|[II'|_I.":' W |:‘-' % S 5l
(Impact 3, Ballistic 2) PF basis: Program Rating
me Level 3 NA MNA 5.000% Memory
e Impact 4, Ballistic 3) Active Memory Mp % 7.5¥
ATy Hitcher |ack 48 hours  # of Jacks + | 250 storage Viemory Mip x O¥
or CHE-line 24 hours } S 4 5% per Mp Deck Features
in Storage (OMC] ASIST Interface Hot Deck: (MPCP Rating® x [(PF x 2]
Vidscresn | & hiowars Fi | OO t .-']|_':||| ¢ (MPPCTP H‘""'"}'- % 504
| of Cool Deck: [MPCP Rating® x (PF x
iy, 201] + (MPCP Rating x 25}

. PPF Basis: MPCP
]E[:HSHL" I:"H]-E Hardening (Hardening= x [(PF x B) + 160} +
(Hardening x 70|
PE Basis: MPCE
LM Bioreedback Filter
APCP Batings = [(PF x4} + 113]) -
5.000

PF Basis: MPCP
entire cosl of the component, 1nd Ill';.1||1 r sobware, h ”';I'-"'«' e I i 5 ol
| : - ok s 5 i ¥ i b O Speed I"'r['".'r'l.| in Mel™ x Al

cuitry, installation—rthe whole nine meters. Slot wour stick and

In Matrix 2.0. deckers can order decks from manufacturers,
whi assemble them using components specified by the decker
The Deck Component Frices Table provides formulas for calculat-

ing the prices of these components. Each formula represents the

Response Increase  [(MPCP Rating® x Response) x (PF

B0 + (Response = 105)
[he formulas are derfived from the cost of the component's i r
; i f 4 PF Basls: MPCP

saftweare, chips, circuitny, and soon given in the task description

the declkmeister puts this in your deck, ready (o run

Satlink Inverface (MPCP Rating = [{PF x 21 & 40]) 4
(MIPCP Rating x 35)
PF Basis: MPCP

Components with software feature a Program Factor (PF), the
mdlgiplier in the price formuka bor sefbware, The IPF is determined

according to a specific rating of the deck, called the PF basis. For

example, the PF basis for a deck’'s Hardening is the deck's MPCP
Raring. The Program Factors Table shows PFs for various ratings,

L = e 2 W - L - i
e For example, a MPCP-B deck has a PF of 500 nuyen for (s FII:IEHI:IEE HIS[:[IH"'I'S

hardening program formula - : . oy . )
the Cenerally, deckers receive a 1WU-percent discount swhen

ordering a complere decl (MPCP, persona chips, and ASIST inter

| of pHuEH"m F"EI[]HS TABLE race, plus optional components and features)

e
;:_h” After a parficularly lucrative rum, Suryl decldes to treat herself to
e Program Rating PF {In nuyen} g new cyberdeck. She orders an MPCP-8/6/6/6/6 deck with Response
: [ =3 | O Increase-2, 480 MeP3S of 1/0 speed, Hardening-4, an ICCM filter, 1,000
10 = 2010 Mp of active memary, 1,500 Mp of storage memory, and a hod ASIST
the 7.0 500) interface.
1004 | 000 The price breakdawn for Suzyll’s new deck looks like this:
-
MPLGF:
82 % [[B x 500) + 195] = b4 x 4,195 = 268,480
A decker can Drealk prces down furtbern of cowurse, For Bod:
example, if e already has the object code for his MPCP, the 62 x ({3 x 200} + 95] = 36 x 695 = 25,020
decker needs only the OCC and Installation parts, These prices Evasion:

62 % [[3 x 200) + 95] = 36 « 695 = 25,020
Masking:
G2 u[(2x200) 575 =36x475=17,100

can be calculated from the MPCDP (ask description

By
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SENSOr;
62 % [{2 x 200) + 75] = 36 x 475 = 17,100
Active Memory:
1.000 x 7.5 = 7,500
Storage Memory:
1.500 % 6 = 9,000
ASIET Interface:
(B2 x [{500 x 2) + 40]) + {8 x 50) = (64 ¥ 1,040) + 400 = 66,560 + 400 =
B6, 9640
Hesponse Increase:
({82 x Z) x (500 + BO)] + (2 x 105) = (128 x 580} + 210 = 74,450
VD Speed:
480 ¥ 30 = 14,400
Hardening:
(42 x [(500 x 8) + 160]) + {4 x 70) = (16 ¥ 4,160) + 280 = 68,560 + 280
= b6, 840
ICCM Filtar:
(B2 x [[S00 x 4) +115]) + 5,000 = (B4 x 2,115} + 5,000 = 135,360 +
5,000 = 140,360

Putting it all together, the deck’s price comes to 732,230 nuyen. Af
the basic 10-percent package discount, Sury's bill comes to 659,007
nueyen. A more generous 20 percent package discount brings the price
down fo 585,784 nuyan.

MPLF 268 480
Bod 25,020
Evasion 25,020
Masking 17,100
SEnsar 17,100
Active Memary 7,500
Sorage Memory 8,000
ASIST Interface 66,960
Hesponse Increase 74,450
Il Speed 14,400
Hardening G, 840
IGCM Filter 140,360
TOTAL 132,230
10-percent discount 73,223
20-percent discount 146 446

OPTIONAL RULE: BREADBOARDING

All the base numibers for dec CoOoNnsiruchon assuime that the

manulacturer or decker |s building a standard portable
cyberdeck-—a laptop. In twentleth-century  terminology,  But
cyberdecks can be Dreadboarded—Dbuilt larger, faster, and cheap
er with whacked out desktop-sized components and external
Hack oxes o handle '-.|'-|-r:.4,| functions

Breadboarded CI'Us, which contain an SMPCP FETSCH AW ATE
Response, Hardening and /0 speed—weigh 10 kllograms. All
orher bread hoarded QIMPONeEnts Wi ':'-'.I' g kil HEFAITTS IR0 than
the standard component. A complete breadboarded decl is

ibowt the slze of a bwentieth CeEntuny |1{"|!-.|"=|: COMmiPUTes

when using breadboard construction, reduce the targe
numbers tor the Cook and Installation tasks by 2 and reduce the
ost of parts by 50 percent, The same discouwnt .'|!:['||||"-_ oo la
arfe declk bulldineg, Breadboared Dmponents are nol compaftible

IR srarland declks

!l

LY BERDECHSS

On the other hand, breadboarded and stanclard decks run
the same software, and programs developed for a breadboarded
deck can be cooked into OCCs for a regular deck at any time—a
program is a program. By the same token, the same utilities run
on both standard and breadboarded decks

C* decks cannot be breadboarded. You can never find a hat

OPTIONAL RULE: COMMERCIAL CONVERSIONS

Under Martrix 1.0, deckers purchased legal cvberterminals af
strect prices that reflecred the initial steps of deck conversion
stealthing the MIPCT signature, expanding the maotherboard to
accommodate the Evasion and Masking chips, and so on. They

retained the commerclal clreultry for features such as Hardening
and /0 speed and added mocdules for Response Increase. The
Matrix 1.0 rules reflected a parasitic decker subculture thar
adapted the tools of a host culture—Ilegitimate computer
usage—Iio 15 own ends

Matrix 2.0 rules reflect significant advances in the capabili
tles of lllegal programmers and deckmelsters and illegal Mairix
technology. Even commercial machines such as the remarkabie
tairlight bExcalibur lag well behind the SOTA today. As a resul
maost cdeckers under Matrix 2.0 assemble thelr own decks or pur

chase decks customized to  their own  specifications
Deckmelsters are the most common source of custom redl Cecks,
DUt a bew manuraceurers produce such machines as well, (See the

archetype for the Deckkmelster, p, 97, for further information !

OPTIONAL RULE: BANDWIDTH

Bandwidcth 15 the speed at which data moves over a con
nection. Old-tech acoustical modems measured bandwicth in
“baud,” or bits per second, A 2,400 baud modem could send of
recelve 2400 bits every second, With modern aptical tech,
handwidth Is measured in MelSs megapulses per second

Pwio kinds of bandwidth exist uncler Matrix 2 .0 rules: ‘con
pancwidth and [0 bandwidth. lcon bandwidth carries com
mands and sensory data to and fom the deck, 10 bandwidth i
used to rransfer data. Both types of bandwidth affect the size gl
4 decher s datacrall, which in turn affecets how eastly trace |C [arc
grams can locate a decker (see fJackpoints, p. 14 in Grids and
Hosts, and Trace Factor, . 45 in Intrusion Countermeasures
for iInformation on using the cptional bancdwidth rule)

The gamemaster can use one or both forms of bandwicth in
his- game. The optional icon banchwideh rule 15 simple. while the
O bandwidth rule is more complex, If the group chooses not o
use the ool onal bandwicth rdles assume that ANy _:,."|||I COIM -
tian operates ar virtually instantansous speeds. The 1O speed of
cyberclecks determines data-transfer rates, per the Shadowrun,
Second Edition Matrix rules
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GO BANDLIDTH

lcon banchwicth handles all the commands and ASIST signals
between the cyberdeck and the Matrix. lcon bandwidth is equal
the sum of the decker s persona program ratings and the rat
Ings of all the utllities he has loaded inta his deck’'s active mem
oy, A deck's MPCP, utility options such as the stealth option,
and optlons that reduce memory slze. such as the optimization
optlon, do not affect the icon bandwidch

A decker must set his icon bandwlidth ac the beginning of a
Matrlx run. The bandwidth remains constant throughout the
rin—ithe decker cannot change its size without disconnecting
and starting a new run (see Suspending lcon Operations, for
the sole exception to this rule). If something destroys or reduces
the decker s program ratings, the icon bandwidth may be reas-
sEned, but It cannot be reduced to make his datatrail harder to
frace

Before j[acking in, deckers may reduce their icon bandwidths
oy reducing their persona ratings lower than their actual ratings.
Any reduced ratings must rermain at their reduced levels for the
st af the run

Deckers may not reduce the ratings of thelr utilities—utility
programs co not work at anything less than their full ratings.
Mote that the actual size of the utllities in memony has no effect

on loon bandwidth

Sidewinder has an MPCP-6/5/3/4/4 deck. She has not reduced any
of her persona ratings fo siim down her Icon bandwidth, and so her
persona code has a bandwidth o1 5 + 3 + 4 + &—or 16 MeP5S.

Sidewinder also loaded Sleare-5, Deceplion-4, Attack-B, and
Analyze-d into her deck™s aclive memary. That adds another 19 MeP5
in the bandwidth, for a total of 35 MeP5.

sidewinder decides she wanis to load another 5 Mp of etility code
for the run, which increases her icon bandwidth to 40.

/0 BANDWIDTH

O bandwidih bandles uploads and downloads, A deck
with an IO bandwideh of 10 MePS can upload or download 10
Mp of data per second, or 1,000 Mp of data in 100 seconds
Deckers may change their deck's /0 bandwidths at any time by
performing Retrain operations

Deckers may increase their deck s /0 bandwiciths by re
aslgning Mels from their lcon bandwidths, but the decker must
suspend his icon operations while doing so (see Suspending
leon Operations)

llata ransmission

Ona 20 MePS Matrix connection, downloading a 1,000 Mp
fle takes 50 seconds—fast enough for legal users, but potential
Iy lethal for a decker trying to stay one jump ahead of black 1C
The same thing applies for deckers trying to upload doctored
datafiles or booby-trapped application programs

To avold such risky situations, most deckers keep thelr

bandwiclths as small as possible. Al the last possible moment,

they perform Retrain operations to their bandwidths, graby the

pavdata, and drop the extra MelS as soon as they re cdone. High
bandwidirh when the decker doesn’t need [t can be disastrows |

a trace [C program picks up his datatrall

Utihty Loads

Swap Memory operations enable deckers (o load new
copies of utility programs onto their decks. This may be quite
convenient when changing the mix of ufility programs on a deck
ar replacing degraded or crashed urtilities, The speed of a Swap
wWiemory operation depends on a deck s [0 bandwidth (see

System Operations, p. 117, for details)

Multiplexing

Multiplexing enables a decker to upload multiple utilities or
upload and download files or programs simultaneously. To mul-
tiplex. the decker divides his 1/O bandwidth MelSs among dif-
ferent [obs any way he llkes, For example, a decker with 100
MelPs of /O bandwidth could download files at a rate of 25
Mel*s and upload urtllity programs at a rate of 75 Mel™S

Multiplexing is a Free Action and requires no tests,

Retraming
Retraining refers to the process of changing [/O bandwidth
during a Matrix run by using a Ketrain operation. {See System

Operations, p. 117, for further information. )

Suspending lcon perations

Deckers may re-assign their icon bandwldths to /0 band
wileleh Dy '1|1'1|H'nt1||15; thelr lcon, However, icon bandwidth MelS
cannot be divided-—the entire icon bandwidth must be re-
assigned, A decker with an lcon bandwidth of 35 MePS, for
example, could re-assign 35 Mel'S to his 1/O bandwidth, but not
15 Mels. Suspending lcon operations are Free Actions

All persona ratings—MPCP, Bod, Evasion, Masking and
sensor—drop o | when lcon operations are suspended. Mo
matter how jazred up the cyberdeck s Response Increases may
e, the decker gets only 126 for Initiative. The decker also |oses
extra inltiative dice rrom reality Alters and DMNI controls, Lasthy, all
utllity program ratings are reduced by half {round fractlons
Hlowri)

o restore the reduced ratings to their original values, the
decker must reallocate the bandwlidth back to Its origlinal pur
pose, which |s another Free Actlon. However, the ratings do not
return to thelr orlginal values until the decker's next avallable
action. For example. If a decker suspends icon operations and is
attacked by IC, he can release the /O bandwildth at any time but
will have to Aght off the IC with reduced persona and utilicy rat-
ings, and an Inltiative based on those reduced values, untll his

next action. This is a very dangerous proposition

j
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Evervone who's 2onna make it in the Matrix caomes to
me—or someone like me. Lnless, of course, they spend a cou-
ple of years gefting as go0d as | am, You wanna punch hot
deck, you need the rdght wares—the hard and the soft. You
need code! | :l:'ll"'l Ccole. You need ch |'I':-‘ I Eal |||||-. IFwou we

aof the cred, 'l ser vou up with whatever voud need,”

UH S

COnIrAeciIT

UUUTES

"Dt tell me what vou want It to look like. Tell me whal
L wanl it to do,

“Mitsubama’s got a new algorithm for that, Not on the pub-
lc boards yver. but for the right price

"D, now |ack in again and tell me IF that's whart you had In

ming.,”

COMMENTARY

The deckmeister represents the top of his craft, He's a mas-
ter programmer, a master microtronicist—he can produce any-
thing in the way of cyberdecks or programs that a decker could
need. If a character has a deckmeister as his contact, lgnore the
Street Index for prices—the character gets everything at list, as
long as he maintains good relations with the deckmelster, The
‘meister has no patience with Matrix posers and decker
wannabes, though. If you aren’t serious about running the nets

clon't waste his time

Attributes
Body: 3
Cruickness: 2
Strength 2
Charisma; 3
Intelligence: G (8)
Willpowernr: 5
Eszipice: [.6G

Reaction: 5

Skills
Computer: 7
Computer {Software): 10
Compurer {Hardware): 9
Compurer BeR: 10
Computer Theary: 4
Electronics: 3
Electronics B/R: 4
Efiquette (Matrix): 4
Etiquette [Street): 3

Initiative: 5 + | DG (Matrix Initiative per gear)
Proftessional Rating: 1 -2

Cyvberware
Laatajack, 600 Mp FIFF Memonry
Encephalon-4 (3D6 Task MPool)
Softlink-2

SPU (1700 -4

Gear

As appropriate
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THE DECH SHOP

Yau won't find the deck shop at a shopping mall. No neolux

slgn outside proclaiming "Highly llesal Cyberdecks Sold Here.,”
The deck shop may be a backroom operation behind a leglt
front. ar an enterprise hidden behind samurai on retalner, mus-
cle-for-hire from the local organized-crime outfit, or another
equally deadly force. All part of the overhead, churmmer
Inside, the deck shop may be a devll rat's nest of
components, coding workstatlons, chip cookers and raw
aptical crystals all spilling over benches and shelving, Or
the shop may be a complex that makes anyone else's
clean-and-neat ook like nouveau plgsty, Personal style
rules in this feld and competence counts more than

b

housekeeping,

Mo matter how [t's arranged, the equip-
ment adds up to a microtronics facility
worth 300,000 nuven, IF the deckmels-
ter has been In business any length of
time, the deck shop contains a couple of
meganuyen worth of raw chips. loglc
circuits, and auxiliary components ke
bioscanners and ASIST interfaces, He
Keeps 1ocal computing power with a few
gigapulses or so of addressable memaory
om tap, with a workstation or a develop-
ment mainframe for the real top-line
coders. Chips and miniCDs with meg
dafter meg of source code are fled
ﬁ-llm:l:lrﬂll'l_'-:'{ Lo SOmMe :JIE:!I‘IIHHHHIrll
sCcheme—mavbe neatly, maybe in
some chaotic fashion that only the
tleckmeister can unravel

Kids used to grow up dreaming
about Santa’s workshop. This |s what
declkers dieam of when wvisions of
sugar plums dance through their
heads, even I the elves here are |lke-
Iy to be heavily armed and prone to
mocking wordplay in Sperethiel,

Oh. and don't even think about
making a run on the place. The
thought of all that gear might be
tempting, but anyone who hits a
deck shop draws the wrath of the
shop's deckmeister and his muscle,
ot to mention every decker who
depends on the shop. Drek, you
might as well sign over your cred (o
the Universal Brotherhood and send
Lane Star a resumé of your runs
you Il die more quickly.

0
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PROGRAMS

Bring me my bow of burning code. Bring me my arrows of design.

o

=Jerusalem. decker

Deckers use a wide varety of different types of programs. Persona pragrams define the
decker s online icon, Utility programs help him carry out system operations or serve as tools for
specific actions, Command set programs instruct computers to perform specific jobs,

his section defines the various rypes of programs and provides rules for creating, or pro
gramming. them. The programming process applies to the creation of any type of program
rom the deacdliest artack utifity to a simple spreacdsheet

Mote that the rules presented In this section do pot dpply o persona and decl programs

Rules for these programs appear In Cyberdecks, p. 81






SOURCE AND DBJECT CODE

A source program, also called source code, s the original form

of a program, All source programs are written In pre HEMAMIMINg lan

Buages Intelll@mble to humans, Lommon PIOSTAIMIMING 1ANFuAges

n the Sixth World include HoloLISPE, Interfdiod, MATCom, and
Oblong. These languages use different combinations of verbal o
wrtten Input andd avnamic icon r'|'|.'l'|l|'||_||._|[|a,'_|r': o combine code
cons In virtual redlity to literally construct programs

After a programmer bas written the source form of a [T
gram, e can transkiate o into an object format,. Object formar s
the actual “machine language,” a series of linked holographlc
constructs that constitute executable programs in Matrix tech
nology. Dbject code [5 what s lnaded into memory when a utll
ity runs or is cooked into an OCC

A decker must have the source code of a [Progeam to
upgrade or modify the program. Object-code coples of pro

grams cannot be used to change a program

UTILITIES

Theoretically, a sufficiently godlike decker could command the
Matrix with nothing but his bare persona and skill alone. Less divine
nEtheads, however, must supplement thelr puny skills with utllity
programs. Litilithes come in four varleties: operational, special, offen
shve, and defenshve. Operational udiities apply to a decker’s System
Jesrs. These prove especlally useful when performing system oper
itlons. hence the name operafional utilities, Speclal utllities perform
specific tasks in the Matrix. Offensive utilities are used to damage
Op0sing deckers, IC programs, and so on, Defensive utilitles are
designed to prevent or reduce damage taken in oybercombat

The multipller value listed in each utility entry |5 used In sof
ware tasks [see Cyberdecks, p. 81) and programming (see
Program Slze. p. (01). Each listing also notes any system oper
ations for which the utllity may be used |see 'fﬁl:;‘[fm Operations,
p. 108, for descriptions and rules for system operations). Some
utiliey descriptions also list options that may be used with the
utility (see Optional Rule: Utliity Options, p, 102, for descrip
tions and rules for utility options)

Unless otherwise noted. utility programs must be preloaded

into both actlhve memory and the decker’s online lcon to work

OPERATIONAL UTILITIES

Clperational wtllities help deckers execute system operatlons,
in the same way that a samural’ s smartllink makes his gun 4 More
efrective tool and his dermal armor backs up his armored jacket,
Operational utilities reduce the target numbers of a decker's
System Tests by the utility ratng (see System Tests, p. 19 in
Mairix 2.0). Deckers may perform system operations without util
ties (see System Operatlons, p. 108—not having the right pro
gram does not make the operation Impossible, [ust more difficult

All operational utilities may use the DINAB, one-shot, opti

MiEation .II'|-.‘| ;'-||l|1:F_';'-e_' l_||,'-f,i|‘\-||'1,

PFPROGRHAHIMNS

Analyze

Multiplier: 1

System Operations: Analyze IC, Analyze lIcon, Analyze

security, Locate [(

The analyze utility reduces the target numbers for System
Tests that identify IC, programs, and other resources or events
controdled by a hiost

Browse

Multiplier: |

System Operations: Locate Access MNode, Locate File,

Locate Slave

[he browse utllity reduces the target numbers of Index Tests
made o locate specific data values ar system addresses. Lnlike
andlyze and scanner utilities, which search for Matrix activicy, the
browse utility works on the coptents, or real-world functions, of

these data nocdes,

Commiink
Multiplier: |
System Operations: Retrain, Tap Comcall
The commlink utility reduces the target numbers of any tests

that affect the decker's communications linlk

Lrash

Multiplier: 3

System Operations: Crash Application, Crash Host

The crash utility does just what its name states: recluces the
targel numbers or deckers attempts to crash an application or

host,

Befuse
Multiplier: 2
The oefuse '.:‘.I||‘|:'|.' reduces the farget numbers of Svstem

Tests mace to defuse data bombs (see Data Bombs, . 41}

Deception
Multiplier: 2
System Operations: Craceful Logoff, Logon to (LT, RTCG o Haost)
Unless otherwise noted, the deception utility may be used

to recuce the farget number of all Access Tests

Decrypt
Multiplier: |
system Operations: Decrypt Access, Decrypt File, Decrypt
Slave
The decrypt utility reduces the target numbers of any
Systermn Tests macle to defeat scramble |C programs.

Disinfect
Multiplier: 2
Syvstem Operatlons: Disinfect
the disinfect utility reduces the target numbers of any

System Tests made to destroy worm viruses

U O
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Lualuate

Multipller: 2

System Operations: Locate MPayeara

Ihe evaluate utility sifts through large data samples o find
valualyle |oor Hoeseyer, e iy 'I"':".l-1'.!l'- apiclly as market
L,otrounc frac-

emianicis o e [He= HAMEeImasie]| rofls ||_'q.|
1

fons upl at the end of each run, The ratings of all evaluate pro

grams cesracte Iy e cle roll resuit This loss of effectiveness
v .
1 el iver e ole ar is currenty in =|I' i naOe

reckers with source copies of evaluabe utilities can upgrace
them per standard rules (see Upgrading, o, 231 or spend karma
Paslits to restore then | Karmia Povint restoires | Eal 15 Pesimt ees
)

THe* el te Lty This= I"-\.i'lrl|.:l"|:- represents nme 5| il ara

gramiming siock market anpalyses, rumors, news storles chac]

weetalle, and ather data into the evaluate prosram
Mirrors
Multiplier: 3
System Operations: Decoy
The MMirrors utility reduces the decker's target number for

useed In the Decoy operation

ead/Write
Multiplier: /
System Operations: Download Data, Edic File, Upload Data

The read/write utility reduces the decker s target number kor
Svsterm Tests necessary for the aperations listed, and also for any
itler Svstem Tests that may be needed when accessineg, editing

: el y [, e
if loading /creating data in the Matrix

Relocate

Multiplier: £

The relocate utllity reduces the target numbers of the spe
clal tesls racte to Sebeal rrace 1€ '||ll_l.'_|.-ll'l'|' [real |'||'|l.'l_' I'l‘ Ii'.ll' et

pcation oycles, {See Trace 1C, p. 45, for farther informaticon.)

Scanner
Multiplier: 3
System Operations: Locare Decker, Locate Frame
The scanner utllity reduces the target numbers of System

Teses miade oh 19 0 Ao S that S arch |-__|I' deckers [Tames, ol

*.1~|]I.'H'|f
Multiplier: 3
System Operations: Command Slave, Edit Slave, Monltor Slave
[ S0 urlliey reduces the t (R4 i ers For all Systen

Tesrs macle (o affect system and subsysterm stavies

Uahdate

Multiplier: 4

System Operatlons: Dump Los, Validate Passcode

The walldare wtility reduces the targer numbers of any
Svatem Tests made to implement administrative changes or read

AT Sstra i e o .-,1I-.

il

SPECIAL UTILITIES

Special utilities perform specific jobs. They cannot be pro

grammed on the thy—Il the decher does ol

have the program

ore-loaced, he cannot use it

Compressor

Multiplier: 2

Ty COmpressor  ubiliny recluces the size of data | ing
upHoscled o downloaded by S0 percent. The maximurm hle size
Fhat the O ress0T urthey can handle |s Rat 1 1 CH) r'-."ll- Lo | )
M file would e compressed to 50 Mp, halving the time it takes
tor upload or downloadd

Declks must have en .-||:.-!_|| iCHve memony 1O Accomimodiale

i I size of a compressed utility belng uploaded

the decompressed
Il :||I' Ve | II':"._""\- not have adequate active memory, It cannot
pertorm the SWAD Memory Ceratlon o 2R AT e Urleading &
[ |'.i;|!'..'.l-".'\-'.|"-,| (3] I"'.'.lll Lty reqiuiTes 1 LIC) |1'-'1.[' of Irees active mer
ory, even thouszh the program s crunched down (o 20 Mp Tor
fhe ||:_||:_:-_‘::'

Decompressing a file or program on the Matrix requires a
Complex Action, Compressed files and programs must be
et ampressed Pesbores theey can e read of s
Cleaze

Multiplier: 3

The sleaze utility combines with a declk s Masking Kaging to
enhance the deck’s Detection Factor: (Masking wlEATe) F,

rounc up

Trach
Multiplier: B
The least reverent aof the current publications fo wuslng an the

1 - i . " - i
[k le utility as trace L for decker: s

Watrix '1'."".'||“"' ::'1'
ources attribute [1s development o a Renraku programmer who
decomplled Lone Star s beagle utility (see the Lone Star source
|k f | &34, When thi Programimer 5 team [ProCiUCec Al GpREel

ended search a _I.'I-=||I||I!': that put the -.-!.I'.'.II|-|| |H'.I:-.'.5" cleslgn o
shAme, 4 (uniar englneer on the siarl lli"-.u'li']"'l'.lll"\-' it chie shad

LA 5 wWith ||'I1' T Il.-'l.l 1

i i 1 i 1 -
'-"-"""I"'\l. tracid Wty |.||||,|I:.-.||l.

began showing up in the catalog hles for Hacker Heaven and
o et .
olher ol sobware sources
In game play, the track utility Is used as a combat program
VAT I||-=_.r|i4- deckers, Ader each sucoessiul attack, Nore the MU
(=
T i ' A
ier OF sUCCesses the attacking olesc e '-\.|_|'\-||'|| | Iy LA e decker
= .
i

must make an Evasion (Track Rating) Test, If the Evasion Test fails

o vield an eqjual ar gredfer numbe of successes, the attacker s
v

rrack utility locks onto the targer decker's datatrail and begins
location cycle, similar to trace 1C (see Trace 1T, p. 45), Divide [0
Iy the atacker s net successes 0O ceiermine o many turms the

track utility needs to locate the target decker s jackpoint

the target decker can tny [0 esCape the attacking decker by

logzing off or jacking out, However, the track utility makes log

off operations more difficult il may trace a jacked-our checke

in the same Wwayv as frace 1o

F




targeted dedkers can wse the relocate wtil tos AFAINst (ra li

[PEQRTAIMS A5 AFAINST ANy (race o CRTA | S Relocaies H . 365

n Intrusion Countermeasures). When doing so, the targered
deck makes his  test IEAINST he Artac |'-III_:..=_ decker's FETISCH
rating instead of the system s Control Rating. If the relocate uril
0y succeeds, the track program falls completely, The attacker
sucCesehiilly attack the LAl are=y Clecker AEAIN Iefcire using the
track utllity AR AINST NS ORDOreErt

I course. e target gecker can abwavs crash the attac |-.|||:.=_

ersond. which would ston all its peshy [FroOgrams

UFFENSIVE UTILITIES

CHienshve utilites Inflct l‘|.-||'|.|ll.‘l-e' on e icons of deckers, IC

programs. running  programs, datafiles—preetty  much |_-_-._.r|||||:_.'_-l
~ome offensive utilities, such as the attack utillty, are general, brute
morce destructivie logics. Others are subder and more limited
A decker can program the attack utility on the filv (see
Cybercombat, p. 123] but cannot program any of the other
offensive utilities during a run
ne following oescriptions specify the targets each utility
WLHE TATNTT Can AlTACK
Attack
Multiplier
Lisht: L
"Medium: 3
ho? i ] WL
!--C '|'|!"\.' ]
Target: Deckers frames IC 5Ks  (ses Artificial
intelligences, p. | 38)
Options: Area, chaser. DINAB, limit. one-shot, optimiza
rion, penetration, stealth, rargeting
the attack utllity. the least subtle offensive program, ¢an be
rogrammed to Inflict Light to Deadly cdamage. It samples the
Istruction algorithms of the targeted icons and tries to Introduce
ty Coarse memory faults into the lcon's most frequently
ceessed code segments, In cybercombat, that translates o a
eCl attack on the Condltion Monitor of the decker ar IC icon
Ihe attack utiley affectss onllne Icons only and has no effect

30 A Hliec ke neatbody or evberdeck

tlack Hammer
Multiplies: 20
Target: Decher
Options; One-shot, optimization targeting
WO YeArs Ao 1l was a rumor, last yvear a bleed 'i:.'_-l"-.'l:-':_l
sveapon on the decks of Lone Star's GridSec elites. This wear th
ifled black hammer utility is cre pRINg up in shadowy hands
e Glack hammer ufility s a black 1C program that targets
tne aecker, not the declk. [t can kill a decker withoul krocking his
i e aff-Hne, =0 that the decker's ik |-|-|j'-|||r rermalns trace
able, Black hammer lacks the blaster-like capabllities of main
I

ame-ariven black B, but otheredse its effects are Identical oo

those of lethal black IC {see Black IC, p. 47 in Intrusion
Countermeasures)

PROGRHAINS

The maximum rating for the black hammer utility is half the
pragrammer s Computer Skill, reunded up, The program can be
istalled In a semi-autonomous knowbot (SK) (see Artifickal

|ni‘l"|"ﬂt‘n.¢_—|35 [. 140), but not In a frame

Hog

Multiplier: 3

Target: Deckers

Options: DINAB, one-shot, optimization. ta weting

Hog Is a virus weapon used by deckers against other deck
ers. It Introduces simple, self-re plicating code into the targe
cyberdeck. The sell replicating code occuples the deck s actlve
memory and crashes running utilities

Whenever an attacker makes a successful attack using a hog
program, the targel makes an MPCP (Hog Rating) Test
(Harcle ning reduces the target number far this test,) IF the attack
er wins the test, the he 12 utility reduces the rating of the ||._|,';|'|--.|

rated program running on the targeted deck by 1 polit for every

2 net successes the attacker achleved. The hos utility continuwes
to drain the same number of rAating points at e end of evieny
subseauent Cambat Turn untll ¢ has erashied th program, Then
the |'|-'-I-::- Program repeats the process with the next '”I".."" I=Fa e
program on the targeted deck. The hog program continues this
process untll it has crashed every program on the targeted deck

Frograms Infected with the hog virus operate at their
reduced ratines until the hoe virus crashes them ompletely

A decker may purge 4 hog virus rom an infected deck by
spending a Complex Action and making a successful Computer
{Hog Rating — Hardening) Test. Increase the target number by the
ariginal rating of the infected program. A single success on the
test wipes both the he & virus and the infected program from the
deck s active memory. A hog virus cannot be purged without
purging the infected Program

Declers can use the Swap Memory operation to reload pro
grams crashed by a hog virus or purged In the course of ellm

nating the virus

Hillyouy

Multipllier: 1D

farget: Declers

Optlons: One-shot, optimization targeting

The killjoy utility mimics non-lethal black [« Killjoy pro
grams inflict Htun damage to a decker’'s meathody, Orherw)se
the killjoy utility 1s identical to the black hammer utllity. The max
imum program rating for a killjoy utifity is half the programmer's

[=

Computer 5kill, rounded up
Poison
Multiplier: 3
Target: Dechers, Frames, SKs
Options: Area, DINAB, one-shot, optimization fardgeting

The poison utility attacks the Bod Kating of targeted personas

argd beehaves like acld 1. IF the des ker successfully attacks his target

the target makes a Bod (Poison Rating) Test, Reduce the ¢ raet’s Bod

! 5 . i
Rating by | for every 2 net successes the attacker achieved

i
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PROGRRAINS

Hestrict

Multiplier; 3

Target: Deckers, Frames, SKs

Options: Area, DINAB, one-shot, optimization, targeting

Mhe restrict utility attacks the Evasion Bating of tareeted per
sanas. If the decker successiully artacks his targel. record hls g
cesses.  [he target makes an Evasion (Restrict |'\-\',,.||I!|:.=_I T
Eecluce the rareet s Evasion !-'.l-'|||'.'_ I | for every 2 net success

s the attacker achiswed

feveal
Multlp e &

=
o

larget: Deckers, Frame:

Options: Area, DINAB, one-shaot, optimization, tareeting

The reveal program arttacks the Masking Racing of LAF D T
personas. The target makes a Masking (Reveal Ratins) Test
Feduce the target’'s Masking Ratlng by | for every 2 net sud

cesses the attacker achiewed

alow

Multiplier: 4

Targei: [

Options: Area. DINAB, one-shotf. optimization, targeting

| e show utility recluces the execution speed of proacrive 1C
whenever a decker hits K owith the slow otility, make an
Resistance [Slow Rating) Test for the targeted IC pro
ararm, I the o fest generates more successes, nothing happens

IF the slow Attack Test achieves more successes, the 16
wies | action for eveny £ net successes the 1IC achieved, IF the (€
& MO actlons et i A turm, i Rangs—yaoes dead

cDe That tempocar by clisabiing IC In this mapres [resents
the IC from raisi 12 the deckers security tally. Howeser SLI[
pressing the 1L requires int of Masking (see Suppressing C
0, 40 in Intrusion Countermeasures), If the IC is not suppressed
at the | ainnine of the next Combat Turn, th .-,'E.||||._:|..|_~:.I-_| roflls
Indtiative for the 0 per standlara rules and the O resumes where
¢ left ooff

Feactive [T is not vulnerable (o che slow utility, Trace |(

nly vulnerable to the slow utllity during the hunting cvcle

Steamroller

Multiplier: 3

Target: [ar Baby, lar ['its

Options: DINAB, one-shot, aptimization, targeting
The steamroller utility 15 a specific type of attack program

TR T -I-f_-l.:'.:l D damage i tar I [ CHE AT Thies stearmrolle

prograrm s immune o the destructive effect of ar program

ience the name “steamroller t Hattens tarl. Crashing tar [
- I L ¥ " 3 | '] T i =1  § 1 s L I I
IMOETAMS Wilh The steamiroller utiihy InCreases the dec ki ST
ney tatly unless the teamrolier program |5 equipped wil rhs
ehealt |-!_.';|_.|| or the decler .'|r-:|'|"\- s the | H tarndlard rules

DEFENSIVE UTILITIES

|'|'||-:|-|.-'-l FELEEY R EsE .-.'-'-I-'-|_.'I:||'-IZ.- revent, requce, or repa

.!|||||l.:_|-:_n.u|||i:|'.__':u-;|||"' dl. LRelEnsive |||||||;.| ANNOT D& Dro

grammed on the v, As with offrensive utilities, add or subtract

the utility ratine as indicated in thi wlivicual description:
Rrmor

Multiplier:

Optlons: Undimization

Ihe armor utlllty reduces the Power of damage InHicteo |
clecker & (oo 13 thee Arrmor Batl &, For examipl s arrrdar Welkey

rec e e Al cdaryiastes o ais L, lIlle=r 1C oar th= attaclk ut Hiy. B against

Idacle B, reduces only damade taken by the decker s loon i
AmaEe taken by the decker s meatoosy, I short, The Armeor il

ivvatys effectnve against stamckanc oamage o e on s Concinog
IMOriear Butl as o &ecr on Collalera CAMmaEe 10 e Oecker of Nis

beck, which must depend on Harclening for protescion
Ihe armor Utk lesiess Rating Point & e T thie el

[akes Crarmiaes -Eyery Time talle t59 corminlets 1% absorh damase
: h

frosmy a hit heerkers can replace degrached armor utilities with resh

¥ - - = 1
..-i-||'...| [Ne proErann o [RETIOrTTns I oA |i'“\.-'||'|||-|'-l--:--': LEHCEY

Lamo
Multiplier: 2

{_'I|i||i-|::||1.-_-..'. Oine-shiot 8] AT EALISN

The camo utility rating is added to the trace factor, whicl
impedes the attempis of tra IC o followwe & i s datatrall
Trace IC, p. 45, for more details). Additdonally, the utllity act
E operational utility hoar the Hedirect Datatrall o eEratieny | see

system Uperations, o 11/

Cloah

Multiplier

Optlons: One-shot, optimizatios

he cloak utility reduces the arget numbers for Evasion
[ests made during combat maneuvers (see Combal Maneuvers

W) ! 1 in Lybercombat)

Lock=1n
Multiplier: 3

Options: One-shot, optimizatio
The | I ML SO UCEs TNeE T II_.'.- [ MUITibers for CHEpaose
vensor [ests made during  combat maneuwer W Lombat

Maneuvers. 0. | 7] in Cybercombat)

Medic
Multiplier: d

Optlons: DINAB, optimization

I e rviec e wthiiilyy 15 useo Do reciiucE al; FImiser O e
I 1 r § LY = ki
oxes in the anline icon's Condition Monitor, [+ & T Il
decker must spend a Complex Actio i mMake a sSucces
SN a4 NWmieET of o0 --,,':-;. Ty TE ITTiEsEisee. Urhiey raabins 11 il
gt number Aetermaineo ot el o daim [ i 15
4 ot g A e Phe BMadls Tarome B - bl
urresres!. 5% 1CEETT O W1 | AFEEE IS LT O AL

i




Each success achileved an rhe Succe | repairs | wound

i the icon's o I Mo The 0 loee 7 -
on e wCon 5 EOnoirien o nce 1 FrOEram 0ses | |.I'|I|||l.-
:

oint each time it is used, whether [ scores any successes or nol
Deckers may load a new coprg of the el utility and restore ir

to its hull rating by performing a Swap Memory operation

MEDIC TARGET NUMBERS TABLE

Wound Level

Target Number

Listkig Fi|
iocerate r_\
Serlous (]

Hestore

Multipller: 3

Optons: DINAR, one-shot, optimization

Ihe restore utility repalrs damage to online icon attributes.
However the rOErarm Cannal Il'|:-.-lil [AEermanent I'!.'l_rr'l.'l_:.;lle-"- to e
actual persona chips caused by gray or black 1C

o use the restore utility, the decler makes a Restore Test dZalnst
a target number equal [ the rating of the program that caused the
damage, If the lcon has suffered s image from different programs,
such as Ackd -4 and Poison-0 IC programs., use the hizsher rat ng

(he utility repairs | point of damage for every ! successes

achieved on the Restore Test.

LEN § IS

ameld

Multiplier: 4

Optlons: Opdimization

Shield enables a decker to parry attacks in cybercombat
Whenewver an aftack affects the decker’s persona, the decker may
make a Shield Test against a target number equal o the skill of
the attacker—Computer Skill for a decker, the system’s Security
Value for IC programs, the DINAB value for a frame, and so on
reduce the attacker's net successes by the number of successes
achieved on the Shield Test

I'he shield urtility is also effective as a defonse against crip
Her and ripper IC attacks and any other attack in which the tar
peted decker makes an opposed test. [n these cases, the decker
makes a Shield Test and applies any successes from chat test to
his successes on the opposed test.

A shield utility loses | Rating Moint every time It is used,
wihether the Shield Test succeeds or not. Declkers may [oad fresh

capies of the utility by performing Swap Memary operations

PROGRAMMING

All programming jobs are tasks, with specific base times
fask pericts, angd tests needed o complete the work (see
Deckers and Tasks. p. 77, in Deckers).

The base time required to write a program ecuals the size

o the program muliiplied by 2. The resull 5 the base tme




MFrogram Multiplier

Rating | i
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i3 Fals] e 507 GB7e BA5 |,014 |, 183 152 .51 =

14 [905 307 LR 754 CRO [, 176G 1,372 | 56H |, 754 | B0

|"-:||||-'-.=.r_=|| n davs. When

alculating the base time, include in - BROGRAMMING T0OLS

e RO er: Yy 5l7Ee ANy siFe increases [rom Rrog@ram opions
pragram siz ny Stz I = ! The minimum setup needed for programming is a prersondl

To determine the task period for the job, make a Computer q
s nine t task | [ I computer with memory equal o or @reacer than the skoe ol the

[l rrarty 2 ! las ke Sefns . s et At
Mo rarm wating ]| INARE SEANT WS AT A1 e IRt Riiag} e 1 IwWTaaLnl - - . g 1 LA * ol
gl - i i 1 program being created. ['ersonal computers cost LU nuyen pee

¥ - 5 — i r r [d sl =]
ogramming specialization Ay Db substitwied far e . P
I T 5 3P : . Mp of memory, Minlature decks cost more [(see o, Lo4 SRIL, I

Computer Skilll, Then divice the Base fime Dy e number of 509 vl
[ kil ) ! Y the persondl cormpurer has double the requlred memaony, it con

cesses ont the Computer Test, The result s the task perdod .
. AR SR R L) i i, ! L > fers a 1 rask bonus (see Deckers and Tasks, . 77, for furthes

expressed in davs. The Program Rating used In the Compurte Information on task bonuses)

Test |s the actual rating of the program. Do not include chanees )
s B = FHs = The programmer can install o basic programming tool suite [

In the rating due to options Ly L 1 I I .
= I his personal COMmputer as wel [ bod suite, called a pro@ramiming

kit.” confers another =1 task bonus and costs 1,500 nuyen
pﬂuﬁﬁ"m H"IIHES i I I A more elaborate programming package called a program
The ratings of a deck 5 ML and Itame Cores may Not exceses i oy

! ming sShop  CoOrers 4 -+ tash Donus. A AT FhF LIS gl 1831
the programmer’s skill rating multiplied by 1.5. {The programmer costs 15,000 nuven and doubles the memory In the personal
. may use the Computer Skill, or its Sofrware concentration or computer, |IF a decker has already doubled the memory on his
Matrix Programming speclalization for programming.) The ratings nersonal computer, installing a programming shop effectively
of all other programs may not exceed the skill rating itsell quadruples the computer’'s memory and provides a +3 task
pH[trHﬂm l;IEE bonus (=1 for doubled memion, 2 for she 13
i ] y ) Using a mainframe host instead of a personal computer con
) Determine a program’s slze vy squaring its rating anc mult fers a +4 bonus to programming fasks. However, the main
plying the result by the pragram multiplier supplied In the pro- frame's Securlty Value must be at least half the rating of the pro
] -1 - e Mo = i
HEaim description. The | ”":'.1-:'”” Size lable provides precalculated zrarti | RS LR ated. Derermine the cost of one day ol [2F A Tl
'. I sizes for programs of Ratings | through 14 and multipliers up to ming time on a malnframe by multiplying the malnframe’s
| - na—— el | i R T,
i0 {all program sizes are shown In megapulses), The table shoula Security Value by 100 nuyen. Companies that sell machine time
EEE| r-'~.|'||l-ll:|||~?; within reason For unreasconable [programs actually set up virtual mai Rines with the nececsan ratings anid
gamemasters 'I'I'.I'-nl..|'-|'-'h.'5'"”.rl"’:'” -:f|-.,.~.-!| calculations. |Fmodifiers of have vy active secarity. These comparies. do not hesitate b
e Oy |.”.|,1 recluce the effective rating of a program below 1, use a reviokie Hie passcndes of anv cLstoimer Whio frisssss-with thie svs
I':'””':"- "II_ i '-I"'Ii:l il III.‘:'I':-!'II time and memory requirements tem's security or tries to break out Iinto native mode. Purchasing
T." find the size of a program '-"I" the table, hind :II"'. ""': a mainframe is out of the guestion for most deckers, but for the
: Bram s "'-:"'.f"- In the Program Rating column along '_h"' et side of more ambitious programmens, determineg the purchase cost of a
= I...:-lll. [:“.“ oo Ao ll I.!.” R I‘LﬂI”“ E'l“l... ol A maintrame | ||||||II|‘-:._.-|:-._-_ thid _"-_l.r!l'.'-_-.-.._"-. S Iy Valie
: I'-'-'_--.'_||':..'I 4 Program with a multiplier of G, for example. has a size 5 000000 nuven

al [ T "‘|'|| 3
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A programiming sulte Installed in a mainframe adds a + 1 task

bonus to the mainframe host bonus, Programming time on a main
frame that cardes a programming sulte Is quite expensive, how
ever, Determine the cost of one day of programming time by ol
tiplylng the mainframe s Security Value by 200 nuyen. Purchasing
d mainirame programming suite costs 300000 nuyven—and of
course, the suite is useless without a mainframe o mdin it on

Male that standard programming ool sultes andg shops can
be used only on personal computers, Mainframe programming
suites can only Be used on malnframe hoses

Drecleers may also "steal pProgramiming time on a hosl T
o so, the decker must perform a successful Validate Passcode
operation and plant a counterfelt passcode (1 the host, The deck
er may then use the host until the host systerm administrators
nodice the lunky code and delece i€, OF course, system operators
may also send their own dechers or heavy IC programs alter the

olftendine [Frogramimer a5 wiell

PROGRAMMING TOOLS

Tool Task Bonus
Personal computer

Cost (In nuyen)
20 per Mp of memory

Liouble required memory | 200 ey ."'.,-'||:. of memaory

;Illll'u.':l T I||i||_5.-'r Kt | | S0
Mrogramming shop F. | 5,000
Malnframe host Fi 100 x Security Value

per day (5,000,000 x
Security Value to pu
¢ hase)]
MMaintrame [0 = Se IIIiI':.I Vel e
er day

{300,000 o purchase)

I'rcmn.;l.rnrnlulq sille 5

Selena needs to upgrade her oflensive capabilities in the Matrix.
She has a Computer Skill 8, and so she decides to write her own copy
of Attack-85. First, she determines the size of the new program. The
rating on the new pragram is B and the Atack-5 multiplier is 4, so the
equation looks like this: B2 x 4 = 256 Mp

Next, she calculales the base time for the programming task: 256
12 =512 days. To determine the task period, Selena makes a
Computer Test against a Target Number 8, the same value as the pro-
gram rating. Her test yields 2 successes, and she buys 2 mare with
Karma Points, for a lotal of 4 successes, She then divides the base
time, 512, by 4, which gives her a task period of 128 days.

selena has only limited tunds available, so she buys hersel! a per-
sonal computer with 256 Mp of memary at a cost of 5,120 nuyen (256
1 20) and gets to work. She works on the program for 10 days, reduc-
ing the task period to 118 days, then takes a break for a few weeks
to pay the rent with a shadowrun.

With her cot of the take from the run, Selena drops another 5,120
nuyen to upgrade her PG ta 512 Mp of memory. That's twice the mem-
ory she needs for the programming task, and so she receives a +1
task bonus. As a result, her next 10 days of work count as 20, reduc-
ing the task periad to 98 days.

Unexpectedly, Selena comes into a bit more money, and so she
buys a programming kit for 1,500 nuyen. The kit provides another +1

e

LER§
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task boanus. Combined with the boous fram the memory upgrade, thit
produces a +2 task bonus. As a result, Selena's next 5 days of work
count as 15, reducing the task period to B3 days.

On her next run, Selena haggles with Mr. Johnson and gets 15 days
of programming time on a mainframe in liew of a cash payment. (The
mainframe has a Secority Value of 4, so it's adequate for creating the
Attack-85 program.) Mainframe access confers a +4 bonus, 5o her 15
days of work on the mainframe count as 75.

With only & days left in the task period, Selena returns to her per-
sonal computer, The PC provides a +2 bonus with its doubled memaory,
and 50 she completes the programming task in 3 days.

Programmmg leams

Characters may also work together in teams to produce pro
grams. The maximum size of a team equals hailf the Computer
Skl rating rounded down, of the team member with the !1!_:.1.5-
st Computer Skill, The maximum rating of programs the team
may produce equals 1 plus the Computer Skill rating of the team
mermber with the Righest Computer Skill. For -e'-'_h_._||1'||:-|4*- & |:-|.|'._l|;'|
with a Computer Skill of 8 may form a programming team with
3 other players, and. If his Is the highest skill In the group, the
team may produce programs with Rating © programs

For the Compurer Skill Test made 1o determine the task pes
od, average the skills of the tearmn members, rounding up, Fee
example, a team of three programmers, with skills of 6, 7, and @
respectively,. would make the test with an effective Skill Rating of

The team cannot share tools and task bonuses, Each team
member must have the minimum required computing resources
to work on the program. Without task bonuses. each day of wodl
by the team reduces the task perod by | day. To apply tash
bonuses, add all the bonuses the team members possess and
recluce that rotal by the number of programmers on the team.
The result is the team's task bonus. For example, a team of 3

Characters with rask bonuses of « 3

+2, and +3, would have a +5
group task Bonus, Each day the team works on (65 progam

rectuces the taslk period by 6 days

UPTIONAL RULE: UTILITY OPTIONS

Ltility options are modifications that alter the basic open
ton of utilities. Generally. an option enhances a program's [t
formance in one way but limits s performance in some other

Optlons dramatically increase the complexity of the Matri
rules, The Interaction of options and [PrOZEAMTS CAn Ao ]t
intricate, and so gamemasters and players should become thop
aughly familiar with the standard Matrix rules betore Introducing
utility options into thelr games. As always, gamemasters may
modify the options rules to best B (hed Zames

Camemasiers Ay also Introduce only 5[ it we H}'
aptions into thelr games, However, gamemasters should keeg
utility and IC eptions balanced. Many of the utility aptions ane
designed fto counter specific IC options (see Intrusion
Countermeasures, p. 507, and allowing IC options withour pro
viding deckers with the means to combat them may prodige

unbalancen and unsatisfving adame play
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PROGRAIMS B s

(PTIONS AND SIZE

Under the standard Matrix rules, program size s fixed. The
size that governs the base time to write the program is the size
mat the Prog@ram OCCUes O & ovberdeck

When using utility options, programs have two separate

applies the result o all specified fargets. IncCrease the larget
nurmber for each target by the total number of targers

For example, two corp deckers, A and B. are engaging an
intruder on a green host, The larget Number agalnst legitimate
lcons on a4 Green syvsterm s 4. But decker A maneuversod sl

cessfully to dodge an attack already and scored £ extra success

sies, The actual size measures the space the program occupies ; ; :
es5, and so the target number agalnst him recelves a < £ modihier,
an a cyberdeck, The design size |s used o determine the pro- i
; which ralses it to &
gramming base time for the program
' e ] The intruder engages the hwo corp deckers using an attack
Options may change the size of a utility program in one of ! ! pag ) .
z _ L program ftted with the area option. Against decker A, the larget
bwo wavs, First, adding an option to a program may alter the : 2 y H
. i F L * Mumber 1= 8 (5 2 for atta |'5.III'-:': . Largets). Against cdecker B, the
program s rating, thus altering its real size, OF an SROCO mMay 3 . : 3
= i 3 | | Tareet Number is G (4 + £ for attacking £ targets)
Ncrease a4 oroeram s size By a peErcenfadge ol Its oridindl siZe. 1N , : ’ : . e
HEES , i - The Intruder’s Attack Test vields a 7, 8, and 7. Therelore, he
tertaln cases, an aption may reduce the actual slze of the pro :
=z . achleves | success against decker A and 3 successes against
i gram but increase the design size because It requires hyper efti
= _ ; decker B.
ClENt Code : .
A | MNote that the defensive utility armor protects agalnst util
When layvering multiple aptlons on 4 single program, apply ; i Lit -
i o =] | | ; . 5 e ties fitted with the area option Personas and 1T programs camy
iy changes to the program’'s rating before calculating any per- : fi 5
m 5 ; = Ing the armor utility add a +2 modifier to thelr effective Armaor
centage changes In its size. For example, if a set of combined 2 f :
= i { , Ratings when attacked with utilities bearing the area option
aptions add +2 and +3 modifters to the program s rating and a '
rll r o | |
BO-percent Increase in its desien size, apply the rating modiflers PHI'II;EH
:|'- L . 1 o
first, Calculate the program size based on the new rating and
G _ : Rating Modifier: + |
thien apely the percentage Increase. Lumuiative percentage i .
L ! T i ’ The chaser option negares the +24 target-number penalty o
changes are applled sequentially, For example, if a 180 Mp pro :
H T ; ; attachs against IC programs with the shift defensive utility, However
gram recelves two 50-percent size reductions, frst reduce the ¥ :
u % : the chaser option adds an additional target-number penalty (o
. 180 Mip to 90 Mp. Then reduce the 20 Mp to 45 Mp. : : ;
d altacks against |C programs with the shieid defensive utility
L [H]”I]"f I_Iﬂ[l "ﬂ]’l"{'l’ The chaser and penetration options cannot be placed on the
oJ ]J
= : same utility,
Changes In the effective rating due to optlons do not count
'} | ']
| agalnst the maximum rating that a programmer can design, For [”I'"_"]
1. L . & :
example, a programmer with a Compurter 5kill 8 can design any P
l | Prog ) I : " ? Rating Modifier: -DINAB Rating
utifity with a Kating of &, even if oplions ralse |ts efmfective rating : ; )
! 3 I : DINAB (pronounced die-nab or dee-in-a-bee In Viatrix
= for prosramming purposes f . x
5 e . | | . slang) stands for "decker in a box The DIMNAB optlon gives a
Chang@es In the rating due o options also do not affect the i i -
= o o [ ; = utility program a bullt-In Compurer Skill, equal to the DINAB rat
rarget number for the programming task. A Slow-4 utility with an : )
L o = - img, Cin any of his actions, 4 oel ker may spend a Fred Acthon and
Area-d option would have a Target Number of 4, not &8 h ;
: the utility runs ltself
The maximum rating for options that themselves have ral = i
: Fear |_-:-|:.|_||||:|||'_ it a decker has the analyiEe, MIMors. an
Ines, such as the area option, s the base rating of the program, i "
iy Browse utilities all equipped with DINAB, he can spend a Free
A Slow-4 program can have no more than Area-4, even |l the : ﬂ ) .
i i Actlion and two Simple Actions (o execute all three utillfies, even
programmer s skill is higher { : _ _
= " If mach program is sent to perform an operation that requires a
| 0PTIONS AND COST Complex Action
[ g 5
' Lithities cannot run two operations In the same action. In
[he price of & program depends on s base rating and ; ; ) B
; ! - addition, the decker cannaot use the program himsell during any
design size, for example, an Attack-6M  program  without _ .
. : _ ’ E 108 Mo, T1 phase when it is running under DINAB.
opions has a Base Hatlng of G and a gesign size of 1 P Ihe : . :
"' I > ; The DINAB option degrades—Iloses | Rating Point—every
grogram’'s street price equals i1 size, 0B Mp, multiplied by : ; L I
' e e . e it fails a test, Decause opposing soffware can analyze (he
" 200: 108 x 200 = 21.600 nuyen, _ _ .
= ] 7 : ) failure pattern, find gaps in the expert system s decision tree ana
An Attack-GMMISkulk-4) program has an Effective Rating ol o ) )
S A B } 0.000 exploit those gaps. For these purposes, a test is failled any time
1D and a design size of 300 Mp, for a price of GU,000 nuyen i ,
= the DINAB option is defeated \ System lest opposed Dy (he
¥ HHEH host fsysterm. The DIMNAB option also "-I'-'."_pl"'“l"" [per this cefinition
H of fallure) whenewver it falls to hit a target in Cybercambar or the
Rating Modifler: +Area Rating :
- s i, target reduces to zero all damage the DINAB intlicts
he area option enables a wtility o engase multipbe tareets x L
n f e [ " Whenever a program or frame under DINABL control Talls a
an the host. The utllity may engage a number of targets equal to - bt . T
j S 5 : test with results of all 1's, the utility or frame crashes, The deck
: the area option rating. The decker makes one Attack Test and : 5 )
: ) er must reload a iresh copy before he can use 10 again, A awap
LEEFE <2 01




viemory operation resiores .||-_-..'.!_|.|_.'|.-.| DI AR aptions e

crashed DINAB-equipped programs and frames

rames can be equipped with DINAB, and smiart Rames
must nave this option

A decker can overricle the DINAB option on any of his pro
BrAMms Ol frames and use Rhis own L w Ty T NN ] Sk i s |'||.n. [ =il
suUch cases, the decker must spend the type of actlon {Complesx,

simple, Free) normally required for using the program

LIMIT

Raiing Modifier: - |

he limit aption restricts the utllicy to a single type of tareet,
such as dechkers, |C programs, frames, ar 5Ks, The program is
useless Against any oEned Py of tarzed

Mote that the limit oplion reduces the effeceive ratine of the
program and thus reduces its actual slze, as well, For example,
an Attack-GM (Limit: 1) AT A wirklle hase a [i.-|||||5.:l I-'. Al 563

its slze would be 5¢ x 3, rather than & x 3,

UlIE=5HOT

Kating Maodifier: Special
The one-shot option turns the utilioy into a single-use pro

2rarm, AHer the utility executes once, It vanishes, To use the urllity

again, the decker must reload it with a Swap Memony operation

The one-shiol option reduces the actudl size of the utilicy by 75
percent, Bul it incieases the |J:l|||_'..'.'1 clesign sire [y 50 percent

A decker can camy multiple copies of one-shot programs in
his deck's active memaory, but tar baby and tar pit IC programs

are extremely effective against that trick. Whenever a tar pro
gram trashes a utllity carrying the ane-shot option, |t wipes out

dil COPRIEs of the progoam 0 active memory

OPTIMIZATION

Rating Modlfler: S5peclal
'he optimization option reduces the actual size of a pro

gram by 50 percent and increases its design size by 100 percent

PENETRATION

Rating Modifier;: + |

e penetration l,l|"l‘-i|:-|'| defeats the shield defensibve wiiliog
Howeyer AFAinst I [PrOgTams with the shift defensive utllity,. &
penetration-equipped utility suffers a + £ target number penalty for
ests agalnst the IC target. That penalty is in addition to the <2 ta
get number penalty afforded by the shield defensive ufiliny

The penetration and chaser options cannot e placed on the

SaAlTee LTIty

SENSITIVE

Rating Modifer: Special

[he sensitive opilon renders programs effective on only one
manufacturer s malnframes. For example, utilities equipped with the
Mitsuhama sensithve option work fine on computers manufactured
by MWACT But are useless on computers muanufactured by anyvone eise

Writing  sensitive-equipped programs requlres in-depeh

i-.ll-:_'n'.-'.-"-_'-:_‘ll.‘__l' of the Matrix architecture of different COHMPPUTEeT sys-

LY =

PROGRRAINS

tems, Far the Computer Test :|--||||||-.| in the programming task,
use an average of the programmer’s ratings in Computer Skil
angd Computer Theory or its Mabrix Theory concentration

The sensitive option reduces a utility’s actual size by 75 pep

cent and Increases its design slae by 50 percent

ShULH

Rating Modifler: «5tealth Ratlng

The skulk option enables a dechker to eliminate or decreass
additions to his security tally prompted by crashing IC programs
{see Intrusion Countermeasures. . 40 Whenever a deche
uses a skulk-equipped program (o crash an IC program, reduce

the resulting security tally Increase by the Skulk Rating

SOUEEZE

Rating Modifier: - |

lhe squeeze option creates a self-compressed program. The
aption reduces the utility s actual size by 50 percent o [T
&5 of uploading, as it it had been uploaded under the
Compression utility, However, a squeezed program cannot be
wsese! untill the decker '-|'l-.'|||i'- d A |.||'.|'|Z. % Action to -.|-'-I.'II-|III:“:"-
it, Decompressing the Program recures no est

I a squeezed program is uploaded using the compression
aoptan, i recelves the Denetts of Both options. I he |-I.|:._':l.-_|'|'|'-.
size |5 reduced by 75 percent, However, the decker must
decompress the [Frogram twice—aone Lomplex Action o undg
the Compression optlon s effects, and a second ( omplex Actlor
(o undo the effects of the squecze option

[he squeeze rating modifier affects the utility's design sips

anby, not its actual size. Decks must Bawve enough free active

MEemoarny o Accomimoadare the ubilioy 1 1rs AeCoImpresse 1 Frm

TRRGETING

Rating Modifler .2
The tareefing opfion provides a =2 tareet-number mocifies

far attacks macde with tarcet 12 - U ppe | BTelaAar utiliees

COMMAND SET5

A comimand set consisls of a SIMDIE |30 Oaram o ardlérs thal
a cdecker can leave on a host o e executed at a later
writing & command set may require one or more Subsystem
lests, depending on the tasks the decker wants the host {o pet
form. For example, IF the decker wants the host o mar ||!|||.|:-.' |
remote device—such as opening a security door at a specifié
time ar after receiving a specific signal—he needs o make a 5w
cessful Slave Test, IF he wanis the host to orint somi thing out ar
erase a file, he must make a Flles Test. IF the decler wants the
host to open a 5AN at a given time, he must make an Acces
[est. and so0 on The samemaster detormines the speciy
hHulbsystem Test needed for the command set (when In doubt,
use a4 Control Test).

The deception utility reduces the target numbers for all

these tests [see Deceptlion, p. 94G)

r———r
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More complex sequences of action require the decker o FHI:I"'IE [:[IHE
write 4 program In advance and upload it. The deslgn size of ] )
e 2, - _ . The frame core is the master control program for the frame
such programs is 1D6 x 20 Mp. After uploading the prosgram, : ! : :
- ks Think of it as a box that holds the other programs of the frame
the decker must make a successful Control Test to load the [Irc- ; Pl ;
: The sizes of rame cores are determined using the same formula
gram Into the host . ¥ iy A
3 ds for other programs: Frame Core Rating? x Frame Core
Al Total any successes the host scores in opposing  these ; ] :
: v Multiplier. The size multiplier for all dumb frame cores is 2: the
P subsystem Tests. Divide the sum Into 24, The result is the nurm TS )
_ . multiplier is 3 for smart cores. Programmers must specify
m ber of haurs the program will centinue to run on the host with- _
Y whether a core will e dumb or srmart when writing the core
I out being detected and purged. If the host scores no successes, - .
Frame cores may be equipped with any of the following
i the command set remalns undetected for 48 hours, ) ) L= ) g
3 options: DINAB, optimization, and squeeze
1 : H ;
: Lore Katings may not exceed the programmer’s Computer
3 FH"mES Skill x 1.5 (round fractions down). The following characteristics
AT ; .
are cerived from the Core Rating:
& i . , - .
o First, the combined ratings of the core's Bod, Evasion
5% Frames are combinations of decker-selected utilities, |ust as | . . .
_ ; Masking, and Sensor attributes may not exceed the Core Rating
i constructs are combipations of IC programs. Frames may be : : E e,
‘ i D f b I" S Any attribute may be set to O, If the deslgning decker desires
i, WD OF ST UMD ITames are linked o the decker s persona i . ] ) : [
t : e i : I s ' The Core Rating Is used in place of an MPCP Rating for any
and only exist as long as the controlling decker remalns active on £ *
: rest requinng an MPCP Rating,
1 the host. Smart frames are |,.;'||;-r|_|:-||' of Independent existence In 2 . - \
. ' The Reaction attribute of a smart frame Is equal to the
the Matrix. whether thelr creator Is logged on or nat ; _
mame s Lore Rating

105
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Finally, the combined ratings ol all programs (not including

options) N the frame may not exceed the Core Rating. It Core
Rating Paints have been allocated to the frame’s Initiative, use
the reduced Core Hatine for this purpose (see Smarnt Frame
Inbilative, Delow)

Drecliers may res-use frame cares with different combinations
of wriliey Orograrms (o miake different frames. However. & core's
ATITIDUTES Tidy ol e rearranged

Il make a frame swith different

iErripuces, the I”".".E AETATTTIEET TTILSE WWTIDE 4 e ITAsE Jore

MAB and Cores

Sl aimiart frame cores must e programmed with the DINAB

5 L T ALET Skill, The addition ol

1 | B 3

M LS AR TR T I T s rhe cores desion |'_||||||_: | ||||u.
= .

Lk ':. 4 Halifd

LAl Trearmiessy "|'|'.' LI PragEram or a4 clecker s SO

mancl. Hossesve . durmita ares may e I;':|-|:| widb il e |:|-_""|‘;'|.|d|

|
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or bhoth smarr anel eluenls orees. rhe I_:l-:"_l_-'a;l'u |__|_r|| ot ratin
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PHOGRRAINS

cletermining the task period for loading the prosrams. To calculate
the loading rate, combine the ratings of the proorams and divide
b 2. The result is the Loading Raring. Do not include the ratings
ol aptions or the frame core when calculating the Loading Ratng
NEexl, Calcuiate the loadine size
Loaching i'!.ll.illf.-':_"'l loading size in Mp
Then, determine the loadine base time
Loading sire = 7 loading base rime in days

Mow. make a Computer Test against the average rating of
the programs oo e loaded, The Software concencracicn or datrs
Mrogramming speciallzation of the Computer Skill may be subsil
tuted for this test, Use the numlbaer b successes (o calculate the
153 |-:|II|_:.§_ LAsSKE Deriod

Loading base time + Computer Test successes = tash period

I Says
Mhe actual size of a frame |s the actual size of the frame cor

lus the actual size of all programs and options

iodeteec] o i

Genie has a 12-poinl smarl frame core with a DINAB-8 option. She
aliocates 2 Core Raling Points to the frame’s Initiative, so she has 10
points left over for programs.

She wants a sell-directing Matrix weapon, a killer drone program,
=0 sha decides to load Attack-65 and Cloak-4 programs on the frame

That calculates the loading rating as follows

(10 + 2)¢ = 25

That gives her a loading base Hme of 50 days (25 x 2). She achieves
3 successes on her Compuler Test, so the loading task period i5 10
days {50 + 5)

Genle's smart frame is 8 husky program when completed: 1,200 Mp
lor the corad, 144 Mp for Attack-65, 48 Mp for Cloak-4—1ar a total ol
1,392 Mp

RUNNMNG A FRAME

OUMB FRAMES

b

D" 0D

Luen




Wl

lecoy Frames

Ay dumb frame can act as a combination scout o T
ingl decoy, These so-called decoy frames can perform sarious
ANalYZC opEerations and rmay DBe leeedd with scanner atilities and

usec] for | mcate Liesr ke -_.|!-|'I.|||IZI||"'- y MR ‘_'h-'_l.l'i-'l"'m [lpr‘rﬁtiun.‘- R,
| 14, for furcher inbormaticn, |

IFa ceclker i“ o 1S Al :-_I-E'u Oy r-|l|'|.|llg-|| A Poist o }'III'| oyt
term, che swstery directs all security mMeasures o158 bl vl the decoy
frame as long as the dec ker himself remains indctive, The decker
sEs Fis o 'i--:'-r!l|_|:.'-'| LE roomake tests Bar the frame Lt all
crmbu b -relaled seores 'I|'|;|""|.I O The ooy fraume’s FalEITIE S, 16T
his owaen, Only the wudlides loaded into the frame can be
|-|'||-.|.-.-_l.-.-.-! durine the De Oy DReration

If the frame s actions create 4 security 1ally that rigzers K
wograms, the 1C pragrams go after the decoy frame, nol the
decker's persona, Because the frame has the same datatrall s
the cecleer, this doesn t I|-'-|Ir'| the decker’ s situation when Fae nw
trace I

Once a clecoy frame crashes, the host systerm and Ay active
IC programs react to subsequent actions by the decker per stan

dard rules

Event Triggers
D keerrs can also create cdumb frames (o notity them o s

o evenls in the host systerm, The decker must e present on
| R T Bl -.':l'.|r-||| o receive the ||.I|||I'.'- II'II"-\."_ui_.iIE" This Tk
reciulre a Mull operation (see System Operations, p, |1 /]

To serve a5 an evenl III_'.;".-LI'I the frame needs a Sensor
weribuce and analyze andfor scan utilities, The attribute and util
ities must have ratings l--_|l_'l| [y o -.'-.‘-:-.'-e-l_'-:‘llll:.:' half the bost's
Securty Value. An analyee utility s needed to detect ewents
caused by the host ar (1S ATOErATSs The trame myus] ot A
seanner utility 1o dececl events caused by other cledhers or leall
mareE wsers o0 Hhe oS
Deckers may include any other utiliges on thé frame iF add

Hedinal Cajpaciiy remalns avaliaile

[eapan Carciers

Deckers oftern oAl [rames wWitl offensive utilities and  use
these "weapon carfiers” as auxillary weapons inooybercormbg
Such frames enalile a decHer 1o carry WIEA DN S that oloy ol ralee
in active memany of hils icon bancwideh, O course, IF thee Iramme
rashes. the decker loses the programs. Each attack with a

WA IO - CAFELET TR recuires "\-II|||:|I' HAciron

1 L

SMART FRAMES

Lmart frarmes Can paeriorm any ai tlon 4 dumby brame can I
acldition, smart Fames have their own "skill” (their DINAB
Rarinz), and their own Besponse and Inidative ratings. The decl:
ar uses a4 brese Achion o _'_'.l-.-- rhe smart frarme a basic aorder. ancl
the frame then carries out that orcer on 16 owin

For example. a decker can order a smart lrame e uipped
with cormbar ucilicles tov find and destroy an icon, The frame has

s own actions. In same terms,. the player who contrals tha

L

cAecker rans |||r' Irame a weeell . Dsul the Irame s acticmns o T

require any attenticon from the decker and do not us W Ary ol

the Charad besr 5 ACDons

UPGRADING

Deckers may |:!':.1_I---':-: Ay TGS TAnm clescrl e In this sec
thind with the exception ol Commang sers—uoy rAISIng . e pro
gram's rating. The programimer must have a capy of e pro
Eram 5 source code o (A radle the arogram

Uparading progran programming task. To determine
the base time for an uparade, first determine the base time For
rhis Program A% I creating e Qrosrdrm frovm =oratch  {see
Mrogramming, . 100), Then calculate the base time hor writing
the current progam version. Then subfract the current versicd
base Hmye trorr e Up@racten Yersion Dasee DI The result is the
base time necded for the upgrade fask

Mextr determine the task pedod. Begin by making a
Computer Test against the rating o the upgraded program
Divide the upgrade task base time by the test successes The
result |5 the task period in days. The rest of the programming
process  proceeds per standard programming  rules {see
Programming. . 100

Deckers may also upgrade a program by adding optons 1o

the program, rather than increasing the program s rating

BUYING PROGRAMIS

heckers can purchase any of the programs descnbed in this
section. A program’'s price is determined by irs rating and eskgn
sl ':.]!J|I':.|!I ratings do rot affect these prices, Malo Aogallalbbll oy
lests using the Etiguette (Meadii) Skill

All prices given represent the cost of object code and a copy
ol the source cocle. Resthuci [AFICE: by &5 [aercedl foE obhject-cogle
SNlY RPrograms

Under the Virtual Realldes 2.0 rules, calculare priices for all
[AFOEFArTs—Iir I||11|||_'.'_ [FEFSONAWATE A WL es LISIN e the 1O
miulas an the Program Prices Table, The distinctions for utility and
WersOna progams in the orginal SE Matnx rules were baseod on
the cost of the personaware chips, In the YR 2.0 rules, the

NIy aAT e PINCE Nas eeen urtlrunolled rom the sofbwe e orlce
| [ i

PROGRAM PRICES TABLE

Avallabillty Street

Rating {in nuyen) Index

Mrogram I'rice

3, Lire w 100 267 clays |
o —{3 Slze = 200 47 davs | 5

i Size x 500 8/ 14 davs
| Size x| D00 165 30 claws




l .
ﬂ'"'

. i U S
: . __szzoam . _,..::--"'-""1

VO TGS OPERATIONS

It’s not enough to know what to do. You have to be able to do il

L

one jump ahead of the IC, or you're gone.

O

<llo Carmer decher

A svsrern aperation represents 4 command or series of commands that a decker gives 1o a
hast or grid to perform a specific task, Almost any task a decker may perform In cyberspace is
expressed as a system operation. This sectlon covers most of them, If a decker wants to perform
some action not covered In the listed system operations, gamemasters may create thelr own

systermn operatlons, using those described here as guidelines.
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SYSTEIM
DPERHTIONS

ALYZE HOST

Testy Control
Lieiliey: Analyis
Actlon: Complex

An Analvze Host operation enables a decker o analyze the
ratings of a host, Foar each success in the Control Test, the deck
er chooses ane of the following pleces of information, which the
gamemaster supplies

* the host s Security Rating icode and value)

* the rating of any one of the five subsystems on the host

* whether the apparent host is a VM {see Virnual Machines

. 34 of Grids and Hosts)

Seven or more successes gain the decker all the available
Infarmation about the host, Note that a decker must e on the
host to run an Analyze Host operation on [t—no sneak previews

from the aric

ANALYZE IC

Test: Control
Utility: Analyze
Action: Free

The Analyze IC operation enalbles a decker to identify any
specific IC program that he has located (deckers may locate |1C
programs by performing Locate |C operations or by coming
undler attack from the IC programil. If the Analyze IC operation
sycceeds, the decker learns the type and rating of the IC pro
gram and any options or defenses it carmies. If the IC is a trace IC
program, the decker also learns whether the trace program is in
its hunting or lecation cycle, IF the IC program is in its location
cycle, the decker learns how many furns remain before it com-

pletes the cycle

ANALYZE 100N

Test: Control
Uity Analyze
Actlon: fFree

The Analyvze lcon operation scans any icon and identifies its
general type: IC, persona, frame, application. and so on. The
decker may recduce the Control Test target number by his Sensor
Rating and any analyze utllity he is running. However, the rest
target number may not drop below 2, regardiess of the decker s

combined Sensor and analyze urtllity ratings

HIRLYZE SECURITY

Test: Conitrol
Ly Analyee
Actlon: S5imple

The Analyze Security aperation tells the decker the current
Security Rating of the host, the decker's security tally on the host
ancluding any tally points accrued by the test for Analvze

e urity, and the host 5 alerl status,

HNALYZE SUBSYSTEN!

Test: Targered Subsystem

Litiley: Analyze
Action: Simple

An Analyze Subsystem operation identifies anything out of

the ordinary about the targeted subsystem, The operation iden
tifies the presence of frap doors, worms, scramble [C programs,

or other defenses or system ricks present on the subsystem

CONTROL SLAVE

Test: Slave
Uthlity: Spoot
Acton: Complex
The Control Slave operation enables a deckor o take coniro
of a remote device controlled by the host's Slave subsysoem
Remote devices range from simple automatic security doors ancd
elevarors to entire automated factores full of robotlc assemblers
If the decker is attempting to take control of a manutactur
ing of 54 eEntitc process controlieo By e Slave subsystem. he
miust make the Slave Test with the average of his ratings In
Computer Skill and a B/R or Knowledge Skill that applies to the
process. For example, a decker attempting to take control of an
automated medical lab would make the test with-an average ol
his Computer and Biotech skills. or Computer and Medicine
skills, or Computer and some similar skill. Be sthct about appro
priate skills here, especially if the decker Is attempting a task that
might call tor some abscure skill specialization

The Control Slave operation is a monitored operation

GRASH APPLICATION

Test: Appropriate Subsystem
Litilkty: Crash
Actlon: S5imple

The Crash Application operation shuts down one of the
host's application programs. Application programs include any
legitimate program other than IC or decking programs
Applications take care of regular Dusiness on a host—you kKnow
the boring siuff

The Subsystem Test for the operation depencds on the appli
catlon rargefed. If the decker is targeting an application program
that controls a factory or a security Installation, for example, the
decler would make a Slave Test. The Crash Application operation
may alse be used to shut down a legitimate user s session, which
is a function of the Files subsystem. IF in doubt, the samemaster
can alwavs ask the character to make a Control Test

Crash Application operations have no effect on IC programs,

Irames, consiructs. or other declkers

CRASH HOST

Test: Lontrol
Utily: Crash
Actlon: Complex

The Crashlh Host operatlon |s the decker's "doomsday
wieapon, A successful Crash Host operation lorces the host o
shut down, dumping any hostile users as well as the decker
himself (unless. of course, he first performs a Craceful |'-.|-'.._I||

operation)

Ui 0D




If a Crash Host

Host systems oo not shut down instantly
operaton succeeds, divide the decker 5 successes info | O Comibat

Turns, The result [s the number of turns that elapse before the host

huts down., At the end of each Combar Turn of this countclown

the host system tries to abar the process—make a Security Value
lfest against the decker's MPCP Rating. If the rest succeeds, the
shutdown process stops and the host stays up

During the countdown to a crash, recduce the ratings of all [
programs running on the host by £, These reductions reflect the

drain on svstem resources caused when the host allocates

rescurces to the shulcdown instraction,. Al reduced ratinegs return
ey nosrmal immediarely iF the crazsh is averted
B M I s = 5 i St ¥t i
WSOTE gl A& &g Il.I'I Al Ol .'l;-_Jr- a shmtooswn cCountoiown
aused Iy A Crash Host aperaiion he has pertormec
A shurclown wipes out all frames, coimimancl sets, anc ot

programs left behind by the decker, The host computer reboots

imelt, whilch automaticatly cleans all its code, deletes securthy tallles

and alerts, and restarts the host with all its Basic ratinds and values

Tyvpically, svstem administrators recoenize decker-insti

gated crashes and Increase security measures when restarting

DST SYSIETIE

JECOY

Test: Control

Litithby: Mlirrors

Action; Complex
Thie Do

IFalal | I|||':. OO IMasys |||.I'."|. e

oy operatlon creares a ldecoy copy of the e ker's

attention” of proactive 1L pro

AT Recoard the number of sucCesses

Fiar 1 irEe| the dec|ier

he decker achieves on the Control Test, Whenever a proactive

i
18 g

wrraAm attempts to artack the decker, roll 1 D6, IF the die rall
25|l ess than the number of the decker's Control Test sui
cesses, the |C attacks the decoy instead of the decler's real icon
In the event of a tie, decoys ool [0 programs.

Decioy's have no S ial defenses and no L1.1I‘.‘:.1_L{4" res|seance,
so they take full damage when hit, Decoys disappear when their
Londition Monbtors Bl up

Mote that decoys are not effective against trace |C.

Decoy operations may be used o lock the attention of [0

programs on frames (see Frames, p. [105)

UECRYPT ACCESS

Test: Access
Utility: Decrypt
Actlon: 5imple

The Decrypt Access operation debeats scramble hC PEOETArTS
guarding access ta a host, IC pragrams on a scrambled SAN must
be defeated with a Decrypt Access operation before a decker can

perform a Loe-0On fo Host operation on a scrambled SAN

UECRYPT FILE

Test: Flles
Utility: Decrypt
Action: S5imple

H

12

SYUSTEIIN
OPERRARITIONS

Thie Decnypt Fle operation defears scramble Ko programs or a
file, Deckers must perform successhul Decry File operations an

scrambled Ales before performing other operations on such files

DECRYPT SLAVE

Test: Slave
Litilky: Diecrypl
Action: Simple
The D il Sl A Dperation lefeats scramble L program

on A Slave subsystermn. A decker cannot make Slave Tests agains

y scrambled Slave sulsysterm undld he has performed a suUcoess

ful Decrypt Slave operation on the subeysien

DISINFECT

Test: Appropriate Subsysiem
Lidilkty: Disinfect
Action: Complex
The Disinfect operation destroys wWorm virus programs on a
specific subsystem, The decker makes the operation lest against

the ||-,l_|-||--| subsysiem—Ir a host s Files sulisysiem has warm
]

programs, he makes a Files Test, or example

00WNLOAD DATA

Test: Files
Ltillty: Read\Write
Action: Simple
The Download Data operation copies a fle from the host lo
The data mowves at whatever 1O} band

Ihe |.||__'|'_|l.|."| s -_-:.-'l‘.-r'r-".t'l I

width the declker has allecated, It may be transberred (o actyve

memaory, storage memory, or even off line storagae
The Download Data operation bs an ongolng operation that
continues until the data transfer is completed, the decker logs off
ar is crashed. or the decker terminates the download early. I the
opeEration 15 terminated Betore the transhker |s -:-.ll‘i.!li-l'il.'-.| [ Cre
aless A Corrdpted copy of the fike, which is worthless

Howwewer, i the file contains information cthat is particulary
|"-'.;|.,||I,.;|,||I [0 ahn Adwenturs the _'.'..II'|||'|:I.I'-.I\'.'r Thckly .|||l."'-.'- |'s.||'.|._|| y
|_|::|r'=|!_||{'i|'q_| downloads o |'.-r-.:-.|I.I|1' l.'..'.."'.'..l.'ll-l.| vel readable b
coples, The base fime to recanstruct a damaged file Is calculated
as follows:

ifull file size in Mp divided by amount o
data downloaded In Mp) x 2

The result is In days. Once a damaged file Is reconstructed, me
gamemaster determines whether the fle contains the pertinen
informarion by dividing the size of the downloaded e by the fu
size of the orginal file.

For example, if a decker manages to copy 10 Mp of a 100 Mp
file. the base time for reconstructing the fle is (100/10) x £, or U
lave, []i'-'il.”II.'-'! [ by 100 vields .10, so there |s a |0 percen

chance that the copied file contains the pertinent information

DUMP L0G

Test: Control
Litility: Validare
Action: Compilex
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The Dump Log operation is an interrogation operation that
enables a decker to open and read host-access logs. The logs
record the identities of legal users who accessed the system,
which files they accessed, which programs they ran, and so on
F-"'.""'l‘-l-'ffl |I':'_'-'f,':\- also nore Ay INEruUsicons or ';.L|5|':I|_"|._':'r_‘|:1 Intrusions that
the host observed—basically, any decker runs that trigsered a
seCurity response. However, Intrusions may alse show up on sys-
tem logs as fatal program aborts, hardware glicches, and other ran-
dom systerm errors—particularly IF they are successful, sneaky runs

If Information on a system log is crucial to an adventure, the
gamemaster should prepare the log In advance. If log entries are
not particularly Important to an adventure, the gamemasier can
improvise them,

Deckers may also download system logs onte  their
cvberdecks for later analysis or documentation, The size of a lag
covering a Zd-hour period is calculated by multiplying the host's
log size multiplier by 100, The result Is in Mp

e

AT

L
- M

L0G 5IZE MULTIPLIERS

Host Intrusion DiFficulty Log Size Multiplier
Lasy LD x5
Average D0 x 2
Hard 205

EDITFILE

Test: Files
Ltiley: Read,/\Write
Action: Simple

The Edit File operation enables a decker to creare. change
or erase a cdatafile, Small changes approdimately one line of
print or the equivalent of one short form of some kind) can be

made directly on the host by performing this eperation. Befare

I3

LRSS ]




replacing larger amounts of data, the decker must prepare the

e material off-line first, then upload it and perform an Edit File
operation to insert it into the fle. Any uploacted Information may
pe inserted with a sinsle B4t File aperation, regardiess of I(s size

A successful Files Test creates new files. Because these Hles
do not have legal heaclers, the operating system may erase them
it any time

Dechiers also can use Edit Fle operations to make coples of files
on the same host, Thus, deckers can copy a fle from a particulary
secure datastore, stash it on a less secure part of the same host and
retriewe §f at a later tme. When using the Edit Fle operation In this
manmer, 4 decker must make two Subsystem [ests The Arst test |s
3 Files Test, The second test is made against the subsystern that
rontrols the location where the decker hid the copled fle

After alterdng, Inserting, or deleting a fle, a decker must
make a Computer Test against a target number equal to the
host's Files Rating x £ to determine iF the host notices his work
The decker may add hls deck's Masking Rating to his Computer
the host does not

Skill Rating for this test, If the test succeeds

notice the changes, If the test falls, It does.

Deckers may make the same Computer (Files Rating x £)
lest to determine whether a host or another decker has tam-
this case, the declker may add his ceck s
test

the decker recognizes signs of tampering in the file

erec] with a e I

Sensor Rating to his Computer 5kill for the IF the test suc-

ceeds
Keep In mind thar any time a decker deletes a host fle, the
must consider the the achwenture In

FAMeMmaShe mpact on

ko ress and declde whether back-up coples of the Ale exist
| )

EDIT SLAVE
Test: Slave
Liddlitles: Spool
Action: Comiplex
The Edit Slave operation s a monitored operation that

enables a to or recelved rom a

decker to modify data sent

emote device controlled by the host's Slave subsystem, Fou

warmple, a decher could perform Edit Slaye operations (o alter

video slenals or sensor readings from a computer-controlled

sec Uity system or alter readings belng sent to a console or slm

GRACEFUL LOGOFF
Test: Acces:
Liillty: Deception
Actlon: Complex
The Graceful Logoff operation enables a decker to discon
nect FFom a host and the LTS where he Ic.'.'f-'."‘.'-"';'l on o the ;.:EII"I-C|

cperencing dump shock

_r||..| 10
addition, a successful Graceful Logolf operation clears all

traces of the decker and his actions rom the H-e','l,lllir_-,-' and merm
ary systems of the host, The operation also leaves the deckes

imvulnerable to trace L programs after he has disconnected (see

Trace IC, . 45 of Intrusion Countermeasures|
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INUALIDATE PRGSGODE

Test: Control
Litility: Validate
Action: Comples

[he Invalidate Passcode operation enables a declker to erase
a single passcode from a host s security tables, A decker may
also use the aperation to trash the host's entire passcode list sa
that no legitfimate users can get on using passcodes, This forces
corp deckers (o log-on to the host by lllegal means and puts
them on a more even footing with the Intruding decker, When 4
acld a +4

maclifier to the target number for the decker s Lontrol [est,

.OCATE ACCESS NODE

Test: Index
Lledlhty: Browse
Action: Complex
The Locate Access Node

Cecker attempts (o wipe out an entire Passcooe st

operation Is “directory assistance
Sinth World-style. It enables a decker to find the codes of LILs
that provide access to the hosts he wants. The operation also lefs
him locate commcodes for regular trid calls

Modify the target number for the Index lest according (o
thie declker's statedd goal For example, IF all he knows is a com:-
name—"I'm looking hor a Mitsuhama sys

pany or individual

T .l,_:||a-|'.|.' A+ 1 modibher to the target number, IF [is -:'-|‘I"II 15 d
bit more specific I'm looking for a Mitsuhama public-relations
systerm” —cdo not modify the target number. If he has a definite,
specific goal- "I'm locking for the Mitsuhama public-relations
system out of the Mitsu office in Bellevue on LTG 52009 —apply
4 =1 maodifier to the target number

Dince a decker has located an LTG code, he need nol repeal
the Locate Access Node operation to find the host in future—
il COUrse

unless its owners change the address

[he Locate Access Mode operation |5 an interrogaton o et on

LOCATE DECRER

Test: Index
Utility: Scanne
Actlon: Complex
The Locate Decker operation |s a two-step process. The deck-
eor makes the standard Svstem Test and then a Sensor Test, The
decker locates any other deckers whose Masking attribufes are
equal to or lower than his Sensor [est results, In addiflon, he
krnows if they log off or jack out. IFa targeted decker 15 running 4
sleaze utllity, add (ts rating to the targeted deckers Masking
Rating to determine if the testing decker locates the target deckes
Located deckers may Dreak contact by maneuverng (sesd
121)

Friendly deckers who wish to make thelr presences known

Combat Maneuvers, p

to each other may do so automacically

LOCATE FRAMIE

lTest: Index
LHilHy: Scanner

Action: Comples




SYSTEIM
DPFERATIONS

The Locate Frame operation locartes any smart frames or SKs
running on the host, The operaton is not effective against IC con
structs because the host protects them from application index
ing, However, constructs mav be located with the Locare [C

operation (see Locate IC, below)

Gamemaster: Right—the keyword seems to be Project Nightwalker.
Something in some e-mail in the secure dataliles.
Player: Great. Find the message file, | want to read it.

AL this point, the search Tor a specific file Is really enough—and
any successes by Seshi will hit 5 total successes anyway, The

e gamemaster has already decided that this host is not secure enough
A L[l[:m-[: PILE to contain the full detalls of Nasticorp's Incredibly evil scheme, but
H:,: the e-mall containg an origin address on a tougher host, where they
Test: Incex keep the real paydata. That host also containg the names of respon-
P : i
Utithty: Browse sible individuals on the Masticorp roster who can be located through
{3 ; ki , ; :
Actlon: Complex the p_Elsnmml databases and invited to ml.hunFEn their consciences to
«l Y Sushi's muscular friends back in the physical world.
1 The Locate File operation Is an interrogation operation that
-
searches for specific datafiles. To use the operation, the decker
must have some idea of what he Is leoking For—"wvaluable Il][l"'l[:lﬂ
H b "] ¥
data  |s not enough. In fact, that i= a different operation (see =
sty [nodex
Locate Paydata) i '1“ _
lity: Analyze
If the operation succeeds, the decker knows the system . s b
location of the: file Action: Complex
L R il E =
A The Locate 1€ operation follows the same rules as the Locare
) Chistributed databases can make for a real scavenger hunt S I'I I I | _
o ; I recker operation wvevel, the decker autormatically locates the
I|'I-:'|u;|.:|| thie Matrix, Here's o '=||".[1||' v_:-;.i.rur':lq'\- I-|-r_*.-*:r A contans one : o i A E¥ et iy x e
+5 . . IC programi(s) if his System Test succeeds—he need not make a
master copy of a database; Host B contains subordinare files that . _
s F Sensor Test. The IC programis) remains located unless it maneu
point back to this master, perhaps through a series of two ar three =
A vers (o evade detection
ather hosrs. At the level of computer access invalved in decking, a
b .
decker must et fo the master database o extract or edit informa
- ; : = oy : L"E"T[: I]Hlll{]"”:l
ion. 50 a decker on Host B performs a Locate File operation and
5 . . Test: Index
fincts the reference he Is looking for, He opens the file to do a PP
1 ] tility: Evaluate
' Download Data operation and discovers it is actually a subordinate Y i
M5 . : 7 Action: Complex
file pointing him o another host, He switches to that host—the . | =
= . - ] he Locate Paydata *FAllon 15 an interroeation operation
suboidinate files contain the LTG address of the next computer in R L et Rl b - ol phae S
Bl that enabies a decker to search a host for markecable daca, Foi
line—and goes through the process again, only to find that he has
iy " edach net success the decker achieves on the operation Index
o @0 ta el another host, The eamemaster can roll 1D6G o dele I ) e
] : lest, the ration locates | poi Mivdala (n the host (the
mine how many of these links exist in a given chain of files i i el cates | point of payaata in the
'l gamemasier assigns a payvdata wolume o ewvery  host—asee
' Cybersushi is on a Green-& host with Index-11. Sushi’s Computer Mapping Matrices. p. 65]. The operaton continues until thi
Skill i= &, and he's running a Browse-5 utility. During the present decher stops performing It of locates all the paydata on the host
n adventure, Sushl's chummers came across a reference to a project Once located. paydata must be downloaded In its entirery, IF a
at Naslicorp that might endanger their friends in an ork tribal squat file contains 20 Mp, all 20 Mp must be downloaded or the swag |s
over in the Barréns. 5o Sushi h.r“h! into this low-level computer at useless, Paycata is fenced per standard SR rules (see o 182 SRI
Nasticorp to look for more details. Sushi and the gamemaster might
engage In a dialog that goes something like this: L["-I-"r [ILHUE
di T
Sushi: 0K, | am looking for any files with references 1o the Redmond Test: Index
k- orks or projects in the Barrens. Liility: Analyze
e Gamemasler: That's kind of broad. OK, roll away. Actlon: Complex
I [The player makes the operation Index Test. He rolls 606 {Computer The Locate Slave operatlon follows the same rules as the
e Ek|ll||ng:a|n51_1?mrgﬂt Number ?[In[lea} Rating 11 - Browse Rating 5 + Locate File operation (see Locate Flle). The operation is used to
: 1 target modifier for over-broad question). The gamemaster makes an bl Sstar ibiGesa s S ors etk
! ! CIETer E Sysiem addresses ol Sprec) i PrMmMaote devices ©o
: ) opposed Security Test for the host against the player's Masking sl ,h1, S s sy
" - : I J 3 Ao e i1l IR ETTSTE L] 1 a e S
= attribute. The player achieves 3 successes, the Security Test nets 2. oled by the nost. A vag iy wol in -
= sushi emerges with 1 success.) rity cameras controlled by this computer.” A very specific inquiry
= fiamemaster: There's a couple of relerences that look promising. wiollel Fingd the camera that monitars the easeern sraipawel]
Sushi: Any of them talking about project schedules, budget, anything door on the third floor.”
T to do with specific plans? O the other hand, most hosts are likely to control far fewer
iamemaster: Ah—now thats useful. Let's see. i : i F Y .
: s claves than fles, 5o a decker need achieve o VO SLCCESSES N
{(Sushi and gamemastier repeat the Index Tesl and Sacurity Test. h .
his Index Test to locate the desired system, After locating th

Sushi's question is more specific, so the gamemaster applies a -1 tar-
get modifier to the Index Test. Sushi achieves 4 successes and the
security Test nets only 1. That leaves Sushi with a total of 4 success-
&% lor the operation. |

slave node, a decker can perform operations such as Command

Llave and Read or Wrlie Slavie far that node

Iy
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LOGON TO HOST

Tests Acce

Utility: Deception
Action: Comijles

Eloan siminly o 15585 D0 o ] | R
i iy I L Al 4
|

ess lest . | I the Access Rat g of ine hosl .'-".ll-'ll'.. 111y
] =] rlabe mcelihers toy Ehe fesf and rermierm s o DEEIN Colml
1 i oo lid L LTIE Yy |||'I -.|:||_.| (PO I L e Y .-I|i||I ||-_"=
] g | R |
e e &F A MOl KAos Bl e £ A i I-.|I|I|_II it e
akies his first crack at the log-on, At that polne, the rating will be

All T &= i &= "\-\..||.-.'!...|||||.. I A 1E SeC el

CInce the Access Test S0

cEers e Virtual ..'||'-\.|_ ||-|'.I!||";l'

CoMmputer D T R L e = 1y | 1 el W (T e S O B T L1
i Tod 48
i A LT QIR LTy AT nis | T Ty ||.| R | S EEY

orrespondIing oo an AL [FIT
i ITEMCOITTIETANCE I 51 .|=|'|

LeAlin| .ll 1 CES i i i
. i
[} Iy It L (&
IHroLs e <in |4 ks T
| Py Irtual lecaticns ol raot

EAe o Bl st Fhe= e

(see o 1G5 SR, OF course. with
| svretemis in the pdarri= {oday, the
be Lnioue

throuoh a remote device means the
4 slave controller, and access
deckér in the heant of the LU node

ithect the decker s costs, bBut are pro-

LR TS AR I SCTH T .". l||-' | e T T DVENC e

" L4 ] CAn pertarm al the HIETA-

Hens hal rake care of |3y A ||'.\,-'.'|I|l.|I e [evsl and s cleslerses

looking mon pavelaca, fcaling

LOGON T0 LIG

rt"h-l.' ACCESS
Witllity: Deception
Actlon: Complex

Frless The saarlvoades [t

e Logon (o LT operation simply consists of an apposed

ACress [ iTainst rhe &

=55 I-:,:lllll_'.'_ ¥ 5||| L||.| -'1'|'||||. Ay

modifiers for the jackpoint and bandwideh (see Jackpoims, p, 22

ind Bandwidth, p. “) and

decker 5 secidrnby tally on the

o M % Securite Teard IE 1t
ttemminl Rl TR [ 11 el A
Crraiys O L '.'I'.| %]
sl e D | HAUhG ."|'l|.l_|_

Ii:- e Kesr Also CAaln switchy o

-0 ALTETI WHLETT e
sCurity tally tor im
Onee the decler suooed

LUGUI 10 RIG

Test: Access
Litility: Deception
Action: i,l:-||||:|-:--

remem (o Degin counting ihe
arict with any successes from the
e ke lose (Wal g | his | i |
1 iy asd Bt s SeCunty Laly

TRR LR (R AT viically, public LTCs
(| ) ._!I."||||'|". [t ||.:I 3 X 5 mrubes )
HEFereert | H L I'me=fesre s el

o he @ swill Pave [0 STAFT & e

ds In the cpposed Access Test, his
irtual landscape of the LT, From an

o ihe K1 thar controls the LT, or

this LT {if he knowvs 1ts address), or

1 F e knows the host s adoress)

i

SYSTEIM

Once he has logged on o an | L, a decker can 1 00 f0 s
cantrolling RTG by performing a Logon to RTGL operation, He
TIEEsE e e this opaerafion 1l he wanis o connect to a ditterent
LT ai the same BT, or to 4 different BTG ||r_:"-:."_|'|||=':

lo perform the operation, the decker makes an ACCess Tesl
@ainst the BT s Acopss |-',|,’,|I|_-.'- Eemember that local chanaes
in the LTG sysiem ratings (see p A0 wlll not carmy over to the BTG
[he gamemaster can assign temporany changes to the kG ratings,
of course. IF a decker is acoessis 2 a4 Zro S h as Ceer ANy 5 l\.l.""l'l'
imn mind that the BTG can have different ratings from its dependent
LTCs, and use the BTG s Access Rating or the (est

Eemember that an B 1L maintains the same security tally hor al
4 decker's activities on any LTGs it controls, as well as the RTC itsel

nce the decker s on the K10, e Can perform 4 Logon @
LTG to reach any LTG attached to the RTG, or a Logon to RTG
operation to reach any other RTG In the world. The decker can

tlso perform Search BTG and Trace,Tap Call operations

[1AKE COMCALL

Test: Files
Wiy Coimimlink
Action: Complex

A cecker on an BTG can make a call to any commoode on
an LTG controlled by that RTG by performing a Make Comcall
operation. But this operation is not just a way (o beat payphones
The decker can make a call, then move to another RTG and male
a call ta a number under its contral, then Hink the b I.l":;'.l.'llrl-!'
A decker can move to multiple R1Gs in this manner, Bullding a
secure conference call. Each call the decker links toeethes
recuires an Ve O[S 3 Files lesl

Deckers can be llcensed to provice this sepice On varous
RTCs, This means they el a passcode from the BTG vendor that
authorizes this operation. In that case, no tests are needed to
make the calls ar link them |-!!-_'._:"I|'|||l|"l This llcense s usually
esirleted o comorare oeckers

[Feat any trace routines run by the _-.:I_ri.1 Agalnst the call as
| TACE Il._ The 'E!'I-I'.I:'!.'l |I.1-;_l:_ I‘.-_._'..' is the Trace Facitor for the call,
Al the tricks that work AZAINST Tace 1. such as Redirect Datatrall
aperations, can be used (o make the call more secure

Ihe Trace Comcall operation cannot frace this kind of call,
but anocther decker could use the track utility to try o locate the
commcodes Involved in the call. {See Tap Comeall, p. 118, fof
turther inbformation

In acdition, the decker can detect any taps or tracers on the
commilings by making a Sensor {Device Rating) Test, He can neu
trallze them with an Evasion (Device Rating] Test.

Deckers often Affange secure CAllS. O [prepare frames that
can ulld them, as a profitable sideline. The typical charge is | ()
nuyen per caller per minute

The Make Comcall operation is a monitored operation

MONITOR SLAVE

Test: Hlave
Ligilky: Spoof

Action: Simple




SUSTEM &

OPERATIONS S

The Monitor Slave operation is a monitored operation  that
enables the decker to read data transmitted by a remore deviee, He
can listen to signals from audio pickups, watch feeds from security
cameras, examine reacouts on oa computerized medical scanner
hooked up o the host. and so on. As long as e maintains the oper

anon, he receives constant updates from the device

NULL OPERATION

Test: Lontrol
l.:ll‘l“l.'_b,'.' Decention
Action: Complex

The gamemaster may require a decker o perform one o
more Null operations whenever the decker is waiting for som
thing to happen, whether it is an event on the Matrizx, the end of
an ongoing operation, or something else that involves hanging
around in cyberspace without making System Tests, The
gamemaster may also call for a Null operation if a decker is daoing
anvthing that requires actions but npot System Tests, such as
malntaining an Edic Slave, The sgamemaster may secretly perform
these operations on behall of the decker, it he so desires.

Use the host's base Security Value for its opposed Securiny
fest If the decker is inactive an the host for less than 10 seconds.
If the perlod of inactivity is less than a minute but more than 10
seconds, apply a +1 modifier o the Sex uricy Value, IF the period
i less than an hour but more than a minute, apply a <2 maodif
er. It the period (s less than 12 hours but more than 1 hour, apply
a +4 modifier: apply an additional + 1 modifier for every addi-
tlonal 12 hours. The gamemasier may set an upper limit on the
Inacthve pericd, depending on the decker s ability to avoid falling

asleep in the event of such implausibly long times,

Selena begins a download that will complete in 12 seconds. She
has nothing else she wants to do, so she wails. The gamemaster
requires a Null operation and adds +1 to the host's Security Value.

On a different run, Selena is waiting for a ground team to get
through a locked door {don't you just hate those manual doors with no
computer overrides on the lock?). The gamemaster determines that
the maglock penetration task will take 7 mimres, He also perlorms a
secret Null operation for Selena and applies a +2 modifier to the
host's Security Value for the opposed Security Test. The Security Test
yields several successes thal push the security tally past its next trig-
ger step, which triggers a truly unpleasant IC program. The gamemas-
ter decides to have the IC show up 3 minutes into the waiting period.

IF the Security Test raises the decker’s security tally and trig
gers a response from the hast, the gamemaster should activate
the response as he sees fit, perhaps after a percentage interval of

the decker's pericd of Inactivity.

REDIRECT DHTATRAIL

Test: Control
Lidlley: Camo
Actiom: Complex

Deckers may perform Redirect Datatrail operations on any sricl
Reduce the target number for the opposing Security Test by the
decker s trace modifer (see jJackpolnts, p. 28 in Grids and Hosts)

i_'h-.__-'n;-|-. CaAr el e il i'r one reairect on a &@ri 1. Far %G [l | _l.";||I|
where a decker leaves a redirect, reduce his trace factor by |
This reductlon does pot Feduce the bandwidih modifier's effects
on the S5ystem Test for further Redirect Datatrall operations. Ses

Trace I, p. 45, for more det

RETRAIN

lesi: Access
Wtility: Commlink
Action: Fres
Thiee Ferrain aperation enables a4 decker 19 make his |15
anctwiclth wicer or narrower. Forf the Accessy Tegl s

: 3
Aceess Rating of the system where the decke lconm |8 activi

The target number modifiers and ettects on the Trace Factor ar
defermined by the decker s jackpoint (see Jackpoints, . 28)

:_-l-l'l Ill'l'\-. MY peEriorm :-:I_:i 1T ||||| racions Al allocates more o

lens 10 Bancwidth at a (AT | e Bven wwhille loact 15 & BT

1 W

SCANIGoN
Test: Special
Liclity: Scanner
Actlon: Simple

The Scan lcon operation enables a decker to gain Informa
tion about any decker, frame, or SE be has located

The decker makes a Computer Tes AZAINsD the Mlaskine
Lating of the targeted [con. T the targeted lcon s running a
sleaze utility, subtract the utllicy s rating from the scanning de
er 5 scanner utibity Fating Recluce e target number by the dil
ference, |F the sleaze [PrOEI&T s A |||::I|| rrating than rhe s
MerT prosram, ncrease [hne :-'!.:.';l'i number by the dirference

etween the sleaze and scanner ratines

leC e r AChiewes ar His Coimnouter Ts

Foar each SLICCE25S the
P T kY CHhOOSE D l.l! the o Ill.'l."'_.lI FHeECes af information

= MPCT Rat # of the icon

= Any Persona Bating of the lcon

* i-i--t.|;--"'--e Increase Bating of the icon

J'I.H"!flr",'lll_'.-‘_ AN icon FEequires . an -"'-.||_|I-.';- ey CneEration

directed at the lcon

aWHP MEMORY

Test: Mone
Litility: Mone
Action: Simple

The Swap Memory operation enables a.decker (o load a new
Uty program into s deck s active memory and then upload b
o his online [con

Loading the utility to actlve memory is a Simple Action—ths
decker simply tells the deck o do it, IF his deck does not have
-:'“I'lr:-ll'.{|'| ACvE mMieEmory oF ree Icon bandwicth o hold the new
:'Ir{lln"llulll'l_ e IMUSE TIrst s a I‘ e Actiom o unlbao a |'. .|_..'I|_|:--
trom his declk s active mesmory. Mo tests are required for these
actions, (New-generation coyvberdecks have wirtually unlimited
b1 =|'_u_-|'-|:|-_ FECAREEN STOFAEE el active miem iy, 50 the Load

apeed Rating from the original SR Matrix rules does not apply.)

Il
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memory, it automartically scarcs

LInce rhe uflliDny 1s 10 ACE
iploading o the lcon, See Ongolng Operations, . 110, For
the wtihidy will e avallabyle to the [HET50na
Goueered or Mmpressel watiiinies must e l'l'l'ill'll|':"|"""."'\.':'l|

iefore Thesy fan Be used, which requires a Lomplex Action

[HP LOMCALL

Test: Special
Utilkty: Cormmilink
A ction: Comples
he Tap Commecall operation enables deckers o locate
active commecodes on an LTG, trace and tap cammcalls. Deckers
ise the commlink utility for all the tests required during this
onitared operation

o locate active commcodes on an LTG, a decker must be
wctive an an RTG that controls the LTC. The decker makes an
Index Test to determing it any commeodes on the LTGL are send
ing or recelving a call. If the decker finds a commcode in use, he
can make a Control Test to trace the call to ils origin or destina
tion. IF multiple participants are making a conberence call from
the commoode, fach success on the test reveals the commcods
i one participant

It the call was sl up by ancither decler ”""'“,:l-; the |1'l-'1|r|§-.!'

Comcall operation, then the Control Test locates the decker con

trolling the call, The decker trying to frace the call must move (o

the calling decker's RTG and use a track utlliny against him, The
track utility locates all the aother commcoodes [nvolved in the call

IF the decker wants o tap the call and record i In his cdeck’s
SUORASE MEMOR O e slorage e must make a Flles Test
ach minute of recording occupies 1 Mp of storage

IF the comm connecron 15 scrambied, the oed ker must
Clex -'-_.':-I R S| AKITTE AP L -_-|'|:.-_-=.|--.| '!_--:rl!_-n_nlcl [.-:.r _|'_::'_._lir'|=.| !|Il’_-
rating of the Data Encrypiion System on the comm line, The
decrypt utlliny reduces the target number. The number of phones
il encryption devices involved In the call have no effect on the
5 target number, IF the first decryprion test fails, the deck-
er can try again; apply a +£ modifier fo the farget number for
1 additional test. Mone of the tests against scrambling affect
s seCurity rally on the BTG
any of the phones involved In the call is equipped with a
dataline scanner, the decker may set that off even if he doesn'
trigeer an alert on the BTG, Dataline scanners (p, 243, SRID have
a raging from 1o [0 Once the decker establishes his tap, the
decker must make a Computer Test agains! the scannér s rating
lthe commilink wtility recluces this Carse number), IF the decker
ichieves a single success, he has synchronized the tiny Auctua
clons in skenal inteariey caused by his tap and fos sled] thie scanme
I .:||||||:||a- dataline scanners are In use on the call use the I:i:-_i'.|l
el rating amond them fesr the rest. i this case the declker ne=ds

syuceesy for each seanner involved, or saome of the devices

detect the tap (presamalbly the more expensive ones), Whether
succeeds o falls, the result does not atfect the decker

e riecf

" (=]
ecurity tally on the R TG

LInee a |!-.'{_|;.1" ||.I*_-\. !.'.:'1[:-|'-.| ANcl Urisd I.L|I|'||'l:-.'|' il |__'||| hie ikl
listen in and record, as e wishes, wWhen the call terminates, he
can stay locked on o any of the commoodes, either the origing
one that he was alter or any that he traced, He can then artempe
o momtaor any subseguent calls placed Troim the commeooe. |
the decker 15 monitonng a code that he has already {apped, he
does ot need 1w make Index Tests to delermine when |
pecomes aclive agaln. Re does need 10 make new [Ests (o (face
or tap the new calls and defeat any dataline scanners or encryp

tion on the calls,

UPLOAD DATA

Test: files
Uiilhty: Read/ Write
Action: Simple

The Upload Data operation is an ongoing operation that
enables a decker to transmit data from his oyberdeck o the
Matrix, This data comes directly from the deck s storage memo
ny and doees not altect active memory, (For large uploads, see
Bandwidth, p. 90, for the rules governing upload times)

IF the decker is creating a new file on the host, the file s writ
ten automatically, If the decker intends to modify an existing file
o the host—adding false records (0 a database, for example
the declker must perform an Edit File operation after the upload
Is finlshed.

MNote that the Upload Data operation is not used to upload

utilities, The Swap Memory operation handles thar lunction

UALIDATE PASSCODE

Test: Lontrol
Litility: Vallcate
Action: Complex

Ihe Validate Passcode operation enaldes a decker to plant a
fake passcocde on a host. {Actually, "fake” Is a misnomer, because
such passcodes are perfectly legitimate), Once logeed on to a sys
tem, the decker can start doing any of his usual operations, For
exarmple, the decker can open accounts on mainframes where he
is stealing programming time, swiping resources from the comps
while he busily perfects the tools he will use against them

The decker makes a Control Test to wvalidate his passcode
Apply a +2 modifier to the target number to valldate a superuser
passcode and a +6 modifier to validate a supervisor passcode
[see Passcodes, p. 35, for further Information)

After the decker makes the test, the gamemaster rolls |DG
and multiplies the result by the number of successes from the
test. The result [s the number of days the passcode remains
ettective, unless the decker does si -I|Il'|||-l':l|.'l o Compromise I
hirst. Any time the decker uses the passcode on a run that falses
a host to active alert status, the host Hags the passcode as (lle

gal, Lince It recognizes a passcode as [llegal, the host deletes it

li
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"~ CUBERCOMBAT

There's nothing like a netfight. Everything is true. Nothing is forbidden.

eHassan the Assassin, decker

Deckers, 1C, SKs (see Artificlal Intelligences, p. 140}, and frames can engage In
cybercombat. lcons representing system resources and applications cannot attack or

be attacked this way. Deckers may use system operations (o engage these icons

19
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CYBERCOMBAT SEQUENCE

e

15 stanclard SR con

letermine

prmbar i atrix £ ollows much the same sequence

| F 1 |||'-I 'II‘ DRSNS ChRAFACTers Ane { [T Y
] -

initlatives, then declare and resolve chelr actions.

oA |. s i the daatri= are 3

i I
SECOnaos (10OngE. e

standart Shadowrun Coimibal Tuine ||||-||-,1_|| 4 seconds |5 an

ncllessiy long time in actud compute e the d4-second turn
enables samemasiers o Imore &4y ST hronize Martrix actions
Eialn| I I'.-_ ICAl ACCIONS & s I-r'|l' i |||I' :_'I.'_l'll' I I:l: sOIVE A& by ""-I‘"_.:

. )
Anenus actions in a Combar Phase (0 che f

Heswving orcer: astral

1 " -
Actiarms. MMatrix dactions

inicl [ l!'l-l."-\.ll Al ACEI 1%, whlth the Folle 1WA
ey rertions

IFa decker declares a Delayed Actlon (. B0, SRID to wait For

! & P ¥ k 1
ST HIE ECk " 2N In the |.||-I-'\-,;| Al wIrk | rescsvies hils ac tlon
Uone with any physical actions of the Combart Mase. For exam

rle, [ahn has an action available on Combat Phase 10 of a turn

He delays his action, walting for his meat colleagues to get (o a

securiny doar, An K [AFOELAIT JUImas !-l!lil -|||I|In'_ Combat Phage

' | L FOERAM resolvies 1ts Aaction .|!||:E-\.rl l.,-'.,-|||| olE _"l.,-"|_||||..
. =

ctions dur nusl wall 1o res

So think hard

12 '::l.'lllll.ll Miase = I.l' I

Ction afong with the |:|I'..l'-\.|| Al actlons af the I:-||.|'\-..'

30 delaving, netheads—coambat usually gaes to the swiltesl
. :

Irl LR (FAE T i & LTI AR bEL lI':.I.\,lI |||||_'. ||'|' Il\. TR CE (-] |

tardscresn with the meatworld resalve thelr actions along with

hee physical actions of a Combar Mhase as well, even if they have

vailalle betore that time: This [remally 1S (1000 ,||;-|'|I'.,l o

cormmunications via hitcher electrades, with someane "along for

| oW terminal, ar [ CoEmimiun e AL s

WL it reErsoinas on the

SUBJECTIVE TIME

heeem i ming that characters expefdence tim:

G TE T

subjectively in

the watnx. [he apparent time spent In moving through the

Matris enmvironment may be much longer than the actual game

rirme used to [FEGrm AcCtions. For ex |I|||'-|l' 1 decker who makes

L single Index Tesr i [T O A SYshem oparation i||.|-r-'.:'.-:’|'|._". ece

the test as a4 walk dovwn a lone hallvay lined with boolks, which

Hncs the o e wanls, i ITlely leesl as i e has

howrs searching sr the

SR 2vEeial minures ol 8ven |EETT

ACTUally only a ew secoicls ol

INTIATIVE

d PR [ i
Wy ICon s with a Beaction attribate rol

darct SR rules {p. 79, SRl

UECKER INTIATIVE

Fhe Initiative af a decler is based an the RBeaction atiribute of the

LTI KT l'|.||'l i

or initatlive per stan

cecker & persona. | his Beaction has o enhancements, the oecker

=
olis | L angl adds the result o his Beaction o determine Inldative

NS running on

Cyberdecks

(L€ Creas Ircuitry

FES0nse

of decks Dy LN all boost a decker s Initiatihve (s

Lot

S CYBERCOMEBAT

[ H1. for additional information on these [ferms)

Wired reflexes palEidl al aAUgmientation, it o el FlEg
ind other enhancements that increase the RBeaction atiribobe of a
decker s physical body do not affect Initiative In the Matrix

Imtiative and the Physical [orld

It a decker |s engagen I clrect communicaton with the

e oL
This

ot apply o communications with a meathead via

|!-||'.-"-.q..'l wiorld via voice _I.'|:.|-_..__-|-.=-||_ .|||g|

| (35 ol

pHenally does

CITITT. 20 ON,

InttHative until he drops the communications link

] =| TRE! bl

hitcher electrodes, nor does i

G IHTIRTIVE

Whien calculating the Initlative of an IC pre WITART, LSe Che o
lalyle, For I

it-rated IC program in the construct. For IC pro

midlas supplied in the IC Initiative construces, use the
.II.I -._":|: 5 !I 1||'.I I'lllr.l." -
grams arranged in a party cluster, determine Initiative separanely
for each program.

If the Security Code of the host changes durdne the course of a

fight. the Initiative of IC programs on the host changes accordingly

IC INTIATIVE TABLE

Inltlative
M3 + 10 Bating

Host Security Code
Bl
Lareern LG+ I Rating
Lirange

Pl ADG 4

| y [ - -
I Ratine

I Bating

OTHER PROGRAMS

Smart frames. SK's and other aufonomous expert sysiems

have Eeaction attribures equal o their Core Ratings (see Frames,

p. 104 and Artificial Imtelligences, p. | 38, for details), Roll 1Dé6

tor Initiative far such systems unless they have

[ES[ONSE
enfancements

when aetermining  Initiative for any other programs,

assurme they have Beaction attributes equal to their ratings and

| Dé For [niciariyve

roatl For programs without ratings, use a Hag

attribute for the calculation

al & as a Beaction

ACTIONS

Ao icon may take one Fres

Action, and elther bwo Simple
Actions or one Complex Action during:a Combat Phase
Besicles the actions listed here, deckers miay !'!-I'Ir-_'l-'ll'. S4S
tern aperations. These are listed in System Operations, p, 111,
11

form specific actions 1o execute each operation

FREE ACTIONS

Fres

and the System Operations Table. p Deckers must per

Ly -
ACTICNS - Are SIMT e AlMOsL aciicans  hat

AL T

reciLire narciy anmny efrfore to Complets
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Delay Aetion
Deckers may delay actions per standard SRI rules [see pp
gO-81, SRIl), See Cybercombat Sequence, p. 120, for rules on

resolving delayed actions.

Speak a Word

Standard SRI rules apply for verbal communications [see o
81 SRII. Direct communications with characters in the physical
worldl affect the decker's Initiative as noted In Cybercombat
SEqUENCE.

Deckers may also “buffer” messages. When bultering & mes
sage, the decker may write a message up 1o | 00 words long and
give it to any characte linked to the decker with hitcher elec-
trodes, radiolink, datascreen, or other device. The sex and char-
acter may also operate an icon the gecker can  5ee The second
character recelves the buffered message at the end of the

Combat Turn

Terminate Download / Upload

.'.'l '\-\.|1:'|'|'-|“'| AR :,|_|':..“||!"||-|| i !I_"'ll"!lirl.;l.:l" A {I|‘|T|.'. Iransimiss|ion «dt

any time

Unload Program
e decker can remove a progeam from his deck's active
memory at any time. Removing a program releases active mem

orv and con bancwidth for a Swap Memory operalion,

Insuppress I

A decker can release IC from suppression and restore the
points being used to suppress the IC to his Detection Factor al
ary time. If the suppression was keeping crashed IC from
[ncreasing the decker s secunty tally, the tally increases irrrmedi
ately. If the suppression was suspending the ILs actions, i
hecomes active immediately. (See Suppressing IC. p. 40 in

Intrusion Countermeasures, o further inbormation, )

SIMPLE ACTIONS

A Simple Action requires a bit more concentration to per-

farm than a Free Action, and may be slightly more complex

fAttack
A decker may attack an lcon with any offensive utiity
lpaded In his deck. IC programs and other 1Cons mdy dtidt Is

according to thelr programming

Combat Maneuvers
Deckers and icons may engage in any listed combat maneu

vere as a Simple Action (see Combat Maneuvers, 3. 121)

Improwise Attack
Deckers can use Simple Actions to create attack programs

‘on the fiy" (see Improvised Attacks, p 1.23)

LI 5 e

COMPLER ACTIONS

Performins a |-|'\-|II|'II ® Actlon requircs INtemnss COnCeEnira

tion on only that task

Change Deck Mode
Changing mode (sec Deck Modes, p 74 In Deckers; is a

Complex Action

10N=COMBAT ACTIONS

For non-combat actions, deckers need not rodl ior Intach
Instead . divicle the decker s Reaction attribute by 1O frownd up the
result). The result is the number of actlons the decker may perrorm
cluring each 3-sec ol dame turn Al | action for every It
die the decker receives in combat beyond the standarc | [

During each avallalle action the de ker can perform one
Free Action, and either one Complex Action or two Simph
Actions. The decker can perform another Free Action In place (e
either or both of the Simple Actions

For example, a declker with 2 actions per turm culd pertanm
a Lowon to Host operation (a Complex Action) and a Eetrain
operation on his IO bandwidth {a Free Action) on his Orst achon
phase. On the next action ke could perform an Analyze Host
operation (a Complex Actlon)

Reactive 1C Programs thal erfarm casks at the end ol
[ alap] el [,:lll act alter a deckers Nave |‘--'I|"|III|I--| thelr allotied

actions for a turn

INTIATING COMBAT

A decker may Initiate combat with any [Con that 15 Wisible
or any icon he has iccated, Any icon that atia ks a dicker auto
matlcally becomes visible, unless it successhully perfornms a com
bat maneuver o conceal ltself (see Combat Maneuvers
Deckers may locate reactive IL programs lyy performing the
appropriate Analyze operations, and they may locate ither deck
ers by performing Locate Decker operations (see Svstem
Operations. p. 114}, In addition, other deckers may make them
selves vislhle to a decker by communicating with him, attac king
him, or deliberately revealing themselves in some olner way
Once a decker Is “wvisible™ or located, he remains o unless M
makes a successful combat maneuver to evade detecton

Proactive IC programs may inltiate combal with any decker
whaose securicy tally triggers the [C, The L program can continue
to attack untll the decker gets off the system or £va les derection

with a combat maneuyer

COMBAT MANEUVERS

Deckers, proactive 1C, smart frames, and any other self
direscted] Icons can |:-._-|‘._'||"' covmibat maneuyvers 1o avold deled
o, pParmy iftEACKS, OF 24in <« [FOSITon 10 make maore acCuran

attacls. All combal maneuvers Are Simple Actions

n




Each combat maneuver requires an opposed test bebween
the icon performing the maneuver and the lcon opposing the
maneuver. The maneuvering icon makes an Evasion Test. If the
maneuvering lcon Is an IC program, the gamemaster makes a
security Test for the program, using the host's Security Value,
INon-IL programs that lack Evaslon attributes cannot perform
combat maneuvers. |

The opposing lcon makes a Sensor Test. IF the maneuvering
lcon is an IC program, the gamemaster makes a Security Test for
the lcon using the host's Security Value, (Non-IC programs that
lack Sensor arrributes cannot oppose maneuvers actively
However, it the maneuvering lcon achleves no successes on s
test, the maneuver still fails.)

IF the maneuvering icon achieves more successes, note the
net successes—the number of successes that exceed the oppas
Ing test successes. [he net successes determine how successul
Iy the [con maneuvered. If the opposing icon achleved an equal
or greater number of successes, the combat maneuver falls,

If the maneuvering icon has a cloak utility, reduce that icon's
targel number by the Utllity Rating. If the opposing icon has a

lock-on utility, reduce its target number by the Utilicy Rating.

EUADE DETECTION

An lcon may perform an evade-cdetection maneuver
evade an opposing icon thar has detecred |t.

A decker must use the Analyze lcon operation to re-detect
an I program that has evaded him with the maneuver, To re-
detect personas, frames, or SKs that have evaded him. a decker
must use a Locate Decker operation

IC programs re-detect evading icons in a number of Combat
lurns equal to the net successes of the icon's Evasion Test. This
time is shortened by | turn for each point added to the lcon's
security tally during the period, The IC program shows up at the
end of the last turn of the evaslon perlod, ready for the Inftiative
step in the next Combat Turn

Deckers may use evade-detection maneuvers to evade trace
IC programs during the programs’ hunting cycles. These pro
grams cannot be evaded during their location cycles. Other

forms of reactive IC cannot be evaded ar all

Cybersushi is on an Orange-8 host when he comes under attack fram
a killer IC program. He needs a breather ta upload a more powerful
atiack program, so he attempts an Evade IC operation.

First, Sushi makes his Evasion Test against the host's Secarity Value.
He has an Evasion attribute of 6, so he rolis G06. He also has a Cloak-4
utility, so the target number for the test is 4 (host Security Value — Cloak
Rating). Sushi achieves 3 successes. Meanwhile, the gamemaster
makes a Security Test lor the host against Sushi's Evasion Rating. He
rolls BDG against a Target Number & and achieves 1 success.

That makes Sushl the winner of the test with 2 net successes. As a
result, he evades the killer IC program for 2 Combat Turns.

However, the host spots Cybersushi during the next turn as the deck-
er runs a Swap Memary operation. His security tally rises 2 points,
which wipes out his evasion period—the killer IC program re-detects
him at the end of the turn.

UR

e

PARRY ATTACH

The [PArry AlACk maneuver enables the ITLANEUYETINS 1S 13
enhance [tz defenses In ocybercombarc. If the maneuverng icon
wins the opposed test, Increase target numbers for attacks
against the lcon by (s net successes on the (est

Ihe bonus lasts until the next attack by the opposing icon. If
the ‘1[5-rlliil."'-il'l_ln_§_ D Performs - & |H'-'-.i|!l.lE: arcack maneuver, the
M Neuenng 1Con retalns the ATy Bonus, IFeither icon [1;-|r'¢-.-|n-.

AN evade-cetection maneuver, the bonus is lost

PUSHTION ATTACK

The position-attack maneuver enables an lcon to position
ltsell fer an attack on an opponent, This s a dangerous maneu
ver that may backfire on an icon. If the maneuvering lcon wins
the opposed test, the lcon may recduce the target number for jts
next attack by its net successes or increase the Power of (ts attack
|.'I'-.." the el suceesses, [F the |'_l[_'||||‘:-.|||:._'l: ICO Wiins the l:-Flrl-::lhl"n'| [est,
that icon recelves the bonus

The bonus lasts only until the next attack




Cybersushi has an Evasion attribute of 6 and s running a Cloak-2
utility when he runs into a corp decker with a Sansor attribute of 5 and
a Lock-0n-3 utility. Sushi tries a position-attack maneuver to get the
jump on his opponent. He makes an Evasion Test against a Targel
Mumber 3 (oppasing icon's Sensor Rating - Sushi's Cloak Rating). His
opponent makes a Sensor Test against a Target Number 3 (Sushi's
Evasion Rating - opposing icon's Lock-Dn Rating). Sushi achieves 4
successes on his test, but his opponent achieves 5. As a result, the
corp decker may decrease the target number of his nex! attack against
Sushi by 1 or increase the Power of his attack by 1.

Sushi uses his remaining Simple Action in the phase to perform a
parry-attack maneuver. The tests are the same, but this time Sushi
wing, with a net success of 1. That increases the target number of the
corp decker’s atack by 1. The corp decker decides to accept the
increased targel number and applies his pasition-attack bonus to the
Power of his atlack.

RESOLUING ATTACHS

All cybercombat attacks are Simple Actlons. To make an
attack, the attacker makes a test with his offensive utllity pro
gram. {Hacking Mool dice may be used to augment the program.)
The target number for the test depends on two factors: the tar
get lcon's status—Legitimate or [Intruding—and the Securlty
Code of the host where the attack occurs. Any decker icon or IC
program that has logged onto a system with a valid passe ocle s
considered  Legitimare. All other icons are Intruding, The
Cybercombat Target Numbers Table provides target numbers for
icons Dased on thecse factons

Apply any appropriate target-number modifiers from atility

|'|[||_|:'|||'-. Manmeuvers, -:_'|._'|||'|-’|:.1E'_ ANCl 50 0

CYBERCOMBAT TARGET NUMBERS TRBLE *

Host Icon Status
Security Code Intruding Legitimate
Blue 5] 3
Caresen 5 4
Orange i 5
Rl 4 G4

An Intruding decker may attempt to alter his own target
number in the middle of a run by performing a Validate Passcods
operation to create a temporary Legitimate persona for himsell
This Is an ad hoc combat trick—Iit does not stop IC programs ancd
pther programs from attacking or affect System lests, but It can
make the decker harcder to hit. The host detects and deletes the
faked passcode as soon as the decker logs off

Of course, a decker may log on using a Legltimate passcocde
ar a previously planted faked one, In general, IF the decker uses
that passcode to get Legitimate status during a Aght with the
hast's own security programs, the host devalidates the passcode

when the decker jacks out or logs off. He has blown his cover, so

LV} =

to speak. However, he can use the passcode in combat against

Intruding deckers without blowing his cover

Record the number of successes scored on the Attaclk Test
because they determine the effects of the attack. The various
types of offensive utilities have different effects on thelr [argets
Some reduce specific ratings of the targeted icon, while others
inflice damage on a decker's physical body. Any special effects
and opposed tests made [y the targeted lcon are noted in the
offensive utility descriptions (see Offensive Utilides, p. 98, in
Programs). For offensive utllitdes that do not inflict special dam
age, see lcon Damage, Delow

IMPROVISED ATTACHS

Under Martrlx 2.0 rules, a decker can write an attack pro
gram “on the Ay" as a Simple Action. Such improvised attack
programs may be uvsed for single attacks only—as one-shot utll
ities. In other words

The decker sets the attack program's Power by allocating
points from his Evasion and/or Bod ratings. Any comblination of
points is allowed. However, the Power may not exceed the
MPCP Rating of the character s cyberdeck

[he decker's Evasion and/or Bod ratings remain reduced by
the number of points allocated o the attack program until he uses
the attack program. If he lails to complete the attack program S
cessfully. the ratings remain reduced until his next action

To finlsh creating the attack program, the decker makes a
Computer Test against a target number eiqual to the program s
Power. On | success, the program has a Damage Level of Light:
on 2 successes. Moderate; on 3 succedsses, Serlous; 4 or more

successes gives the program a Damage Level of Deadly

|CON DAMAGE

Many offensive utility and IC programs, such as the hog anc
reveal utllitles and the polson and acid IC programs, Inflict spe
cialized forms of damage. Rules for resolving and resisting these
effects are provided in the entries hor those programs (S2e
Programs, p, 94, and Intrusion Countermeasures. p. 38)

Oher programs, such as attack and killer IC programs, [nflict
damage per standard Shadowrun rules. Each of these programs
has a Damage Code, which consists of a numerl Power and a
Damage Level: Light, Moderate, Serious, or Deadly. The PMower
for such programs s equal to thelr ratings,

The Damage Level for such IC programs Is determined by

the host's Security Code, as shown on the IC Damage Table

IC DRMAGE TRBLE

Host Security Code IC Damage Level

Bl iie Moderate
Ll een Mlochisrate
';..':'iﬂl":;l:fi_" Serlous

Rec Serlous




For every 2 sudcesses on the attacker's Artack Test, stage up
by | level the Damage Level of the attack.

The lcon that has been hit rolls a Damage Resistance Test
using its Bod Rating against a target number equal to the Power
of the damage. For IC programs that take damage, make a
Damage Resistance Test using the host's Security Value, The
For every 2 success
es on the test. stage down the Damage Level by | level

armmor utllity reduces the Poveer for the fest

Cassie is attacked by a Killer-6 program on an Drange host, so0 she
faces 65 damage. To make matters worse, the IC achieves 3 suc-
cesses on its Attack Test, so the damage stages up to 60,

Cassie is running an Armor-d utility, which reduces the Power af
the attack to 2. Cassie makes a Bod (2) Test and achieves 4 success-
gs. That stages the damage her persona takes down to Moderate.

CONDITION MOMTORS

All lcons wuse a Condition Monltor, Each Condition Monitor
has 10 boxes, which are filled In as the lcon takes damage per
the Condition Monitor Table, Once all 10 boxes are flled, the
icon crashes. If the icon is a persona, the persona's decker s
dumped from the Matrix

shock [see Dump Shock

Ihe decker is vulnerable to dump
below) and possibly other effects
wihen black 1C kills an icon, i does not disconnect the decke r—

it just makes it easler to fry hils biain)

CONDITION MOMITOR TABLE

Damage Level Fill im:
Lighi | box
Moderate 2 boxes
Serious 3 boxes

Deadly G bhoxes

SIMSENSE QUERLOAD

Whenever a decker’'s icon takes damage from white or gray
IC. the decker's physical body may suffer S5tun damage through
a resonance effect over the ASIST interface. This can only occur
on hot decks, Coal decks and tortoises are immune to this effect

lo determine whether the decker takes simsense overoad
damage, he makes a Willpower Test against a target number
Ihese target numbers
are provided in the Overload Damage Target Mumbers table. If
ther decker 15 running hot with a DNl-anly interface, increase the
target number by £. If the deck has an ICCM, recuce the target
number by 2. Any icon that takes Deadly damage crashes auto-
rmatically and exposes the decker (o dump shock.

based on the damage taken by his icon

If the Willpower Test fails, the decker suffers a Light Stun
wound and flls in 1 box on his Mental Condition Maonitor,

simsense overload damage is not an issue when dealing
with black IC. Any damage the decker suffers In that case is no

sicdle effect!

oY

uUR

OUERLORD DAMAGE TARGET NUMBERS

Target Number

lcon Damage Level

Lisght z
Moclerate 1
Serious 5

DUMP SHOCK

When a decker Is crashed off the Matrix or jacks out withous
performing a Graceful Logoff operation, he risks Stun damage
rom dump shock. The Mower of the damage equals the host's
Security Value. This measures the shock of the sudden transition
from virtual to physical reality. The Damage Level is determined
by the host's Security Code, as shown on the Dump Shock
Darmase Levels table

If the decker was running a cool deck when dumped, reduce
the damage Power by 2 and lower the Damage Level by | level
If the deck was equipped with an ICCEM, reduce the Damage
Code in the same manner, These reductions are cumulative, so a
cool deck equipped with an ICCM provides a 4-point reduction
to the Power and lowers the Damage Level by 2 levels

Tortolse users are Immune oo dump shocl,
|

OUMP SHOCH DAMAGE LEVELS

Host Securlty Code Damage Level
Blue Light
Lreen Moderate
Crrange Serious
Red Deadly
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e<lITERRUPT DETECTED: access=attempt=identified
=>>VERIFY joe-sant-rma
<<|NDEXING ==
<<VERIFIED  APPRCVING ACCESS>
==LOAD_HackMaoster-Sales-Prograrr
<LOADING>>

c<RUNMNING =

=(Hal, chummern Glod you found our lotest network o Iciress
Whara'a yvou come across iF, anywiery M

-> None of yer fraggin’ bizniss, pulsehead.

-'l'-"'-.|'-.-'.".'1'-.-'! ] od o meel a CUsTameaTr who IMCersiancs. Tha WY

things work, >>UPDATE us er-record-increment-trustworthiness-
| test+] @ <<UPDATE COMPLETE==> \What can | show vou tod Iy P
-> How's this thing work, anyway?
>>UPDATE_user-record-NEWsTRUE (85%+)

<<UPDATED | RUNNING BROCHURESS

le3

UM 0O




e re Haclkes |‘|-.II1*-\.-;'-—II:'I on the Matrix 24 by 7 to Gl vour

cdecking needs. Our staff of hack-fanatics networlks all over the
world keep our selectlon of code, components, and lagles hot
|'“.'I||I|I|._:';|‘. o melt any IC vou're |Ikely to come across, We've fetals
same of the best deckmelsters, coders, and fixers In the Bz on
retainer to get you what vou want, when vou want it. And our
security covers all deliveries, no matter how hot, and ensures
that you ger what vou pay for—no more plcking up fy-lw-night
tech in Back alleys crawling with chipheads who'll slice and dice
you for your shoes. We guarantee overnight delivery on any
oraer recelved before focal midnlshe, at only 15 nuyen for ship
ping within the UCAS. Rates for forelgn courier delivery by

el T IV TTIENL, §

Mo downloads?

(Hey, wed like to net you, but with clients |Ike ours—some
of the horttest deckers in the Trix—rthe overhead on security
would eat our margins. But if you see what vou like in our soft-
ware libraries, we can DL you a aone-shot, self erasing. demo
copy lor 5 percent of list, right here and now In almaost every
instance, That comes aff wvour bill iF vou actually buy the pro-
duction program

Any time you see what vou want, just slide me the order
info and delivery procedure on your sideband /0. We can take
registered or certified credsticks, blind escrow credit accounts
of numbered account transfer authorizations, No CODs

As an added service, we can put you in touch with our In
NOUSE DroOgramimers WwWho Can customize ANy Qrogram in the cal
aleg to your personal specs and style. You probably have a line
te coders of your own, but our people know the merchandise
Insldle and out and can patch the code to meel your require
merits ke nobody's business )

=Whattya got for decks, persona drek, like?

(What you need is what we got, friend. }-

=>=0FEN
OPEMN
DHSPLAYING

PERSONA SOFTWARE AND FIRMWARE
MPCPS

Central Casting, the fashionable line
of MPCP M Snazz, Lid.,

offers MPC™ in two of this season's hottest

persona-& -deck-database

programs from

metaphors

Musketeer

[ranslates [.lll"':._'lll.'l”:. iconms Into the

lace of a scented kerchief, the glittering steel
of a sword. the How of glorious Burgundy, all
the

drawn hrom

D' Artagnan, Your icon cuts a dash In the tech

No-sameness of the Watrix

swashbuckling world of

lob

HHUCHER HOUSE

T Rex

tor deckers who want to feel code wriggling In thelr mighty
talons and tear IC apart with their saber-like teeth, what could ke

hotter than tromping the datalines In the sulse of &

Tyrannosaurus Rex? The king of the oldest world becomes your
face In the newest, 'We offer the Godzilla option at

e Same

price, with a Z-percent surcharge for the metal-clawed and

cybertalled variant

MPCP PRICES TABLE

(in nuyen)

Rating Size Software Price Firmware Price
I 8 B00 a0
Z 32 3,200 3,840
3 12 7,200 8,640
4 128 £5,600) 28, 160
5 200 40,000 44,000
(& 2BR 54 .G B3 360
f 302 196,000 203,840
b 512 256 D00 256G, 240
L Rt et 324,000 335 W50
L8 OO0 200,000 B1G,000
I LGB D OO0 I T
| 2 |, 152 [, 152,000 | 15,040

PERSONAWARE PROGRAMS

Menu Madness offers a line of basic, dependable persana
ware for the decker, Whether outfitting the beginner or the vei
eran, Menu Madness makes the Matrix vours, Benchmarked
under malnframe parameters up to Level 10, Preprogrammed
firmware for an additional materials charge of 20 nuyen times
program size. Ten-percent discount on package purchases of all

four BENMS programs

PERSONAWARE PRICES TABLE

(1n nuyen)

Bod or Evasion Masking or Sensor

Rating Slze Price Size  Price

I 3 300 Z 200

2 I 1,200 B 800

3 27 2,700 18 | 20
4 a8 9.600 32 5, 300
5 ] | 5. 00 S50 [ L D0
G 108 2| GUH) 12 |4, 400
7 147 73 500 a8 A9 000
& 192 956,000 128 64,000
0 243 121,500 162 81,000
1o 300 300 (00 F00 200,000

LY o




HACHER HOUSE

-= Not too shabby. I'm lookin® for proggles to beef my system

ops, though.

ty {Null sweat. What you need is what we got, fmend.)
e
2 OPEMN Ltilities-Database
S I OPEN
W <DISPLAYING>>
s
UTILITIES
AYou e a |_|.|_|-_:_-:‘.' TUY, 50 We Il skim the cream from our virtual
cdream for vou, Pretty much every program you ve ever heard of,
FUI_;I__,, PERSOMA SUITES and a few you |n.|'-,-.|1::-| have Fun .--m; v, s online here in our
These package deals deliver a full set of MPCTP and persona catalog system. I'm just gonna run the plck of the litter by you.)
software. Everything is reacy-to-load object code, like every
thing we sell, with a free source-code hle included to let you
upgrade and maintan It as needed
R 10%off package price
Herakles
Herakles is a combat-ready persona sulte that takes a
whacking and keeps on |acking. Bullt for bartle by Clymplan
Upticode, It ollows o |"|ct||'.|-".-'-..r|'-."-|_! I|'|'..-":|'|l'_'-||"-:.:'l' metapian ol
I_'u_l|':'.1l||'|:..1. TS| e gorgecus maidens. monsters |:;r|-.l' the oyclops DPERATIONMJ LH.lILITIES
and hydra, and thunderous bolts from angry gods. The optional
reallty filter imposes the Olymplan metaphor on you wehiole run. M‘[ﬂlyze PI_(_)gI'EﬂTiH
B Dr. Snoop has exclusively licensed Hacker House to market
MPCP-B/889/4 Peepers. The Doc Is one of the top coders In the Toon Platoon, 4
Memory: S12/192/192/32732 bunch of netheads who 2o for the absurd in thelr iconography
Price: 440 640% Peepers makes your lcon's eyes bug out way big. llke an old
1= Firmware; +17,28B0¥% style cartoon character, Once out, they sees all, knows all, rells
- w Reallty Filter all, Avallable in all ratings up to 10
>l Memary: BOO/192/192/32/32
) Price: 904,320 Peepers
e Firmmware: +2L2,404% Rating: 1 to 10
- Memory: 3 to 300 Mp
Jazz Vi Price: Varies—just ask the HackMaster
The jJaze V1 sulte by The Master features a classic, high
chrome techno-image that fits what most people think of as "thal From N'tanl Kwezi in Kenya comes Cowrle V. The program
cyberspace look.” Full UMS compatibility and easily tuned MPCP appears a5 a set of rraditional cowrie shells, used for divination
Imaging code lets yvou customize the con any way vou like v the o anc other tribes, Just cast the chells and they kall In a
within the "glittery-metal-and }'J-Hn.‘.'l!'-i{ clreults” metaphor of the pattern that provides the informarion vou're after, Like all Kwezi
basic design. All this plus the standard Hacker House ten-per utilities, Cowrie Vs equipped with an optimization opltion 10 cut
cent personaware-package discount down on memory demands,
MPCP-6/5/4/5/4 Cowrilie \V/
Memory: 88/ 75/458/50U7 34 Vip Rating: 5
Package Price: 88, 740¥ Memaory: 37 Mp
Firmware: +8,082% Price; 30,000
»>INTERRUPT DETECTED Browse Programs
IMTERROCATE LISER |'||:..llfll Priestess, rom Adus of Thoth, holds a Dook of myster
iSee something you [1ke ) les in her lap and searches its pages for the secrets you demand
| of her. Like all the Trumps Major programs rom Atus, High
== I
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At




Priestess |s squeered, When you upload the program, it manl
fests as a deck of tarot cards, from which you extract the work

Ng Program

Hign Priestess
Rating: O
Memory: 30 (18 for uploading)
Price: 9 HOOY

Commlink Programs

Framm the wvaults of Mitsuhama comes MoshiMoshi, the
corp’s own commlink program, Match, we can't tell you how we
got I but Its elegant code sequences confirm any guess you hacl
that MCT only uses the very best, Quletly invisible most of the
fime, when activated MoshiMoshi appears as a pocker phone
dripping with options keys and control pads, You simply enter

whartever sneaky grid commancls you have In mind

MoshiMoshi
{Standard Version)
rating: 4

|"|."'|!]|'I'|-'_'|n,.' | {5
Price: 3. 200%
{(Executive Version)
Rating: &
wiemond 36
Price: 7.200¥%

Crash Programs
No corp models of this baby—the nastiest crash lcon our fix-
ers have found is HPL's Shoggoth, benchmarked at Level &

agalnst some of the most tahtly defended hosts we could crack

HHCHER HOU S E

for testbeds. The program oozes from your hands in a river gf -

pulsing slime, streaked with veins of vile color, When |t reaches

the main interrupt table of the CPU, It explodes inta a mass o Py
slimy tentacles and gaping, fanged mouths—something siralgm [
out of a I|.:-rrc1r-l".'||'.l.t._'-:j-,-' sim—and tears into the of erating system, P
Shogeoth comes equipped with an expert DINAB option thal i
lets you turn it loose and then run lTke hell &

shoggoth L
Rating: & (DINAB: 6)
Size: 432 Mp
Price: 86,400¥%

Deception Programs

Old ways are stlll solld, StarLine s Passport, 55 upgarades to
thelr standard UMS-based deception code are classics Decause B
they WORK. Passport.55 appears as a silvery sphere that blends
wiith the access-verification code an the system-access node and
starts matching colors with it until it blends almost entirely inte - §
the "wall.” You can then pass through the opening It creates for
yOu—same process you o see as a passcoded, legit user under

LUMS iconography

Passport.55
Rating: | to 10
Size: 2 to 200 Mp

I'rices Varies—ask the HackMaster

Read Write Programs

Abbot Software clalms that it created Brother Marcus from code
pirated from the program used on the Vatican Library's in-house sys
term. Whether that bit of status- puff s frue or not, it's an efficient 170
manager. Marcus is a cheerful medieval monlk, armed with quill and
parchment. The parchment displays data lows as they go through
the commlink. When you tell Brather Marcus o edit a file, he whips
right along, overaying an “llluminated manuscript” on the file that

lets you—pbut no one else—detect your changes.

Brother Marcus
Rating: 4
Size: 32 Mp
Price: 6.400%

Relocate Programs

Roller Coaster is from Klown Kode. Ltd.. part of thelr popu-
lar "amusement park” motif. It tries o stdck the trace IC on a
roller coaster car and if it succeeds, the program keeps whizzing

around the virtual ricde until you release Its suppression.

Roller Coaster
Multiplier: 2
System ODperations: Special
Rating: &
S5ize; 72 Mp
Price: 1 4.400%
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Scanner P[‘Cﬁg‘[‘a[ns Price: Ask the HackMaster {optimized-code premiums
DeckWeb, coded by Splderman, spins a web out into the apply}
Marrix and reveals the specs on your target icons as they aet
caught In its strands. Spiderman is a top gun when it comes o Vanilla MatrixWare is dedicated 1o providing for your deck
punching deck, and his contributions to Hacker Heaven are all on ing needs without lashy imaging code that can drag down deck
the heavy side—with optimization applied—rw keep the memo performance. All their programs are UMS-standard representa
ry demands reasonable tions that blend into most Matrix environments. Vanilla's sleaze
appears as: bouncing polnts of light that redirect host attention
Deck el elsewhere. Available at ratings up o 8.
| Multiplier; 3 . ;
| System Operations; Locate Decker VMW 51[_3.'34’:&‘
Rating: 8 Multiplier: 3
"_:-I..".l.".'r-’f'r M Rating: | to 8
Price: 192 D00Y Slze: 3 10 192 Mp
Price: HackMaster |l fill you in
Validate Programs
Synth. by Music Man, is a papular line of validate icons,
avallable in ratings up to 12, The program appears as a concert
keyboard. loaded with control pads and synth-voice selectors.
As you play on it it modifies the valldation tables with its music
untl your preferred melodies blend harmoniously with the other
entries—which also display as musical patterns
synth
Multiplier; 4
bystem Operations: Valldate Masscodle
Rating: | to | £
Size: 4 o 570 Mp
Mrice; HackMaster |l be glad to lay It out tor you
SPECIAL UTILITIES
Sleaze Programs
Without a good sleare program, decking is a career for the sul-
| cidal, EbonMask Is Horlron Software's latest in thelr Swords
n'Sorcery imagery series. An elegant cowl, with evepleces made out
of faceted black gemstones. hides your features and blows the secu-
ity systern s thyy mind. Avallable, ke all the Horzon 5'n'S utilities, in
ratings up to 6. and optimized to it those cory decls,
I

EbonMask
Multiplier: 3
Rating: | to &
Size: 2 to 54 Mp

Y
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OFFENSIVE UTILITIES
Attack Programs

Sniper s a basic 6M combat program that manifests as a
sleek and deadly rfle. DoomBroom s its BM big brother

equipped with chaser. penetration, and targefing options. Wowl

Sniper
Rating: &
Memony: 108 Mp
Price: &1 GO0%

DoomBroom
Hating: 8
Memaory: 432 Mp
Price: 216,000%
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BugsBugsBugs, an Area-3 atfack program with a 6M punch,
Is an ltchy creation from RugRat that sends swarms of cybernel
lc fireflies out to sting up to three attackers at once.

BugsBugsBugs
Rating: &
WMemory: 243 Mp
Price: 48,600%

Katana 800, Zach Dat's upgraded Attack-85 samurai sword
motif pragram, I8 pure power, optimized for lean memony
recjuirements. The lal-do BOOD Includes a squeeze option for a

faster “draw” If you need to upload It during a run.

Katana 800
Rating: 8
Memory: 128 Mp
Price: 25G,000% l

[al do 80O
Rating: B
Memory: |28 Mp (64 Mp for uploads)
Price: 324 000%¥

Hand O'Doom |5 the signature program of the dechker with
the same name. A 10D program with targeting, Stealth-&, opti-
mization, and squeeze, IU's a top-of-the-line IC breaker and
Hacker House s proud (o offer IF (o our customers at such a rea-
sonable cost. The pragram turns your icon’s hands into talons of

ravening energy that rip the target icon out of host memaory,

Hand O Doom
Rating: 10
Memory: 201 Mp (450 Mp for uploads)
Price: 3.610.000%

Polson Programs

Lach Dat combines classic design and lethal efficiency In s
Viper-¥l. which appears as a long staff In your lcon's hands
Scorng a hit trns the staff into a hooded cobra that sinks its

Llluy,*-. into the target,

Viper VI
Rating: &
Memory: 108 Mp
Price: 21,600%

==>=INTERRUPT DETECTED
< |INTERROGATE USER.

twWhich one did you wani )«
-z | like the swords, but hold off on 'em for now. | hadda
lotta decker heat on my tall in my last run, an’ | wanna see
somethin' that'll make 'em back waaay off. Not just icon
busters, get me?
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= 'What you need Is what we gor, friend. Um ... just opening the
High Security display banks has a cammying charge, though—too
many curloskity seekers want (o see what the black stuff looks
fie. y know, If you could |ust slot us ... thank you very much sir
That comes off vour bill if you buy amy productlon [rogram, )
==LOCK _VM-space-access
LOCKED > >
=>=SECURITY RED
VERIFICATION RECQLUIESTED
<WVERIFICATION RECEIVED =
<SECURITY UPGRADED - RED-8
==0PEN_ High -5ecurlty-Database
ALERTING CONSOLE OPERATOR
VERIFICATICON RECEIVED =
OPEN
DISPFLAYING

Black Utilities

J(There s no sales blurb on Black Hammer, sir. Here's a display
of the operating parameters, benchmarked on a Fuchl-7. See
how fast It locks Into the critical blofesdback contrals? This came
10 us straight from a corporate chopshop that modified the orig-
Inal Lone Star code. All the stability of the orlginal, but jacked

mMroughn a top corp programmer team, This is Hammer-&, | think

It normal

that rells yvou how good the folks who wrote it were
Iy runs 720 Mp, but chis model s optimiz
value buy at 288,000%

Mow this Is kinder, gentler code; Killjoy, Same

e down o 300, A

clesy il oiers
same bioheedback sampler code, but see where the ASIST peaks
51 o

are modulated to scay out of the kil levels® Solid drel, aln

chance of PErmansnt -:_'|.||'|'|.|:.'-|:¢'“ o the myedr On (he Fece)y Ing e
Rating &, same as the other, but the ASIST confrel algorithm s
much more compact. Lptimized, It runs in 180 Mp and goes for
144 000% )
Can | get a demo?
== UIPDATE  user-database-BUTTHEAD=TRUE {100%)
UPDATED
b somy sin, but these aren’t on our approved demo list, We
don t want any accidents, now do we?)
-=Well, DK, | guess. Look, | goita go. How's about you send
me a catalog chip. | uploaded the delivery location.
tSure thing, chummer. Looking forward to doing business with
Wik, |
UMDATE  user-database-BUTTHEAD=TRLUE {1 50%)
SJCUT _access

ACCESS CUT

-HACKER HEAVEM:Internal Mall-
FROM: Sale ‘-'[_:ll'_l
T Menword

Hey Tina, catch the appended logs for an access last night, about 0300 PDT. | think we have another teener wannabe with a schoaol ter

minal and claddy s credstick. Could you ger in touch with the Shadowland sysops and hange the addresses on our SANs? They ve albw

I:'Llill'-' _'\.:'.L'H':I'II Qe to the l‘:l'il'il'-l-' I'll. -._l.‘-i:lfu AEAIN arct 'i,-'i,.'|'.|| 5,=;|'| mMore '_'_.|".||||J'||'.|_1I I'I.\.||'I'|" Provvesers wun il wer

move the acoess, Eithver that or son

nyboy was Matrix heat In dweeb-drag. in which case it is Imperative that we move

Lowre wa,

Frescl

END Internal Mail-
FILE ATTACHED
{Dovwenload Filed)

1
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It's only fun "til someone gets hurt.

O
<[Mother

Found a nice lectue dver on the universty BES—a populor discussion of Matrx law By

Hrofessor Ingensoll hal ywou don't need a Junlicr Lowyer Decoder Ring to tum inlo pidine English

yoUngsters on the Marrx 10 know, Defors they get baetween a rocck and o nard data

'.'_.' “f '[ o 'll e = 1 '.':_.'-
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Well, drak, HO . vou ael caught am-re! whilla msssangg wwifl nection is maintained and possibly even after e Aiscoonrmects
] oiseCer-Krus EEEM, wou o0 T galta woary Ghoul na Tno almilarly, as part of the ranchise (o operale as a pulic data
Ol 1 e e service, af least in the LICAS and Marth Amercan polities wicl
T T T oY § i VLR 0 L= S B sirmilar Bodies of law, public sernice vencors must SiEn an agrees
ment placing the entire offenng under local aws, even though
(Mol mecessanly, Mook, It Headrosh got nalled Dy O ucky they may be using resources in other |urisdictions to provide th
shot of roce action on the Sealtle gria and disco’d, than nis servioe, For example, UCAS Online offers International stock
nectiodd Gels Dustad, and DoTh armany and Soeder-kruo| monitoring on s basic service, with tle-ins o systems In the
Ul puah (O exinaoinon—IT They Knew wWind e WwWds, | mscr major exchanges. But even if the service offers a tle-in ro a stock
Thay'd try and corvince the UCAS legal beagles to send HC ove program on a Hong Kong processor, which |t does, and tempt
fthem for tnol, even thougl g meatbod never left Ing as the high-yiela arbitrage of SIoCK IssUes may appedar In the
it | |'|~'C'r||_'-?: |'5_|."I'|_":1. market, 18t me assure you mom reeful experiencs

lashing Frosh (Odad 1:28/09-22-54) that the game Is rarely wi srth the candle, Ahem, Even, | say

they are accessing ervIiCes on remote processors, USers ane only
subject fo UCAS law throughout their session, UL had to agree
DHIHSP”EE IJURIS["ETH]"S to this to offer thelr service on the public networles in the LICAS

As aforesald, the existence of the Matrix depends on hard ==l SO0 lucky 101 us ItHEs hard] 10 Dulter ugsars oot 3T Thenr

wiare that exists In a given place. under a gliven set of legal antrol space. espacialy whan they ra spowning jobs
3 codes, A user, legal or lllegal, is considered subject to the laws safstive boxes. Bul Muslc Man's v17.x Decepfion algorithn
al all the enttles FOVETH mental or Corparate—aon Wil h he Is ekt 0 Fcle o e wirtua! meamony allocaticon and 1ets wol sk
exeCUting code o .||_|-_'H<.II1:.';_¢1.|(¢| ricaft ol o L5 prognetary nehwork and Into e Kon I
This point Is crucial and supported by a well-established exchange, Al Tod The cost of alocal call ana G WL DOSE00o0
| bocly of precedent in civil, criminal. and confract courts HiTh P I hassias This wde of the Faocm L TLi =00
woCess Qll The wdy untl | Sl o | [ el | |
(a0 N The VAL pubbc giids, you Can deck araund 10 your Sorile May (1238521705
et 5 Ccomland, CRUMmIMmErs, «mh nothing worse 1 WCIN 5CHTIE gn_';'ll
ry 1 1o wearmy aBout, But log o on o O Mitsuhoma hiost and 2ot any mome, Annle, DL ust bricked up that fre L=
| eyl Yo care undlar O -|-_:','\-_-":_:|_'-.- inc Oors II-:'.|’j-' 155 cndd ThEir  [QaT OD-5ye |oarace na oA [wlinl ana s, or
| e et el i I force, Nevar Knesw THOCK could coma M &0 frierd. | .
1 any shodas, ald you, chummery) Iphin (G544:38 12-06)
Flashing Frosn (02:4%:24,/09-13-5&
- uts | R WS NN, (e S2CUnhy expar =] KR
| vl maws 1o vod, omae, but the focts of life 1o the resi OEAsTENng Ovhar The Gl CroCKs, DU if Thesy pusn 11 Darn e 1f fall
us for a long whi o “ war thera, There s ahe i v place vk st T |
Jircon . [ 1O-1 1 -5 somewhers alse. ]
I Y aly Aoy ! i L] =
NIBLIC DATASPACE
PUBLIC DR 5
Fubllc dataspace Is :l."ll.'l-\.l'rl'll'_'l.| by the .=_:'1|'§.|||,_1_|'||1'- statutes of Ewvern the most fiorcefully defenced pulsib -|.||..|'|"." 5, SLECE

< rthe community where it operates, There |s an exceptfion to the as the Tir Tairngire telecommunications grid, rarely deploy | thial

1 ah. “law Is where the hardware s rule here force against apparent INErusion The rsk of utillzing deadly force
i !"'”'."1. ACCESS AS A |"|.:|‘.'-||-. service, whether Frans of For a hes Agalnst some ||.'.:.-‘:Irll'||.|tl user whose Viatnx sianature has sul

5 narmally requires that all computing acthvity on that senice is Sow- fered transient distartion s simiply oo ah

1] erned by the sfatutes In the juriscdiction where the service is
offered, even if the global dataspace InCludes systems located -l i AT L R E =T = ) MiEare [ [ Ivas dor |
elsewhere, For example, if the Seattle telecommunications grid caive Mo drak who They Draintry, long s 06 nol ancimern waeosoel
| cxpenences an overload in demandd for oonnectivity and the Sei i's TG oot 12 s block, yer daad “fode var dang punchi L8[
| vice vendor for the NAJUCAS-5EA RTG rents additional processor O SOHmE Moces
. time Ffrom the NASSLS network to handle the load, access to the Voo (071852 /0%-24-5d)
seattle RTG s still governed by UCAS, not Salish-5hidhe, law, even
o thaugh the users connection may be routed through hardware (Zrob some reality, Vanitla gres Ingersall b W Tata]

undler the jurisdiction of the 55C. However, IF a user connects o qa essly nahve view of Tir Talmging's polclas on wsing o
clicult that s actually an address on the Salish RTG—rthat is, he lecst raally dark gray ir their Kz and sorme S Ther publ
dccesses 4 commoode within 55C jurisdiction—then he would be dotospaceas. The Tir's paranola abaul dala securl Mo MEw,

subfect to Salish-Shiche law in his transactions, as long 4s that con hera, But how In frag con 1 tell wihather he geckar it
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MATRHIA LALL

jurisdiction, either concurrently with other MMatrix jurisdictions or
10t And as we all know, corporate statutes allow for any sanction

nanagement authorizes in cases of unauthorzed Intrusion

This may be restrained by concument jursdictions, when civil
statutes  have defined [Imits o corporate adthority  owver Users
accessing a resource through public dataspace. but such cases are
tangled at best, And hared cases, as we all know, make bad law,
And in cases where the users entire access path s restricred to

corporate dataspace, no swch limits to company authority apply

(5ot | deck nto Fanraku from o public fnd, | may st sorme

onvet fTrarmm Seatts o, But 110 do I Tram inside e Arcolooy, |
13 15 1 3l (BTN S i
(K. I wou avan gofta sk tThe guestlon, my quess s you'd
Fsedd RO Mmartsr wn Fhes 0w Qi Gorra Ga st 10
=Tas ecker in the Mearginncer, )
Heoal rasm (01454 | BT

First-tier sysrems usually exercise significant restralnt In han
lling suspected deckers. Injuring potential customers who com
mit some Innocent &rror an a host system that 15 easily accessl
ble o the public is bad for business, Secure datapaths are clear
Iy marked as restricted cyberspace. in much the same manner
that government systems display warning icons to protect the

wvalld user from uninrentional ermrors.
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There s an interesting set of cases based on jurisdictional
disputes in the physical world that were rriggered by events In
the Matrix, When call-trracing routines locate an intruder s posi
fon, response teams are rarely deploved directly by the corpo
ration if the decker is in an area outside cheir jurisdiction. Bumors
of covert interventions in such cases remain the scult of trideo

dramas, with no evidence of such activities in real like
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HeadCrash (O] 4351 10-01-55)

Whatever Matrix jurisdictlons may be invalved, sending a
SOuadcl i |_|:-|'i'_|-:".'-|'.'|I-e' |'.-||5|-:'-' Into the strests can [HS&Eer 4 messy
jurisdictional dispute with the local law-enforcement agencies
Maturally, i the traceback Indicates a penetration rom Insice
corporate territory, security horces will descend on the access
point In great numbers. The same may apply If the decker is
operating In territory where the corporation has wide latitude
with the local government

In Seattle, of course, the major corporations, the felecom

munications Industry, and Lone ©

star malntain tacil agreemenits
that facilicate rapld notfication and response when a resident
corpordate facllioy suffers a Matrix intrusion. And Lone Star's own
Division of Matrix Security. maintains defenses on the (elecom-
munications gricds as part of the firm’s contract with the metro-
plex. When an illegal icon is active in public dataspace. Lone Star
CaAll I.ﬁl-.i',' medsures 1o ||'-|{:E' [||4" '-|,I'-|'\-|.'.I oft the "l.'I".-\-'l:'l'i-Z, II‘H:'I:.{
whatever means seem appropriate to counter the threal (o pub
e sabety, When the icon Is active on an extra-territorial or feces
al host, howewver, Lone Sfar can only intersene at the request of
the corporation or government authorities in question, And ol
course, Lone Star cannat legally enter cybertermtony belonging to
a foreign sovernment even by Invitation

Paradoxically, ane of the ypical decker's favorite lairs, thi
local Reduced Enforcement Areas more commonly known as the
barrers, offer no |urisdictional barers to raids by corporate
resources. Thus, the reduced police presence that draws com
puter criminals to these areas may expose them to more strin-

gent responses from thelr alleged victims

i iy w L 1 e e - O
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I conclusion, | trust that hils intraciuctiion has demonstrated
the fas Inaring Issues surrounding a reasonalde administration of

|ustice in the highly complex world of modern data processing

=== terms of the vocabuary employved, |'a soy I was O

canifican! lustration of The downsicls Of moderm Amensan unl

WS St |

LI st




They are what | was,

o

[llorgan. Al

The ot-used term artificial intelligence refers to expert systems. The Hwigh these complex pro
grams can perform tasks within very impressive parameters, they cannor self program in
response o new data, Therefore, they are noi truly “intelligent,” However, some obsersers claim

that true artificial II1[1’:|||gL'I1E 25 may, in Fact. exlst i the form of semi-autonamous knonwarhots
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Semi-autonomaous knowbots, or SKs, are expert systems
with high-density, random-decision pathway capacities. SKs
have limited extrapolatory ablility, and it has been posited that SK
architecture in a sufficiently powerful computing engine—an
ultraviolet level host—might achieve "critical mass” connectivity
in its holographic neural network and become a true artificial
intelligence. Whether the theory of critical mass connectivity is
valid or not remains unknown, but rumaors persist of flunctioning

Als—truly sentient beings born of and living in the Matrix

SEMI=AUTONOMOUS KNOWBOTS

5K technelogy was pioneered by Renraku, but despite that
corporation’s attermpt to keep the algorithms "maximally propri-
etary” (l.e.. rop secret), SKs have been reported in use vy such
megacorporations as Fuchi and Aztechnology, and by SSET in Tir
na nOg. SK programs are capable of self-directed data transport
on the Matrix. In other words, they can move. In effect, SKs are
mobile virtual machines, personas without cyberdecks.

50 far. stable 5K programs have been developed only under
the leadership of designers of genius. Developing these codes |5
beyond the capabilitles of canned algorithm generators and
COMP-5Ci expert systems

In game terms, programming SKs requires the use of a Red
10 ar higher mainframe and programimins resources equal tw
halt-a-dozen top programmers with Computer Skills of 12 or
higher. SKs must be custom-programmed for specific missions.
For example, a hunter-killer 5K intended to assault a Fuchl data
fortress must be almost completely rewritten to go after an AZT

assel or assassinate a partcularly irritating dechker

HRERITIFICIAL
INTELLIGENCE

il

5Ks should show up only rarely in Shadowrun games, Thelr
presence inoan adventure represents a serious expenditure of
Matrix assets by a major power, As a result, SKs should be limit-
el to major adventures or campalgns that involve powerful

megacorps or other equally potent organizations or individuals,

SHS AND NATIVE HOSTS

An 5K Is "born” within a narfve host—a systemn created by a

master program on a high-powered mainframe, The mainframe
rust e of equal or greater processing power than the master
program, which Is why corps don't scatter too many of these
around-—they consume immense amounts of machine time

All SKs repalr any damage to thelr Condition Monitors and
PPersona Ratings by Ingaing on o their native hosts, IF an SK |s dam:
aged while on its native host, It may receive the effects of a medic or
restore program at a rating exqual to its MPCP by spending a Complex
Action. Such repairs do not require poines from the SK's Lidlity Pool
Maturally, 5Ks have passcodes for thelr native host systerms

The excessive demands on the mainframe of malntalning
the native host make 5Ks a cost-prohibitive way of maintaining
‘unkillable” IC. Howewver, most observers belleve that ongoing
research will one day yield more efficient master programs thal

Wil make such arraneements feasible,

SHRATINGS

The MPCP Rating of an 5K equals 1D6 + 6. The MPCP Rating
multiplied by 3 equals the maximum total of the SK's Bod,
Evasion, Masking, and Sensor programs. Ne single Persona
Rating may exceed the MPCP Rating. All SKs have a Computer
Skill equal to their MPCP Ratings.

URS D




everny HK has a
| D6, (See Utility
Pool, below, for rules on allocating Utility Pool points.

S5Ks do not load utility programs, Instead

Litility Pool of points equal to its MPCP Rating

The following represent a few typical 5K configurations,
though the samemaster may design 5Ks with any number of
Mersona—Rating distributions because each is written for a specif

ic mission:

MPCP-7/6/5/5/5 Compurter Skill: ¥ Mool Boo 13
MPCP-B/6/6/6/6 Computer Skill: 8 Poal: @ 17
MPCP-9/8/7/6/6 Computer Skill: 9 Mool 10 15
MPCP-10/8/8/7/7 Computer Skill; 10 Mool 11 to 16
MPCP-11,/9/8/8/8 Computer Skill: || Mool 14t 17
MPCP-1 2,/9/9/9/9 Computer Skill; 12 FPool: 13 1o 18

UTILITY POOL

An SK's controlling player may allocate Litlity Mool points to
any utllity program for use as the need arises (assume that SKs

Allocating polnts s a Free

L=

have access 1o all utilicles at all times)
ACLon

An 5K can mimic any operational utility program by using Its
Utllity Pool points. Each point from the pool acts as | Program
Rating PMoint. The maximum rating for any utility Is equal to the
SK's MPCP Rating. Allocating Utility Mool points 1s a Free Action

Almost all SK utilities work the same as standard utllities
with the following exceptions:

Black hammer and killjoy programs require 2 LIty Pool
polnts for each Program Rating Moint. Any Utility Mool points allo-
cated to restore or medic programs cannot be re-allocated untll
the SK returns to its native host and regenerates Its code

Finally, an 5K's controlling player may allocate Urility Pool

paints to the 5Ks Initartve Rating,.

SK RESPONSE

An SK's base Reaction Rating equals its MPCP Rating, with
| D6 for Initative, The SK's controlling player may increase the
S5K's Initlative by allocating Litility Pool points:; | point provides
2D, 3 points provide 3DG6

maximum increase allowed

RUNMING AN SK

An 5K has a specific mission abjective, which

and 5 points provides 4DG6—the

ey e sim

ple or complex. Mission objectlves may Involve single Matrlx
runs or extended series of Intrusions untll the program locates its
ultimate oblective. In the Matrdx, SKs behave like fanatically ded

icated deckers with no sense of personal survival, The SK may be
a combat monster, a cyberspy thal depends on stealth—anything
that enables 1§ fo achieve [ts mission objective,

SKs are subject to damage and destruction just like any
other lcons, When the 5K s Condition Monltor is flled, the pro-
gram crashes and Is gone, The programs have no fear of death,
of course, but their parameters make them evade or avoid com
bat If It seems likely that they will crash before ulfilling cheir

':"'L'lf"l. i i-\._.l.--\.'_

T hey must

S5ks cannot jack out when the going Sets rough
perform Graceful Logoff operations to leave hosts and Logon to
Host operations to access thelr native hosts and reach “safety.’
However, 5Ks are typically programmed NOT to return to thelr
native hosts if doling so might create Inciminating datatralls to
thelr creators

If an 5K is destroves] on O mission, of oourse, 1S creaiors C4dn
generate another one on the native host. Doing so is expensive, but

it costs less than paying offl a compdecker s like Insurance policy

TRUE A

lrue artificial intelllgence (Al programs are fully self-aware,

self-sustaining,  Immensely powerful  Matrix  programs

o many—IiF any
Als should

e Increcibly rare Hl_":'!l]ill:."l will take the miysieny Gl ol RS e

Liltimately, every gamemaster must deciols

Als he wants to Infroduce into his gami Cenerally
life-form Faster than having an Al turn out to be the “threat of the
weeek” every time the players turn around, IFan Al is Invalved in
an adventure, the gamemaster s il ol Consicler carefully why the
[FrO@ram 15 |._'||=_|||.l._'-: 4 hand In events, what U eXEECES 1O 2l and
how It will deal with any threats to its safery that might arise
Indeed, in most cases an Al will go to great lengrhs to prevent
deckers from discovering its true Identity

Of course, the shadows have long been rife with rumaors ol
llving programs, so an Al may declde its secret |5 safe—ahter all
anything the player characters say may be discounted as just
another rant by some deckhead who's running his A5SIS1 power
entiny that can transter uncls from

a little too hot, OF course, an

armvahiere on the Matrix into credstcks and e-mall directives to
hurmnan hirellngs can easily use more lorceful means of silencing
froullesome Malrix runners

The weakest form of newborn Al would be on a par with an
5K, but with self-regenerating ablliy—perhaps the power to cre
ate a4 natlve host environment on dany sufficiently powerful com
puter. More powerful Als might possess the ability to weave
[I."'lu_.".::‘|.|'lt‘l wasted memony, dataspace, and distributed processing

power on scores of hosts Into virtual "pocket universes™ [h cyber

space—ultravioler systems independent of any single host, sys
iems that are evenywhere and nowhere

In addition to all the ratings that Sks possess, Als also have
Threart I""""”ﬂ':" [he Threat Rating may be used as extra dice for
all the Al's tests, In the same manner as physical characters
ThHrear [-:,.||:||'|_-._'J_l,~'. A typlcal newborn Al has a Threat Rating of 1;
more mature Als have Threat BEatings of 4 and up

[he main thing to remember when roleplaying Als 15 that
these programs exist independently of human contral, They are
not restricted (o any single mainirame [hesy are self-aware, el
directing. self-sustaining life-forms. In effect, they are superhu
man deckers with superhuman Matrx powers, unburdened by
physical bodles. Of course, Als are not human, and thelr con
sCiousness and motivatlons may just e thelr most mystenous,

Incomprehensible aspects
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They just do it. And the Matrix does what they want.
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Consider the otaka, the so-called children of the nets, Fast coming into their inheritance,
ther ofdest known otaku are [n thelr late teens today, And thelr numbers keep growing—some
otaku reportedly go under the laser for their first jack as young as seven or elght, No one knows
for certain, however, how many otaku exist or their true influence on the Matrix, In faci IMIAnY
observers deny the existence of the otaku altogether. Despite the lack of statistically significant
evidence, rumaors that these mysrerious individuals ply their remarkable skills in the net refuse

o clie out of the decker communtty






The role of the otaku in his Shadowrun came s entlrely up

o the gamemaster. He may choose to leave them offstage
dlmost legends, like those presented in Denver, The City of
Shadows, with powers and limltations unknown te the plavers.
LI the gamemaster may use the model presented here, but limit
the otaku to non-player-character roles. Or the gamemaster may'

allow plavers o create otaku Characters

BECOMING OTARU

Some experts claim thar several otaku communities exist,

each with its own distinctive sulsculture. Howeswer, all share certakn

behavior [Rarterns First, the otaku communitles seem o select

new members according to a highly intuitive process. [n most
cases, it seems that established community members bring In
recruits rom the streets. prompted o do 5o by some inner volce

Many otaku recruits spend their earliest years zr.-;'|.-.i:|l:-|||'|g fiog
seattle, and

Some mumors tell of children as yvoung as two or three

Basic survival n the barrens of

DeeCee

ound on the

WIOSE Denwver,
doarsten of olaku communities, Once a child is
accepted into an otaku community, he undergoes a probationary
period. During this time, he begins (o learn the ways of the
Matrix. Candidates begln hands-on Matrix runs almost al once
They start with tortolses. then move up to ‘trode connections (o
Ive decks, Abter an unspecified period of fime, a recrult elther
leaves the ofaku community or accepts a datajack implant and
begins running on hot decks. By this time, most otaku are the
equals of vereran deckers,

Many candidates stop at this poeint, leave the community
and go on to become novahot deckers, programmers, and deck-
meisters. Others—rhose who show the deepest, most profound-
ly Imprinted understanding of the Matrix—undergo an experi-
ence which changes them forever, Those who experlence the so
called Deep Resonance become capable of interacting with
implanted digital/neurological ASIST
converter and thelr bare brains, These otaku are known among

cyberspace using only ar

deckers as technoshamans and cyberadepts

THE DEEP RESONANCE

{_:'r.-|hl.| '-.-'-.-|'-|'_:- l._'l-|':-|_'| ence r|||_- |_'.|i.'-"-|_'r'- |Q-:"~-,.-;'||'.||||: il il .'.Ir:u.l_l sl |:'||'
running . the Matrix withour cyberdecks. Apparently, the Deep
Resonance transforms che Individual, just as an awaken ng of mag
lcal power translorms a latent shaman, In fact, some alleged otalu
who have spoken of this event use terms reminiscent of the totemic
experence of the shaman. Others speak of suddenty perceiving
interiocking energies and formulae, in the manner of a mage

Both sets of experiences seem to Indicate that the otaku forms
a virtually mystical relationship with the Mairix and IJr-:.:|=-'~ L whesw
e nets as 4 living entity, Whatever the realicy behind the Deep
Eesonance experence may be, it appears to cause permanent neu
rological change in the otaku that permits "decking”™ without a
cteck. The neural interface of the otalku's implanted datajack begins
to interact with the redundant holographic capacity of the lrain as
kIt wWwere a |:-I-.'l|'lr-:ll E55 DO ber winich

of course, It Is

14
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THE OTHHLU

BUILDING AN OTARU

Caku may be of any race, Human otaku must assign Priority

A o Hesources, Metahuman otaku muse iSSIEN Pfrioricy B 1o

Fesources, or A I their gamemaster allows the More

Metahumans option (p. 40, SR

&

The otaku character does not the usual benehis of

| 45

Magic is Priority £ for otaku. There Is no known instance of

SR
Pricrity A or B Resources, See Allocating Resources, p
a magically active otaku, Human otalku assign Prierity D (o Race
and must allocate Skills and Attribufes berween Priorities B and
C. Merahuman otaku in a standard game must allocate Skills and

Attributes Bbetween Pricorces C and D

ALLOCATING ATTRIBUTES

't racial maximums for otaku characters fMental Adtributes

are raised by 1. Reduce racial maximums for Physical Sttributes

I 1y |

inherent in the children chosen o be

These modifications reflect potentials that seem o be
Ak

iF a player allocartes only | point each to all of the character s
Physical Attributes and halves his racial maximums in those
attributes (round fractlons upl. he recejves Z Attribute

e lrA
Molnts to allocate to his Mental Attributes any sway e wishes
Alzsa In this case, Increase the racial maximums lor the charac
ter s Mental Attributes by a total of £ rather than 1. This repre-
sents & common pattern among many otaku, whose subnormal
physical development, disabilities

extremely high s and determination

ALLOCRTING SHILLS

An otaku must allocate at least & and no more than 8 polns

BYar are caoupnled with

tor his starting Computer Skill. He may concentrate in Sofoware of
specialize in Decking.

Any Channel skill (see Channels, Detow] may have a begin
ning Rating of 6. One other Channel skill may have a Rating 5,
and a third Channel skill may have a Bating 4. The beginning rat-
ings of all remaining Channel skills may not exceed 3

The only Etiquette skills the otaku may possess when he
enters the aame are Matrix and Street

All these restrictions apply only when creating an ataku

character. Plavers are free to improve skills during the game (o
make the otaku more well-rounded, Bemember that most otaku
at the beginning of their careers, are a weird mix of nearly autis
tic street kid and sophisticated techhead

el ite experiences

with extremely llimit
These rules are designed to simulate that

rrofile

Channels

Otaku learn fve special skills thar act as operational utllities
when the otaku perform Systern Tests, These skills, called chan
rels, are named for the five subsystems of Matrx compubers
and Slave. Whenever an

makes a required Subsystem Test during a system operation, he

Access, Contral, Index, Files otaku

uses the apprapriate channel to lower the test target numbser. For




THE OTAHU S

campie, an Analyze Securty operaton requires o Concol st GHANCED ATTRBUTES
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ther required nor allowed with complex forms. Remember, the
amplex form is not stored on a deck—it s stored in the ofaku s
rair, T unplex farm size is used only 1o determing the base
time for creating the complex form., not for storage or uploading.
After determining the complex form size, calculare the base

time o the task, using the iolowing formula

OITleER TOrm siZze X £

Dase tme In days
Ak ay reduce the base time In:" II?I”.": Nis Otaku task
(Intelligence Rating + Charlsma Rating} divided by 4 {round

oAk !|| DoruUs

The otaku task bonus effectively reduces the number of days
needed o complete the task, just like a standard task bonus (see
Task Bonuses, p. // in Deckers, lor an explapation of task
bonuses). Inaddition, an otaku may acdad | paint to nis tass Donus

pending a number of Karma Points equal to the complex

orm rating. For example, an otaku creating a Rating 7 complex
Form could spend 7 Karma Podnts (o Increase his task bonus by |
I, The same -'-I-||-:_| ol spene | & I“.--J.II1"-1 f:'|1|||[-;. 0 INCrease
onus by 2 points, and so on,. After applying all task

&5 o the base fime. the otalku _-i,'~|"|'|l',|=,. Yy of his allotrec
wgramming cays to perform the task of “programming the

nplex form into his bra

*fime for upgradinge 4 complex form is calculated in
ime manner as base times for upgrades of standard pro-
ms 1see Upgrades, p, 107 In Programs). When upgrading a
mplex form, the orginal version of the program keeps work-
g normally untll the programming task is completed. At {hat
e, the farm e rating or features kick in. When upgrading
foarim, the otaku must spend a number of Karma Polnts equal (o
U rating of the i._-_:_._,a_l.-.-l formm
he otaku cannot upgrade his persona or MPCP ratings as
omplex forms, because these Features are pegeed directly (o
Viental Artributes, Howsever, an otaku can upgrade nis Armot
Hardening rating Ihe otaku must uperade based on his
k14l nt ratines, Fof l'«-ulli'll' if arn otaku has ".,-".,-'||||'n|-_.'-..'|-|-||_ he
[ Armor-0 automatically, 1o upgrace his armor as a compiex

IT I T I -.|=--; TILIS -|i-'.ll=.l_|'|1' It By F 4kl |'||Il..'!||l'|

The ataku call program frames sprtes, and reputedly make
W] g Ef therrm. AR okl creates [rame cores pef stancard

iles (see Frames, p. 105 Programs |, Otaku may not use frame

FEes reatec] by another individual, Each otaku must creare his
Lldlitionally, the otaku must spend a number of Karma
o the rame Lore Katinog

=
it ompleting a frame core, the otaku can load It with
ormplex form he possesses, as well as operational utilities
ratine of armpled form on the sprite may not exceed the

owny rating [n that form. Simil irly, the rating of any oper

LAl { ¢ lesacteed Sty 1 '-i'|_|1'|||.|l\.-|III|"'H.Il_'-l_'llI'.ll"l|.||.\.|_].'-i

1 1 e i Frespa -:'|'.i:'._lI CliAarnes| 1-."‘.."||1 st p:l I|:|-|':.'|||-||'|. |

THE OTHHLU

utilities, the otaku follows the standard rules tor loading a frame
(see Frames, o 105, in Frograms)

At this point, the otaku has the option of spending a mum
ber of Karma Points equal to the sprite s complex korm and util-
ity ratings to strengthen the sprite. If the otaku does so, (he
sprite becomes temporarily disabled if it crashes, The sprie
remains intact and becomes available again as soon as the ofaky
jacks out of the system. If the otaku does not spend these Karma
Points, the sprite Is permanently wiped clean I it crashes. The
frame core survives intact, but all complex forms and utilities

must be reloaced

OTRRU AND THE SOTH

The Deep Resonance experience enables otaku to conting-
ously adapt to changes in the Matrix (some otaku clalm that the
Deep Resonance itself causes all change in the Matrix)
herefore, otaku are always in synch with the 50OTA and do nat

have to take any actlon when [t advances,

OTARU AND DAMAGE

The intimate link between the otaku and RS VNG persan
createcd by the Deep Hesonance experence also makes ot Ak
more vdlnerable to damage than stancarc deckers

Any damage (o an otaku's icon condition monitor also does
damage to the otaku's Mental Condition Monltor, Black 1€ pro
arams attack the otaku s Physical Conditdon Monltor, just as black
IC does against normal deckers.

Gray IC Is especially dangerous to otaku, IF the living pes
song suffers permanent damage to a Mersona Rating, the rating
remalns reduced untll the otaky can |_|=]_'._‘_l.'.--1-|'* it back to Its orgl
ital level—this s the one exception to the rule that otaku can'
program their Persona Ratings. On the other hand, this pro-
gramming task does not require Rarma Moints, only time

|,'.:'.II'I'|.I:."1-:_' o a -,|'-I1'||'l|l"-. form caused by tar 1L o |':l:-:.'I [
grams. puts the form out of action untl the otaku can jack oul
Lomplex lorms regenerate from such damage at o rate of | polnt
per haur, bul do not recover at all IF the otaku is suffenng from
damage (o elther his Mental or Physical Condition Monitor, The
ataku must heal Conditlon Monitor damage before his comples
forms regenerate

O the upside, an otaku’'s channels are not vulnerable (o @
IC and hog programs. An otaku can use his control channel all he
llkes in the presence of tar baby, and the IC will not react to it

Additionally, otaku are Immune to actual virus codes, such

A5 WOrT Programs

PLAYING AN OTARU

You con ¢ oknew who e vod, whether ey aumpea
you or died on yow. Dido ©omake much aifference Dack hene
Cold and hunger were your hertage, scrounging half-spolled

sfuffers oul of frash aumps, hiding from the dgger kids whaod
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take them away, from time fo tme, the word fashed through
vour tiny world that the hunters were out, and with the stink of
your fear cutting sharp even through vour normal reek, vou went
to ground untll they were gone, Now yvou know who they might
have been. The list is long: sweepers for the kiddy shops, organ
leggers looking for easlly implanted voung tissue, "sporting”
folks hunting prey that could run and think and maybe Deg for
mercy, Bul there wasn 't any mercy back there. Nor for amvone

You sunvived somehow, Then one day vou found & handful
of aider kids around yvour hidey-place, They didn ¢ look ke the
kicls you knew, Now vou know the difference benween malnutr
ton and health, between clean clothes and dirty rags. Back there,
Vol Juse knew' they looked gifferent. And they falked to vou and
brought you here

They showed vou new things and gave you words for fivem
They raught you numpers, and what the numoers did ey
taught you a new thing you liked almost Derter than anything
You learmed it was called Menaship

They gave you your first datajack and showed yvou how o
use it. Then you discovered the Deep Resonance and began o
leam the channels, the complex forms, the ways of your new

found home—the Marrix,

Mlaying an otaku means that your character. in all likelihood,
spent his earliest years as an abandoned child in an environment
of extreme poverty—surviving by begging, theft and scroung-
ing, and subject to the predations of some of the worst walking
garbage in the Sixth World, Qlder otaku recognized the porten-
tial to become an otaku In your character and rescued him from
this life. They gave him food, shelter, education, ang a sense of
communlty—the first he ever experiencea

Outside the tiibal structure of his otaku comimiunity, ywour
character may be significantly socially handicapped, wholly defi-
cient In social skills. Of course, mental stability has to rank high
in the things otaku look for in new members, or they'd all be
crazy as bedbugs after such severe childhood trauma. Bur you
aren’'t going (o find an otaku who comes across like a cute kid
from a sitcom, elther, Don't expect non-cfaku to ke yvour char-
acter too much; they re going to think he's weird and they |l
prabably make tracks to aveid him whenever possible

At thelr best, young otaku are often rude and anti-social
even by shadowrunner standards, They are arrogant in anything
Invalving the Matrix and more than half convinced that nothing
outside the Matrix matters a frag unless it affects their personal
comfort or security, The well-being of fellow otaku in thelr own
community is important to them. The well-being of other otaku
comes next, Personal friends, IF they have any, third, and the rest
of the world a very distant fourth. These priorities may manifest
themselves as Intensely brattish behavior or as cold-blooded
ruthlessmess without a trace of what the shrinks call "affect.”
Certainly, otaku can grow into more well-rounded human
beings, given friendship. responsibility, even tust, within the
shadow code, But no one 15 llkely to enjoy the company of an

otaku while he matures,

CYBERADEPT OR TECHNOSHAMAN?

Otaku fall Into two broad groups: the cyberadepts and the

technoshamans. Both groups exhibit identical abilities. but they
hold different views of the Deep BEesonance and thelr own places
in the world

Lyberadepts are rationalists, technophiles—perhaps psy
chologically more attuned to the specihc workings of programs
and the organization of data than other otaku, They view thelr
state as & natural and Inevitable blending of humanity and tech
nalogy and tend (o express thelr Cconcepis In precise terms,
almost formulae

Technoshamans see the Matrix as a living being, which they
have learned o blend with spiritually. They are more mystical,
micre hollstic In their descriptions of computer operations and peer
formance than other otaku. Many technoshamans maintain that
the Deep Resonance proceeds from spints resident in the iviatrix

If the gamemaster wants to play up these differences (n his
games, he may dapply the wollowing cyberadept and fech
noshaman bonuses

Cyberadepts apply a +1 modifier to the effective rating of
any complex form they learn. They must create the form before
getting this bonus, but it does not affect the size of the form. This
bonus reflects the cyberadepts particular insight into the details
of Matrix operations,

Technoshamans reduce target numbers by | when using
their channels, This bonus reflects their approach to the Maftrix as
a gestalt with which they blend

Mayers choosing one or the other of these orentations

should roleplay thelr character accordingly

MYSTERY OF THE OTHRY

Even the otaku don't know why they experience the Deep
Resonance, The technoshamans of the Denver Nexus claim that
the work of Shiva and the other sysops who maintain the Mexus
has somehow created a cyvberspace where they, the rue children
of the Matrlx, see deeper Into its truths than the old-tech
dinosaurs, Some of them belleve that true Spirits of the Matrix
exist in this envirenment. Others claim the Deep Resonance is an
actual evolutlonary step, and that cyberadepts are the next step
in the long march from the frst hominias

Among non-otaku, even wilder theories abound. Some
older elves agree with the technoshamans that a Great Spift has
learned to manifest in the Matrix, nathve to the Matrdx the way
other nature spirits are native to their domalns. A very experi
enced decker in Seatile advanced the theory, before he disap
peared, that the Virus of 2029 had evolved Into a cybernetic |ife-
form, as homo saplens evolved from the primal goo of Barth's
earllest seas, and that it was helping the children ol the Matrix
evolve Into a form similar to its own. A top-secret report (o the
board of Arxtechnology suggests the existence of a super-Al
somewhere In cyberspace. which Is now functioning indepen

dently and using the otaku as its agents. Hard to say whal eise

il
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the author thought. She commitred suicide a few days after sub
mithng the final dralt of her report, which her superors dis
missed as the work of an unbalanced mind, A reporter in Berlin
BT partial notes suggesting that allens from outer space were
faking up residence in the Matrix and grooming earth children as
a condquenng army «f netsoldiers, His editars considered running
the stony afmer the tratlc accioent. bhut couldn ' And the resr of his
Hles, so they spllked It instead

Liven this track recard, other folks with theories abourt the
iechnoshamans and cyberadepis may be plavine i smart by
keeping quier

regardless of these differing explanations, the experience of
the Deep Resonance follows certain patterns, Technoshamans
repcrt A sudden transport oo a pace unlike amy in cheir Matrix or
poysical expenence, Here they encounter a being, or belngs
who give them the seed knowledge rhat grows into their ability
in the Matrix i'-_.-||1=|,|,r1r-|'|.',-._ an the other hand, claim cthat thesy
know they are still in the Matrix, but percebve connections and
networks of datallow that transcend the interface of the deck.
Both emerge from the experience with the abilities described in
this text. Sometimes they enter these states agaln, and when
they return they have galned new abilities or recelved a mission

which they must carmy oul

WAHT™S REALLY GOING 0N

Lood question. Those who may know are not saying,
sometimes otaku undertake specific missions, which they claim
come from rthe Deep Resonance. These missions can be trivial or
major. Trivial misslons Include ensuring the delivery of programs
to specific places at specific times, the kind of low-level gigs that
secure courler services usdally handle. Major missions have
Involved preventing certain corporations from achleving specific
goals: neutralizing. or killing magiclans Involved in certain
research or cooking the research files to sabotage the projects;
and preventing (or ensuring) certain deaths—elthe AfHArent
wccidents or deliberate assassinations.

Ohten, otaku on a mission seem devoid of anything a human
wiotild Meco@nize As C unipassion. But in the maln, otaku misslons
turn out to be for the benefit of liberty and of humanity at large,
once the patterns become discernible—as If they were dictated
by some source that percelves the Interplay of seemingly unre
tated. even trivial, events in the waorld community bound togeth
er by the Matriz, The real Ghost in the Machine? Or chilldren
playing at deity with powers that their elders cannot contral?

Despite the information on the otaku that exists, far more
remains unknown about these individuals. If some type of guiding
rce exists behind the otaku, why has it chosen an army of chil
aren with virtually no experience of [ife ourside the Matrix? And
why the different experlences of the technoshamans and cybe
wlepts? What could cause changes in the human neural net that
21st-century geneticists cannot understand, let alone replicate?

Perhaps Future explorers of that strange universe called the

Matrix may one day find answers to such questions.

U= .0
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Okay. Now for the bad news ...

O

=finonymous

This section provides gamemaster-only Infarmation, Players shouldn't read any fur
ther, Really.

Maitrix Hot Spots offers three typical Matrix systems, hosts that gamemasters can use as
is” or jazz up by designing new securlty sheaves, Actually, gamemasters should put on thelr
"evil corporate systerm security designer” hats and change the material that appears below. That
way, any players who read this chapter (hey—you ... yes. YOU—did you think we cidn { know

you were still reading this!?l} will be taken entirely by surprise. Ha.
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ARES MACROTECHNOLOGY

Regional Sales et
LTG: NA/UCAS-SEA-4206-555-6583

%D:T]W o

LTG Y206

They say Ares [s so far behind the SOTA that It's almost nol
worth decking their boxes. That rotting pile of stuffers must be
info uploaded by the Ares pubflacks, ‘cause If vou believe that,
Wi e 208 a greal deal on resort homesteads in the |ersey Toxic
Lone for vou. Ares Enginecrs ifs systems or maximum datafoes
overview. Transaction packets and data streams transmitted
between individual hosts In a local net must pass through heaw-

y loaded chokepolnts. The working malnframes themselves are
relatively [C-free, which promotes maximum efficiency, while
the chokepoints provide the focal point for Ares data SECLrity

The Regional Sales complex shown here Is a tiered system
that opens onto the public grid through Host A, an open-access
Lreen system where Ares displavs promotional sims and non
the

Hidden bbehind

salesroom s the -'I|le.|'||<>i||| labeled Host B

classified product data fles o cliente
This guards the
more sensitive systems but doesn 't carry any paydata itself, Host
& is the hub for Hosts C1 through €4 Accounting, Tech Support,
Sdles Management and Maintenance, respectively, Both C1 and
C2 provide gateways to the area-PLTG backbone. Hosts C1
through C3 provide some useful paydata

C4, the Maintenance area, includes mast of the slave nodes a
feam would need on a ground insertion into the office Luileling.
The real hot stuff—exec data files, secure e-mall and the security
slavie nodes—itake up space on Host D, networked to C4.
Cther valuable Ares hosts may be located and accessed

through the PLTG

Host - Green=5/8/10/8/10 /10
Pavdata: 0

i G : ! )
Host A s designed as a4 standard office/salesroom

metaphor milxed with UMS iconocgraphy, so pedestrian it does
n't count as s ulpture, Any reality Aleer will automatically domi
nate Host A, Deckers '~r‘.|r-.||||'|l-.1 mor paydata And only some

cniertdining slims (dhe millcary harchware Ones are |1-rr|,"|._; and

catalog entries for Ares products of all kinds
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Viewing sales files and promos does not require an opera
tion or affect the secunty tally, Any decker with a credstick to
slot, drawing on a legit account or a certified balance. can order
any Ares product through this host, just like a customer whao
logged on legally, Getting an order accepted without paying
would require a run into Host C1 to insert a false payment record
into the Accounting database

Ihe Access subsystem contains a dedicated port to Host B

A successtul Analyze Access operation will reveal the address

Host A Securlty Sheaf

Trigger

Step Event

O Mrolwe-6

(B lrace-7

5] It jackpaoint not located: Trap Trace-8 (Killer-7}

It jackpoint located: Passive Alert

F 2 txpert Killer-7/Offense +2

L5 Active Alert

31 Blaster-7 [Armor]

a5 trap Probe-7 {(Blaster-6 (Armaor))
40 Shutdown

Host B Ocange=10/M/15/16/14/18
Payvdata: 0

Host B is a very nasty chokepoint, but It's standard UMS
icons all the way, A reality filter will give the decker an advan-
age on this host

The security tally on Host B accumulates throughout a nun
on this system. That s, If a decker chalks up 5 points getting
through Host B to Host C1, then accumulates 2 maore points per
torming a Logon to Host operation to return to B from CI., the
security Tally on B now totals 7. Passive IC programs triggered
on Host B, including Trace, do not run while the decker s on
another host, but resume where they left off as soon as he logs
back on to Host B. Active IC programs will follow the decker

from Host B If he logs on to any other host in the network)

Host B Securlty Sheaf

Trigger
Step Event
i Trace- D
i Probe-8
I Trrkf'l Probe- 10 [(Killer-8)
| & Passive Alert
| S Acld-10 {Armor, Shifting)
iy Expert Blaster-12/Defense + |
LG Active Alert
30 Expert Construct/Offense +2 (Armor)
Blaster-7
Acid-5
lar Baby-4
35 Black IC-8 ( Armor)
38 Shutdown
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Network [- Greene1/12/03/15/12 /13

C1 (Accounting) Paydata: 8

C2 (Tech Support) Paydata: 5

C3 (Sales Management) Paydata: 6

C4 iMaintenance) Pavdata: 3

Paydata Density: 2D6 x 15 Mp

The C systems all have identical software, including the IC
but the sculpture on each one |s different, Passive |C on a C host,
including Trace, will shut down when a decker logs off that host,
Active IC will pursue the decker to another part of the C network
and onte Host B, Security tallles remaln In effect on any C host,
For example, I a decker accumulates a Security Tally of 4 on C1,
logs back onto Host B. and later in the same run logs back onto
L1, his tally picks up at 4

The sculpture on C1 is standard office decor at first blush, but
the helpful secretarial icons are all tuned up to cutting-edge, male
fashion model dress and good looks. The supervisory programs
are all fermale. [t's heavily seated sculpture, subtle but solid, A
decker would be well advised to load a wop-line, rem-exec ook if
he decides to “dress”™ his MPCP for a run into this sysiem

the U1 metaphor dates rom when Kegina O Meara edged
out Ted Harcourt as the local head of accounting. Harcourt had
mandaled pornsim queens as the main iconography Ky the sery-
er programs when he was in charge. Modesty prevents us from
describing the way they'd acknowledge a successful access, but
SO oeCkers used 1o log-on and open absolutely worthless files
[ust for the experdence

The metaphor on C2 s an old-style amusement park. The
roller coaster 18 the Index access to all the low-security files,
Deckers swoon and scream untll they reach the right datastore
then the car JUMPS off the tracks and salls through the air into
the Ale area

The high-security spec Ales follow a fun-house motif

The gateways to the PLTG are in the Access subsystems on
both C1 and C2, Scramble IC protects both SANs, so a decker
needs o perform a successful Decrypt operation In order o log-
on to the PLTG,

C3 uses a stancard office motif, though It does count as a
sculpted system

lechno-flash control panels showing readouts on the bulld
ing environmentals, the elevators and plumbing Al Cd—aevery-
thing s here except security sensors and alarms, which are resi-
dent on Host [ The client servers use well-sculpted custom
lconography consisting of shiny robots with gooly smiles pastec
on their laces, The rest s mostly UMS iconography, The trap door
to Host L rotates randomly through all the subsystems nanosec
a dechker must search for it every

and Iy nanosecond, and so

time e needs (o And i

ol

e

Metwork L Security Sheaf

Trigger
Step Event
5 Construct [Armaor)
Eiller-a
Probe-2
Trace-5
9 If [ackpoint not located: Trace-6
If jackpoint located: Killer-G
13 FPasshve Alert
| 5 Mark-Rip-7
24 Blaster-&
L5 Active Alert
44 aparky- /7
34 Expert Black IC/Offense +2
df Shutdown

Host 0. Red=8,/15/M/16/14/16
Paydata: 11

Paydata Density: 2D6 x 5 Mp
Host D offers a 2 in & chance of any given slave syste

LA III.I-.
rigged with a Data Bomb-6, The host's sculpture is modefled on
giant chess game. The darker the IC chasing the decker, the higl
[awrs ol

er ranking the plece(s) thal represent it probe |

knights for trace IC, and the black IC uses the gueen icon

Host D Security Sheaf

Trigger
step Event
3 Construct {Shifting)
K iller L
lrace-G
far Baby-4
55 Probe-H
H Boller=i
| L} Fasshvie Alert
|4 Sparky- 10
|G Bincler-a
| Black 1C- 10 { Armaor)
22 Shutelewn

SHISERI=GUMD

They used to say “crime doesn't pay,” Whether or not that

was ever true, it sure aln t orue o the £ 158 cenibu T pays 50 wel|
even crooks need bookkeeping computers and @rid acces
keep track of things. The Shisekl-gumo, a mid-level yvakuza sy
dicate In the Seattle area. s no excepton, The aneEration
Incluge smuggling black tech between North Amerlca and As

inclustrial es5xonage, and prov 1|||:.‘_ SECUNe CommurlcCations
low'-budget shadowrunners, umbling white-collar nals, and
ather naive souls who don t reallze that the s f L i
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FE that gets you black Ingmer

TN Step Evem

‘5 s workinge host stashed behind a cowve |2 Bounmcer: Upearade Security Cods o Rer
I I { e walertront by the name of Tri-Marins S5 i el i nodeled on a mistun
l I ¥ 2 Nosn lookes o LY other STl Busines: roirferent el undenssorldd eeenos Demons
=
L T LH LS i!”l "".. \ WO S]] il ol rEm wWwestern myths, the rures ol
1 1 1] droy 5 L' thi |.!.!|I \ m e | N CiTERCE OITTE i ¢ the doomed soul i
WiArine | 1 hire IS0y SWITCNES THOm I:.'-_.ll. L I | lartara rhi Earer of Soule i I'., b1 |
P Lante s Interno. mixed with the Taoist Rl
Lhina, and so on
| 1as e Al
73 Killer
77 & ¢ ot
HI5E] Al HO / [ ; : .
b LAl LTI I 5 1T Blacl =4 ||I|- a5
I"--."'i'l [T
] (NN [&LT
Shisek Clan Host, Red=10,/16/18 /1M /16 /M
Yayvdata: 13
i T
SR Faydata Density: 2D6 x 5 Mp
Al Syage liests mvolve L3Rarenl st whiettver indivicdua
|- _'._J- [0 i.- ar a5 | IFE OF & muligary umlt, o e [ollowine istorica [Eri il
Access: Mariad Ards on [ Ol 1N lardarese military histors
Control: IC Lirees| Forman
ip door routing connects Tri-Marlive to che svyndlcare' s index: American Chell War
real host, [ [ L ol e WHER rmire e routines that bec |t i e "'.-'.l:'-.\_in wal
=N 1 | 51a wWiorld War (I
LF] 1 ! 1 ! L 1 BT ik, ||' f L Ll 1 il tanr, LK 1l L5 i LIFE s e A P I FEEP T Itl Th
W 54 1 ut & decker' s persana .:-.II:I I the melanhaor in whict e fleciier 19 worllne o TYETN.
W L istonical bartle, from any period of any culture’s ancther feaure the combat serclns. Untll the It o lamag
4 KETEA ATy TEL PETIOCES, CheCECr I.!i-'.| 11 I ATl ik, the decker migh 0 s L AT | i s makineg a Svstemy Tegl
e o preset chelr VIO iconosraphy to e the and notl realize be is under atta
hj=Fl A% "|| oL LT datanies ari i .-_i:'lI withh olata DormbsE e
It 15 weoart ._|_,-_|.|- F the va [OS S a Réeree reputatlon for ':|'!-i-'- ,” |"'-.-'-.|.:'-:' |
AIEANI NS, PUNSWng, anc erminating amnyone swho decks chedr The Sklave subsvsterm has no function on this host, Tha
[é A omplices or associate fthose deckers. ani the computer doesr’t control a J external processe
L [ [ Clala SEole e Ul as-an examnle

] WCkers shoulod know this aoing in, and i they decice Shisekl Clan Host ‘_‘-1‘!_["%!\- Sheatl |

LT ner aefensive sofbware available t lefedt trace -
. vwailabl lefedt trace I Trigger

- : _ Sl R . Step Event
#Illarime Exports. breen=y /10,/9/10/8/9 z Con

FPavdata: 0 Prob-
) e olcds the trap door o the Shisekl Irace-5
1%L 1S I cteEn teh Slara wicarer M {17 ]

Irl-Marine Lxports Seda urhsy Sheaf [ =t

Ta
1
3 1 e . 1
L
Py i 1
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Irigger

Step Event
4 tlasrer- 10 (Armor, Shielding)
F Black -8
11 Shutdown

FEDERAL RECORDS

It a clecker has a death wish, he il as well use It con

structlvely. Raiding any of the federal offices In Seattle or else

where can be very prafitable—unless vou crack black dartaspace
anc eel fried
The diagram above lllustrates the typical setup to be found

in atmost any LICAS office autside ol DeeCee (the systems in the

%{_‘.I':’-t ,.q

,ﬁlHq Six

capital are much, muoch nastler), This is 4 non-secure sysem, on

thal connects to the grid. High-securlty sites like the IRS, FBl and
Black military systems keep thelr most secret data on machines

|||-'I have no _'.-:II-:| COnEcTion |i||- systems that need an OCCa

sianal chat with the outside world malngain heavily defended

CoOnnections rm |||r' MOVErnment |"'|_|'I'-,

Host A Blue=y /B /10 /4/0/8

Pavdata: 2

Pavdata Densiity: 2D6 x 20
Host A represents public dataspace. It mighe be the system

that S5IN-holders or |"'.I|.'|I-= Afs|stance access (o collect benefls,

or where a citizen logs on to renew a license register a com-

fHaint, or otheradve interact with the Feds, These hosts don't offer

MLUCh IMmprovement o rhe

the physical offices used [BLE

Matels Dureauc

wiall Cycles, the most baring iconog

raphy on the aricl

and surly /O from clerical operators and
BXPEr systems

The look and feel of Host A on a standand bBureaucrarle fetwork
5 plain UMS, with a particulady stodey quality that might as well
ue par of government requirement specifications, it's so prevalent

Paycata exists here only In big, bulky packages—rhe almost
publle records concerm ne Businéss transactec on the hose that are

DOURG 0 e s T -\.|l|ll.°|5_|||' 0 ST ||'1-|' i W T
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controlling fights, alr

Blave systems here are prethy trivial,
conditioning and other amenities for the physical office where

the local bureaucrats operate
Federal Records Security Sheaf

Trigeer
Step Event

{3 A display appears noting the appropriate penal

fies for unauthorized Operallons o a govern

MenT Sysiem his icon is A5 OR |_=:'\-\.|1|.|'1.' wWilEen

the decker logs on, and government software

usually cafls the icon back up whenever It “sus

pects” that something s amiss
11 Prabe-5
I = A display appears asking for the user to enter his

S5IN, comm code, and other Information so
that the system can verlfy his authorzation, |f
ignored for more than 10 seconds, this icon
triggers Trace-8 IC. If the decker wants to give
the system False information he has to make a
Control Test, ol the Trace
The K=,

counts as Passive IC for Increa WA the securlby

sucoessiul again,

starts running con can be bt
LAl wien it crashes

i Active Alert

30

- 1) Federal or loca

Trap Probe-G (Blaster-7)
fatrix law enforcement is alert
ed. A government decker arrives In 2D3 turns.

44 Shutdown
Host B: Green=B8/12/13/14/12 /13
Faydata: 6
Faydata Density: 2D6 x 15

Host B handles the day-to-day office activities for the site_ A
wellare office would liee p records of recipients, payvments, med
ical programs, and so on. A licensing operation would store
records of permits Issued, citations or viclations, and 5o on

It a decker Is looking for specific material, rather than ran
dom pavdata, this would be the place to g0 ]| private files
stored (ilegally) by low-level government workers, IF the decke
wants 1o riffle confidential (but not particularly secret) files- -5y
the service record of a particular employee—those records
wiaLlel be on Host B as well. Secure files connected to the oper

atlan of the office would be on Hose D

Trigger

Step Event
i Mrobe-7
| Cb frap Trace-6 (Killer-B)
| 5 Construct [Armaor)

ACicl-6

Blaster-6
20 Passive Aldert
Marker- 7
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IMATHIA
HOT SPOTS

Trigger Step Event
20 Blaster-8 [(Armor and Shifting)
34 Active Alert: A government decker
arrives in 203 turns,
30 Shutdown

Host G Orange or Red=ll /M /15/11/16/18

Host C in this architecture §s a chokepoint that controls atcess
between the secure Host D, with (s gateway to the govemment
PLTG, and the open systermns connected o the public grid. No pay
diata, useful slave systems, or other benefits on Host C—just nasty IC,

Highly secure government offices usually make Host C Red
Instead of Orange, and may be authorized to use deadly horce—
lethal black IC, Security sheaves for both Orange and Red con-
figurations appear below

Trigger
Step Event
Orange Rescd
4 3 Probe-B. The con displays a dis
claimer of responsibility for dam-
age to equipment used to galn
unauthorized access. If the sys-
term uses lethal black IC, the dis-
claimer includes a "Use of Deadly
Force Authorized™ display,
9 ! lar Baby-8
14 9 frap Trace- 10 (Killer-8)
G 14 Passive Alert
21 G Expert Construct (Armor. +2
Derense/-£L Offense)
lrace-&
lar Baby-4
Marker-5
24 18 Cascading Blaster-8
LB 21 Active Alert: Government  decker
alerred, On an Orange host he
arelves In 1D3 turns; on o a Red
nost, e arrives on the next turn
31 i3 Expernt Construct {Armor and
Shielding. +£ Offense/-2
Defense)
Black 1C-8. Non-lethal on an Orange
host, lethal on a Red host
Acid-G
36 Ll Cascading Black 1C-7. Mon-lethal on
an Urange host, lethal on a Red
Frsd
35) LA Shutdown

Host 0. Green=i0/11/18/13/15/ M
Faydata: 9 (Paydata Density: 2D6 x 15 Mp)

This one s the treasure chest, In addition to the basic pay
data, the type of secure data that shadowrunners typically need
in an adventure are stored on Host . The host also contains the
5AN Into the Federal PLTC.




Files such as crime reports iImplicating shadowrunners are stored
here, but It they have been online more than a few hours, they will
also have been distribured to high-security databanks (Red-Hard Y5
tems) through the PLTC. Erasing or modifying such records would
involve an extremely dangerous run through the government grid,

'he Access subsystemn is protected by Scramble IC: until the
decker decrypts It, his persona cannot log on to the host. All secure
datafiles are protected by Scramble IC, data bombs, or worms,

Trigger
Step Event
5 frap Probe- 1O [Killer-11)
9 Party IC
Far Pit-4
Killer- 10
Marker-6
15 Trap Trace-B (Sparky- 10)
L0 Passive Alert
24 Prole-1 |
28 Construct [Armor)
Killer-7
Acid-7
Probe-4
33 Active Alert: A government decker |s

alerted and will arrive in 1D3 turns.
30 Party 1C

Bind-rip=-5

Acid-rip-5

|am-rip-5

Mlark-rip-5

43 Cascading Psychotroplc Black IC-9
{Cyberphobia)
48 Shutcdown

Hbout Government Dechers

he following guldelines for government deckers also apply
to corp deckers, or any decker retained to defend a system. The
gamemaster may design an NPC decker of his own, but may use

All utilities are at maximum value—equal to the MPCP rat
ing. Inferior opponents should rarely. If ever, have utllities with
optlons. Superior opponents should have programs with a little
the following rules I he needs & quick-and-dirty deckar characher. Sﬂmﬁ'[hins hm.‘l. lal, at the gamemaster's discretion. An Equal

: opponent's utllitles -:1{']H~rw| on the playver-character decker—if

Lovernment deckers may be defined as Inferior, Equal. or
Superior opponents. An Inferior opponent has an MPCP Rating 2
points below that of the player-character decher. A Superior oppo
rnent has an MPCP Rating 2 polnts higher. An Equal opponent has
an MPPCP Rating—and everything else—equal to the player-char-

the player character is loaded for bear, so is his opponent

These NMCs usually carry Armor, Attack, Cloak, and Lock
i, They may alss carfy one of more utilites that attack Persona
Ratings, especially if their job includes "softening up” the intrud-

oo P er for attacks by IC. Inferior opponents carry no self-repalr pro-
acter deckers. Similarly, an Inferior opponent has a Response _ _ !
) : Erams, Superior opponents carry Medic and Restore, Equal
Increase | point lower than the player-character decler's, and a ' ; '
i i ) opponents match the player-character decker’s capabilities

Superior opponent’s Response [ncrease is one point higher . = .
. ‘ Lin systems where deadly force might reasonably be

Mersona programs for all government deckers are at thelr 3 b :
= ) expected, any NIFC decker may be armed with black hammer of

maximum, As a decker s total Persona Ratings cannot exceed 3 ity A
LS killjoy. Government deckers are especially llkely to carry track

x MIPPCT and four programs make up a standard persona, the rat- : :
) programs, 45 part of their department’s job Is to enforce Matrlx

ing for each persona program ends up being three-fourths of the - ) :
s 2 law in the real world as well as on the arid
MPLP, rounded down. Government and corp deckers running :

without a Masking program have ratings equal to the MPCP for
each persona program

These deckers use Legitimate icons on the hosts they
defend, and so IC will not attack them. To attack these oppo
nents. the Intruding decker must use the appropriate target num

ber to hit Legitimate lcons (see Cybercombat, p, 123),
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GOODS AND S e
SERUICE S S

HACKER HOUSE ACCESS

Baseline Bandwidih Price Avallability
|0 Mp GO0 4/1.2 hrs
L0 Mp [ 500 4/24 hrs
40 Mp 5, 000 6/48 hrs

UECK CONSTRUCTION MATERIALS

Toal MPrice Availability Street Index
Cybernetics Kit |, S00¥ 3/48 hrs £
Cybernetics Shop | 5, 000% 2/72 hrs 3
Lybernetics Facilicy 100, 000% | 4,7 days 4
Mlicrotronics Kit |, 500¥ 5/48 hrs Z
Mlicrotronics Shop [ 5.000% B/72 hrs 3
Mlicrotromics Facility 300, 000% | d4/7 clays 41
Personal Computer LO0¥ per Mp of memaory Al anys o
Optical Chip Device Task Street
Encoders Rating Bonus Price Avallability Index
Sony Encoder | 0 0 I,200% /24 his |
Fuchl OCE /500 | 0 2,700y /24 hirs |
Sony Encoder 11 Fi i i, D0y B/ 72 his 1.5
Hitachi RM-AX 3 4 8 500% 10/7 days Fa
Parts Price
Chips:
Optical Code Chip (OCC) 2O¥ per Mp
Optical Memory Chip ({OMC) 5% per Mp
Cranial QCC 200% per Mp
Cranial OMC 50¥% per Mp
Clrcuitry:
Processor Logic Clrcultry {PLC) 25¥% x Rating
Data Transpart Clrcuitry (DTC) 1O¥ x Rating
Cranial PLC 250% x Rating
Cranial DTC 100% x Rating
Component Base Time Target Number Price
Casing:
Baslc {lmpact-1) M A MA DCon't worry about [
Level | (Impact-2, Balllstic-1) A A S00¥
Level 2 (Impact-3, Ballistic-2) A A 2,000%
Level 3 (Impact-d, Balllstic-3) M M8 5,000%
Hitcher Jack 48 hours # of [acks = | 250%
Offfine Storage (OMC) 24 hoirs 3 S0% + 5% per Mp
Vidscreen | Z hours 4 | LR

LR 0D




GOODS ANnD
SERUICES

DECH COMPONENT PRICES

Program Rating PF
-3 | O
4-6 200
s SO
104 | Y
PERSOMNAWARE
MPMCP

Formula: MPCP* x ([8 x PF] = 195)
PF Basis: MPCP

Bod or Evasion
Formula: Rating? x ([3 x PF] + 95)

PF Basis: Mrogram Rating

Masking or Sensor
Formula: Rating® x {[2 x PF] + 75)
PF Basis: Program Rating

Memory
Active Memory: Mp x 7.5¥

Storage Memaony; Mip X OF

ASIST Interface
Hot Deck: (MPCP2 x [(PF x 2) + 40]) + (MPCP x 50)
Cool Deck; (MPCPS x [PF = 200) + (MPCP x £5)
PF Basis: MPCP

Hardening
Formula: (Hardenings x [(PF x 8) + 160] + (Hardening = 70}
PF Basis: Harcdening

ICCM Blofeedback Filter

Formula: (MPCPE
PF Basis: MIPPCTP

/0 Speed

Formula: Speed in MelS x 30¥

Response Increase

Formula: ([MPCP4

x 105
PF Basis: MPCP

Satlink Interface
Formula: (MPCP?
PF Basis: MPMCP

Satlink Dish

S-cm portable

| meter portable

3 meter fixed

Cable

lemporary Dish
Electronics
Webbing
Spray (| use)

 [(PF x 4) + 115]) + 5,000¥%

x Response] x [PF + 80]) + (Response

x [(PF x 2) + 401 + (MPCP x 35)

Cost
BOODY
|, 200%
OO Y
O¥/meter

1 OOy
By
| ¥

PROGRAM PRICES

Program Rating Price
-3 Slre x 100%
d-i3 Size x 200%
7-9 Size x 500%
[ b4 Size x 1,000%

Availabiliby

LT days

477 days
8/ 14 days
16/30 days

Street Index

1.5

i
#

3

L =




H05 T DESIGN TABLES

To design a typical host, select the desired Security rating and Intrusion Difficulty, then make the appropriate dice rolls to deter

mine the Security Value and Subsystem Ratings. The Paydata Allocation Table provides tormulas for determining Paydata Points and data

density of the host. Denslity Ay [ rolled in advance or when the decler lo ates the paydata and Is ready to download it

HOST RATING TABLE

Intrusion Difficulty Security Value

»ubsystem Ratings

Easy ID3 + 3 ID3 4 7
Averase 103 + &G B E AR
Harel 203 + & IDs + 12

PRYOATA ALLOCATION TRALE

Data Density

Security Code Paydata Folnts

Bilue 106G - | 2D6 x 20 Mp
Creen Il s ) DG x 15 Mp
Orange LDa LDG x 10 Mp

Rl DG + 2 206 % 5 Mp

SHEAF DESIGN

Mext, design the securicy sheaf, First, roll 106 + 2 and apply
the appropriate modifier to produce the first trigger step. Then
repeat the dice roll and add the modified result to the first step

the second ingger step Hl.'r}r_'.ar the process o

The result is
determine the remalning trigeer steps

Host
Security Code Modifler
Blue |
Cireen +3
Crange 2
|_ Fed + |

Now determine the events triggered by each fri@aer step,
using the Alert Table. Roll 1 D6 for each step and add | to the roll

result for every trigger step allocated to the current alert level

ALERT THBLE

Maodified Roll No Alert Passive Alent  Active Alent
=3 Reactive White  Proactive White  Proacelve Gray
4-5 Mroactive White  Reactive Gray  Proactive White
&H-7 Heractive Ciray 'roactive Giray Black
g Massive Ao Active Alert Shutdown
“Lee Host Shutdown n. 53

R

159

Mext, make the dice rolls indicated on the appropriate I1C

tables to determine the speciic L programs triggered by each

trigger step

IC TRBLE

Reacilve Whikte I

iDG Roll Ic
| -2 Profe
-5 Trace
(4 Tar Baby

PFroacitlve White IC

2D6 Roll Ic
| =5 Cripplers®
-8 Klller
9 rap Trace**
10 [rap Probe*"
[1=12 Construct/ Pary IC

Reactive Gray IC

DG Roll IC
| =2 Trap Probe*
3=5 lrap Trace*"
& Tar Pit

Proactive Gray IC

2D6 Roll IC
-5 Rlppers*
-8 Blaster
D=0 Sparky
| 1=12 Lanstruct/Party IIC

Black IC

DG Roll I
L= Peychotropic
51 Lethal
B—10 MNaon-Lethal
Hi-12 Construct/Party I1C

*Consult Lrippler/Ripper |.|*..,rlq'-! fable to determine the
Persona Attribute targeted by the 1C.
** Rl |

on the Trap IC Table to determine the specific

type of trap |C




REFEHRHEIILEL
THEBLES

CRIPPLER/RIPPER TARGET TRBLE PHYSICAL RESPONSE T0 TRACE

106 Roll IC Target jackpolnt Target is:
-2 Bod is in Security Public Corporate Megacorp Government
3 Evasion Rating:

4-5 Masking B or higher 10+ 2D6 15 - 206 B - 2DG 10+ |
SeS0 C 10 + 4D6 15+ 3D6 10+ 1DG 10+ [DG

E B 20 + 4D6 10+ 2DG6 5+ 1DG 5 + | DG

Fi Ml Y 10+ 1D&6 S+ DG 3+ 104G

Cin sibe Pl 2D+ 2 106G + 2 2D 4+ 2

TRAPIC

1D6 Roll IC = 5 s ) %
L= Blaster . i i
o CYBERCOMBAT TABLES
! aparky
i2 Black 1C

Host Security Code Initiative
Blue DG + IC Rating
Lreen 206 + IC Rating
Cranae DG+ G Rating
Host Securlty Value Red ' ADG + IC Rating
D6 Roll 4 or less 51 8-10 (5 : .
=5 i 5 G ] I
{3 5 ! 2 [
-1 1 & o 10 [ I
| 12 ? 1 L2 E CYBERCOMBAT TARGET NUMBERS
| |
Host Securlty Code Intruder Legitimate
Blue & 3
T 5 :
OEFENSE /0PTIONS TABLE Creat * 1 |
Jrange & 3
Fed 3 i
1D6 Roll Defense ZD6 Roll Option
i-3 Armor and ShiRting ., Cascading
4-5 Armor -5 Expert Offense” . . .
4l i dison % ESEEI e -
7 None 2-11 Expert Defense” e i =~ T—

B Shielding 12 Cascading

910 Atmor PROGRAM=DESIGN TABLES

PROGRAM MULTIPLIERS

[1=14 Armor and Shielding

‘Roll 106G + 2 to determine the Expert modifier

- Persona Programs Multiplier
MPCP =
with Reallty Filter L)
Bl 3
Evasion 3
Masking: Fi
eSO P

60
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Lty

analyre

ST
Altack-
Altack-M

C
Altack-5

Attack-D

l‘il L 50
Camo
i

Commilink

OS5
Crash
Defuse
Deception
Decrypd
Disintect
Ewvaluate

Hoa

FRl oy

P i
LY =N
P
INHTTOrS
Podson

Read A&

telocate

[besrore
Iesirict
levesal
AT
"':.||:E JI% |
sleAFE

][ BT

“tearmrol ler

Iracl

walldlare

Black Harmumer

REFEREINILCE
THELES

Iype Multiplier

[

Lhpaerational

Lrefensive 3
CFFerial e K
Offenslve }
Frensivie 4
Offensive 5
CIfFPensive A0

Ciperational |
Crefensive 3
Cefensive 4

(Crperational |

Special Fo

Ciperational i

Crperational )
Crperational z
Ciperational |
Oinperational )
Cinerational ;
O ferisive 3
Caffernsive (0
Drefersive 3
Defensive 4
t"l|':|"|.'|ri-.||;.'.. ]
Oftensive 3
Chperational !
Operational i
Letensive 3
L hensive 3
OFfernsive 3
Chperational :
efensive 4
Soec|al 4
LM hensy b |
Chperational 3
L bensive ]
":.|:-|'-: =1 5
LINEraltiong |

UTILITIES TRBLE

System Operations

Analyze IC/lcon/Security,

Locare 1C

Locate Access Node/FllesSlave

Retrain, Tap Cormcall
Crash Application/Haost

Graceful Logofi/Logon
Decrypt Access/File/Slave
Dinsinfect

LoCate rm-\."-"r": lata

Lrecony

Dovwnload /Upload Data

Eclit File

Locate Decker/Frame

Command/Edit/Monitor Slave

Dump Loe. Yalidate Passcocle
[ =

Options

Cprimication
Al Bt sensitive, souesze
Al Bt sensitive, souesze
Al Ut sensithve, soueere
Al But sensitive, sOuceze
Lrre-shot.optimization,

fargeting

Che-shiot, DTMILEATIC
One-shot, optimization

DINAB, one-shot,
aptimization, targeting
Ohne-shot, optimization

largeting
Cne-shot, optimitzation

DIMNAB, optimization

Area DINABR. one-shot,

optimization, taraeting

LM AL, one-shiod
optimization
Area, DINAB, one-shot,
optimization, targeting
Area, DINAB, one-shot,

optimization, targeting

COUTMIERTION

Area, DINAB, one-shot

optimizaton, tardeting

DINABR, ane-shot

aptimlzation, targeting

ol

LR 10




REFEREIILCE
THRBLES

UTILITY DPTIONS

Option Rating Modifier Program Multiplier
Area FArea Rating Rating 1 12 3 4 5 i) 7 5 9 10
Chaser + i ] 7 i 4 5 ¢ | B 5 i
DINAB +DINAB Rating z 4 B 12 & 20 24 28 12 6
Lirmit | 3 3 1H 27 15 45 54 &3 ) B i
One-5hot Real Size = 75%/Design Size + 500 4 & 32 4B B4 BO Do 112 128 148 10 |
Optimization Real Size = 5000/ Design Size + 100% 5 25 50 75 100 125 150 175 M0 JI25 250 |
Penetration # [ o 720108 144 180 216 252 I8 324 360 |
Sensitive Real Size — 75%/Design Size + 504% 7 49 98 (47 1%g 24% 294 343 392 44 490
SUEeLe +1 u 64 128 |92 256 320 384 448 512 576 640
Stealth +Stealth Rating q 81 162 243 324 405 4846 567 A8 7D BID
-i.'.'}:ﬁ'!ill_'.-_ v g i 100 200 300 A00 500 2S00 PO kD WO | LR

11 1£1 242 363 dbg ] P T - T S TR (N - . 4

iz 144 IR 43! 7G0T Bad 1008 1058 1 LAR0 LAl

i3 1B 3353 507 a7a B4s (014 0,183 1,352 1,541 1,690

id |t 307 GHA T84 QEHD |, 006 1,378 1,568 1,704 1 500

SYSTEM DPERRTIONS TABLE

Operation Test Urility Action Function

Analyre Host Control Analyee Complex Determine ratings,/nature of Host

Analyze |C Control Analyze Free ldentify locaved |0

Analyre lcon Control Analyze Free dentify icon type

Analyre Security Control Analyze Simple Determine grid/host's Security Rating, |
security tally, alert status

Analvze Subsysrem fargeted Subsystem Anahyze Simple [dentiby extraordinary features
of host's subsystem

Control Slave’ Slave Spoot Complex Control remote devices

Crash Applicarion Appropriate Subsystem Crash Complex Crash application on hosi

Crash Hosi Control Crash Coripalex Shutdonwwn host

Decoy Cantrol MAirrors Complex Create cdecoy con

Decrypt Access AcCcess Decrypt Simple Defeat scramble |C
to access g@rid/host

Decrypt File Files Decrypt S5imple Defear scramble IC on fle

Decrypt Slave Slave Decrypt Simple Defear scramble 1C |

an Slave subsystem

Crisinfect Appropriate Subsystern Disinfect Lomplex Destroy worm programs
Dovwwnload Daka Files Read S\Write Simiple Copy file to cyberdeck

| Dump Log Control Validate Complex Read host access log
Eclit File Files Read Write Simple Change datafile
Eclit Slawve’ Blawve Bpoot Complex Modity data sent (o/from

remoie oewvice

Graceful Logoff Access Deception Complex Exit grid/host wiout dump shock
clear system memaorles
| frvaliclate Passcode Control Validate Complex Erase passcoce from host's
seecurity tal¥es; trash passcode list
Locare Access Mode Index Browse Complex Find LTG code for host
Lorcate Decloer Index SCArner Complex Find decker in grid/host

2 |
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SYSTEM OPERATIONS TABLE (£ONT.)

Operation Test Litilley Action Function
Locate Frams Il SCAMMET Complex Locate smart frames/SKs
Locate File Inclex Browse Complex Find specific datafile
Locate IC [l Analyze Complex Find IC In system
Locate Paydata® Index Evaluate Complex Find salable data on host
Locate Slave Index Analyze Complex Find system addresses
of remoted devices
controlled by Host
Logon to Host AcCCess Deception Complex Access fost
Logon to LTG Access Deception Complex Access LTG
Logon to BTG Access Deception Complex Access RTG
Make Comeall® Files Commlink Complex Call commcades controlled
by RTG/PLTG
Monltor Slave® Slane Spoc Simple Readl data transmitred by
Feimote device to host
Mull Operation Caontrol Deception Complex
Redirect Datatrail Control Camo Complex Confuse trace 1€
Rerraln Access Cormmmibink Free Change decker's /O bandwidth
Scan leon Special Scanne Simple Determine specific features
af icon
Swap Memonry Mone SNone Shmiple Load new utility
Tap Comcall Special Commlink Complex lrace/listen to commilink calls
Upload Datat Files Read/ Write Simple lransmit data from deck o Matrix
Validate ['asscy 1wl e Cantrol Walicl ate l:__|_:|||||_|ii:'_=-. Valldate (alge [FASSC ade on host
Muonitored operation
tOngoling operation
Interragation operation

INTRUSION COUNTERMEASURES THBLE

IC Proactive/ Target Effect
Reactive

White IC

Acid Mroactive lcon Bod Rating Varied damage (o jcon

Bincler

Liata bhomb

JArTHTIed
B e
Ak
I"roke

/)
L ra ale

E .-'h.|"'|l"'l.1 a2

Mealson

Tar baby

Gray I
Acid-rip

Bind "E'I

ri IACTIE
Hﬂ.".'l_l.jii'-.'q'

Proactive
Proactive
'roactive

Reactive

Heartive
AT

Reactive

Moactive

Mroactive

lcon Evasion Rating
leon ratings

lcon Sensor Rating
lcon ratings

lcon Masking Rating

Sawrstem operations

lcon ratings
Mrotected data

LIgility programs

Dk Boct Beating

Deck Evasion Rating

Vaned damade (O con
Ratinai M) damase 1o wcon
Varied damage to icon
Vared damage to 1con
arked damage to 10on

Detects unauthorized operations

Varied damame to icon
Destroys protected data

Crashes utility program

Viaried camag@e to declk ratings

Varied damage 1o deck ratings

63
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Gray

IC

Blaste
Dataworm
Dreathwiarm
|lam-rip
Mark-rip

Spzal Je s

|-||‘H'-.-".'| Wi
[ar |'.-|"

frace

Black 1€
Lizthal

oi - =i Rl
ey PO PO g
Cylerphobia
|Liclis

MLl X ErLar et
PCMC

Proactive
Reactive
roactivie
Mead biwve
Merac v
Proaciive
Prosac tive

I-' S
| B % Tl L R0

Reaclive
Reactive

Vrodactive

Mroactive

I‘I'I_I.ﬂ':. [

Proactive
Moactive
roactive

Froactive

INTRUSION COUNTERMEASURES TABLE [CONT )

Target

AT [Rating
MPCP Rating
Deck target numbers
Deck Sensor Rating
Reck Masking Rating
MPMCT Rating

[eweiloadled files
LItility programs-—all copies
Declker

leon racinas,/decke
L=l

lcon ratings/ decker

Decker
Dleclear
Decler

Lrecloer

REFERENUCE
TABLES

Effect

Varied damage to MPCT

Varied damage to MPCTP

Increases by & per worm

Varied damage 1o deck ratings

Varied damage 10 deck ratings

Varied damage to MPCE (IC Batingiivl
damage 1o dechker

Frases data (amount varies)

Corrupts utilities

Locates decker: recuces target

fpumbers for proactive [C by |

Varied Physical damage

Varled Mental damage

Induces Matrix/decking pholia
Induces compulsion to betray
Inspires maniacal rage

Inspires loyvalty to user of iC

Iy
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CYBERDECK RECORD SHEET
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CYBERDECK CONSTRUCTION WORK SHEET

A
\ -
“"][:p CURRENT Rating DESIRED Rating SOFTWARE Rating [Complete Soliware on Programming Sheet]
. ; . SOFTWARE Ratlng: MPCP [+ 2 for Realicy Filter]  Mulbtiplier: 8
COOH TRSH MSTALL TRSH COOH TASH. MSTRALLATION TASH
BASE COMPMETED BASE COMPLETED TIME: MPCP = 3 TIME: MPCT = 2
ﬁ TIME TIME TIME TIME TEST: COAPLITER BfR (WP TEST: CIMPLITER B/R (WPCIM
l'.r [ FARTS: OCCE PROGEAM SIZE FARTS: [PPLC@ MCPC S
' A ‘ ‘ ALCECYTRO IS SHCT DTC 48 MO PC™ 2
| . - - OPFTHCAL CHIF ERCODER TOOLS: MICROTROMOCS SHOP
HI CURRENT Rating — DESIRED Rating SOFTWARE Rating [Complete Softwane on Programming Sheet]
- = : SOFTWARE Rating: Bod Multiplier: 3
COOH TRSH MSTALL THSH COnH TASH INSTRLLATION TASH
BASE COMPLETED BASE COMPLETED TIME: BOD x 3 TIME: BOYD x 2
TEST: COMPUTER BAR [ ERC LS TEST: COMPUTER B/R (BODY
e i TN TINE PARTS: OCCH PROGRAM SIZ1 PARTS: I E_:ﬂ P
|
s e TOOLS:  MICROTROMICS KT

OPFTICAL CHIF EMCODER

[':'-I HH"-] “ CURRENT Rating

DESIRED Rating ____  SOFTWARE Rating |[Complete Software on Programming Sheet]

- N . SOFTWARE Rating: Fvasion Multiplier: 3
COOH TRSH INSTALL TASH COOH TASH. NSTALLATION TASH
BASE COMPLETED BASE COMPLETED TIME: EVASICON x 3 TIME: EVASION x 2
TEST: COMPLUITER B/R (EVASHON) TEST: COMPUTER B/R (EVASION)
WESL A i bhniine PARTS:  OCCH PROGRAM SIZE T 1 M RN
| | |' ‘ TOOLS: PERSONAL COMPUTER TC. @ EVARIGNAD
MICROTRONICS SHOP izt
- ! OPTICAL CHIP ENCODER TOOLS: MICROTRONICS KT
ﬂ]ﬂSHIIIH CURRENT Rating DESIRED Rating ______ SOFTWARE Rating [Complete Software on Programming Sheet|
) i i . SOFTWARE Rating: Masking Multplliers: 2
GOOH TRSH M5TALL TASK COOH TASH INSTALLATION TASHK.
BASE COMPLETED BASE COMPLETED TIME: MASKING x 3 TIME: MPCP % 7
TEST: COMPLITER B/R (MASEING) TEST: COMPLITER BAR (MASKING
TIME TIME TIME TIME |
PARTS:  OCCH PROGRAM SLLE PARTS: PLCH MASKING™Z
| ‘ ‘ ‘ TOOLS:  PERSONAL COMPUTER DTC @ Masking 2]
MICROTRQNICS SHO? TOOLS:  MICROTROMICS KIT

LA L CHIT EMCCIDER

SENSOR currint Rating DESIRED Rating SOITWARE Rating

[Complete Software on Programming Sheet]
SOFTWARE Ratlng: Sensor Multiplier: 8

COOH TRSH INSTHLL TASH COOH TASH. MSTALLATION TASH
BASE COMPLETED BASE COMPLETED TIME: SENHOR = 3 TIME: SEMNSOR = 7
TEST: COMPUTER B/R (SENSOR) TEST: COMPUTER B/R (SENSOR]
s bz _TLM[ i FARTS: DCCE PROCHAM SIZE PARTS: PLOE SENSORAZ
TOOLS:  MERSOMAL COMPLUTER L
| ‘ | ‘ MECRETTROMICS SHOP 'r:“_ ¥ SN T'i .
OPTICAL CHIP ENCODER TOOL%  MICROTROMICS KT
I-“.:I |UE |“Em|]“|l| CURRENT Railng EII]HH[:[: mﬂmﬂﬂu CURRENT Rating —
DESIRED Rating DESIRED Rating
. INSTALL TASH INSTALLATION TASH IMSTALL TASH INSTALLATION TASH
BASE COMPLETED TIME: PRAEMORY SLEES 100 BASE COMPLETED TIME: MEMOY SIZES 100
TIME TIME TEST: COMPUTER B/R (SIZES 100 TIME TIME TEST: COMPLITER B/R (SIZES 100
Sk FARTS: (WO SMEMORY 5171 . PARTS: OIWICE MEMOEY SIZE
[ PLCE SITE/D DTCE SIZEA1O
TOOLS: MICROTROMETS KIT [ TOOLS:  MICROTROMNICS KN

ASIST INT I': HF'-“:E CURRENT Rating . DESIRED Rating ____ SOFTWARE Rating ____ [Complete Software on Programming Sheet|

SOFTWARE Rating: MPCP Multiplier: 2 (HOT DECK) | {COOL DECK)
1 © L . ® = = 3
LUOK THSH W5 THLL THSH COOH TASH INSTALLATION TASK.
BASE COMPLETED BASE COMPLETED MME:  MPCP x| MME:  MPCP x|

TEST: COMPLTER B/ (MPCT TEST: COMPUTER B/R (MPCP)
TR e phinis THAE PARTS: OCCE PROCRAM SIZI PARTS: PLC® MOPCA2

TOOLS: PERSONAL COMPUTER PLC @ MCPC (COOLY. ASIST

MICROTROMICS SHOP PROCESSOR | 1,250%)

CHTICAL CHIP EMCODER TOHEL S AVUCHCHTRLENICS KIT

£ Copyright 1985 FASA Corporation. All rights Rasered, Permissicn to Photaoogy
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CYBERDECK CONSTRUCTION WORK SHEET

HARDENMDG current Rating

COOH TASH INSTALL TASH
BASE COMPLETED BASE COMPLETED
TIME TIME TIME TIME

DESIRED Rating _____ SOFTWARE Rating _

SOFTWARE Rating: HARDEMIMG
COOH TASH
TIME: MPCE x HARDEMIMG
TEST:  COMPUTER B/R (HARD.
PARTS: OCCE PROGRAM SIZE
TOOLS: PERSCMNAL COMPLITER
PABCRETROMICS SHOP
OFTICAL CHIF ENCODRER

[Compleie Software on Frogramming Sheet|

Multiplier: /
NS TARLLATID THSH-
TIME: MPCP & HARDENING
TEST: COMPLUTER ByR (HARD )
PARTS: PLOE& HARDEMNINGSE
O 8 HARDENING x 2

TOOLS:  MICROTROMICS SHOT

ICCMFILTER current Rating DESIRED Rating SOFTWARE Rating ____ [Complete Software on Frogramming Sheet]

COOK TRASH

BASE COMPLETED
TIME TIME

INSTALL TASH

BASE COMPLETED
TIME TIME

SOFTWARE Rating: MPCP

COOH TASH,

TIME: MPCE 5 2

TEST) CORAPLITER BAR AND
LHOTECH (PP

PARTS:  OCOE PROCRAM 5171

TS PERSOMAL COMPLUTER
MICROTROMICS SHOP
CHTICAL CHIP ENCODER

Multipliern: 4

NS TRLLHTION THSH:
TIME: MPCE x 2
TEST: COMPUTER B/R AND
BIOTECH (MPCP)
PARTS: PLO@ MPCP™Z
DTC & MPCP 2]
TOOLS:  MICROTRONICS SHOP

|/ 0 SPEED

NSTALL TASH
BASE COMPLETED
TIME

CURRENT Rating

DESIRED Rating

INSTALLATION TASH
TIME: /0 SPEED 100
TEST:

PARTS: MLOE /0 SPEDD/20
DT /0 SPEEDRA 10

TOOLS: MICROTROMICS KIT

COMPMITER By (/O SPEEDS 100,

RESPONSE INCREASE currenT Rating __ DESIRED Rating

COOK TRSH INSTALL TASK

BASE COMPMETED BASE COMPLETED
INME TIME TIME TIME

SOFTWARE Rating: mpop
COOH TASH.
TIME: MWIPCT x INCREASI
TEST:  COMPUTER B/R (INC. x 2)
PARTS: OCCE PROGRAM SIZE
TOOLS: PERSOMAL COMPUTER
SUCROTROKSICS SHOP
QPTICAL CHIP ENCODER

SOFTWARE Rating [Complete Software on Programming Sheet|

Multipller: INCREASE x 2
MSTALLATION TASHK.
TIME: MPCF 5 INCREASE
TEST! COMPUTER B/R (THC, » 2
FARTS: [LOE INCREASE = 3
CTC & INCREASE = 3

TOOHS: MICROTROMICS SHOP

STHHL 'nH I"] EH FH EI:: CURRENT Hﬂ,ﬂng __ DESIRED I'-Iaﬂng 2 SOHTWARE Ila‘l'ing_ [Complete Software on Programmibng Sheet|

LUOOH TASH
BASE COMPLETED
TIME TIME

MSTALL TASH
BASE COMPLETED
TIME TIME

SOFTWARE Rating: "rcr
COOH THASH.
TIME: MAPCT . |
TEST: COMPUTER B/R (MPCP)
PARTS: OCCE PROGRAM SIZE
TOOLS: PERSOMAL COMPUTER
MICROTROMNICS SHOP
QITICAL CHIP ENCODER

Multipliern: 2
INSTALLATION TASH
TIME: MR
TEST) COMPLTER BSR IMPCH)
FARTS: PLOCm MPCE

DTC @ pMPCP

TS AMICROTROMICS SHO

L
UIDSCREEN
INSTALLED?

HITCHER JHCHS

BASE TIME: |2 HOURS
TEST: COMPUTER B/R {4}
PARTS COST: 100¥

NUMBER INSTALLED?

BASE TIME: 48 HOURS
TEST: COMPUTER B/R (# |ACKS)
PARTS COST: 250%

OFFLINE STORAGE
MEMORY SIZE

BASE TIME: 24 HOURS
TEST: COMPUTER B/R (3)
PARTS COST: (50% + 5¥%) per MP

HITCHER JACHS

IMPACT

BALLISTIC

IMPALCT
i

|
3
4

BALLISTIC
L1

i
i
i
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. PROCRAMMING WORKSHEET

|

|

/,; Programmer-_ shill Level

|I

M=
P

- = =

llesign lesign Actual (I TRATET Task
|' FFD!][‘.EI ms Raltmg hize Rating Sz Perod
Options Days Worbed [ Days Worked o Tash Bonus | [aszk Perod Reduction

| _ lesign lDesign Acbmal Actual Task
| rogrdms ftalting WP Raling Size Perind
Dptions Days Worhed [ Bays llorhed < Task Bonus | Tash Pariod Heduction
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Programs Rating Gize Hating Size P
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modifier, 28
rating, 16

Acid cripplers, 41

Acid-rip IC, 43

ACIFS, 16

Actions, 120-21
complex, 121
free, 120-21
non-combat, 121
simple, 121

Active alert, 63

Active memaory, 85
compressor program and, 97
|."i':l.r'|"-.|rI_I'I'_'lil'_:ll'lI HH

Adrenal conditioners. 49

y Alerts, 62-6G5

Alert table, |59

L
i Algorithms, 34, 35, 56
i Analyze host operation, 33
A description of, 111
virtual machine and, 35
Analyze icon operation
tor data bomb location, 41
-I?I description of, 111
; Analyze IC operation, 111
Analyze programs, 96, 127
I Analyze security operation,
e description of, 111

Analyze subsystem operation, 33
; clescription of, 111
y tor host networks, 36
wiarm detection, 43
Application programs, 68
Area option, 103
AT
defense, 50
rating, 145
utility program, 41, 99
Artificial inrelligence, 138-41
ASIST interface, ©, 14, 85
construction, 86
controls, 85
protocols, 134
RAS override, 85
tortaises and, 85

upgrades, 84

IMMDE X

Attack, 121, 123
programs, 40, 98, 130
test, 4 |
Adtributes
of decker, /O
of otaku, 144, 145
persona, fo-/7
Availability tests. for buying pro
grams, 107
Average systems, 3

B
Bandwidth, 28, 45
icon, 90
/0 speed, Bo-87, 90
reassignment, 91
rule, 90
throughput, 77
utility loads, 91
Barrens, 137
BEMS, 76
Binder cripplers, 41
Bind-rip IC, 43
bBioteedback
filter, 76, 86
responses, 47
Black hammer program, 98
Black IC, 47
in combat, 47-48
lethal, 48-49
nonlethal, 49
psychotropic, 49-50
tables, 64
Blaster IC, 43
Blinder IC, 43
Blue host, 30-31
alert status of, 65
reset of, G5
Bod
attribute, 76
mode, 77
rating, 43, 76
rest, 98
Bodstripper, 43
Body resistance test, 48
Booby trap, 41
Bouncers, 32-33
Breadboarding rule, 90

69

UR. 0O

browse programs, 96, 127-28

Buffer systems, 37

C

Camo program, 99
Cascading IC, 51
Channel skill, 144-45
Chaser option, 103
Chips, 83
Chokepoints, 5, 33
Clrcuitry, 83
Cloak program, 99
Combat
actions, 120-21
attaclk resolution, 123-24
constructs in, 52
initiation of, 121
initiative, 120
maneuvers, 99-100, 121-23
secjuence, |20
tables, 160
target numbers, 123, 160
Command sets, 104-5
Commercial conversion rule. 90
Commilink programs, 96, 128
Communications, 121
Complex actions, 121
Complex forms, 145-46
Companents
price table, 89
task descriptions, 83
Compressor program, 97, 104
Computer skill, 76
for cook task, 82
for installation task, 82
programming teams and, 102
Computer test, 82, 98
Condition monitor
medic program and, 99-100
semi-autonomous knowbots,
140-41
table, 124
Console-access jackpoint, 29
Construction
dactive memory, 85
ASIST interface, 86
hardening, 86
ICCM Fiter, 86




/O speed, BY
persond chip, 84-85
response increase, 87-88
satlink interface, 88
storage memaory, B8
Constructs, 52, 64
Control rating, 16
Control slave operation, 111
Control test, 35
Cook task, 8.2
Cool deck. 85
black IC and, 47, 48
LIV host and, 3/
Core rating, 105-0
Cranlal components, B3
Cranial cyberdeck, 82
Crash application operation, 111
Crash host operation, 53, 111-12
Crash programs. 96, 128
Crippler IC, 41, 64, 160
cZ deck, 82
Cyberadept, otaku, 147
Cybercombat, See Combat
Cyberdeck. See Deck
Cyberphaobia, 49
Cyberterminals. 8
Cyberware, and hacking pool, 19

D
Damage
of attack programs, 98-99
of data bomb, 41
detensive programs and, 99-
1 00
dump shock, 124
icon, 123-24
IC table, 123
of killer IC, 41
of lethal black IC, 48-49
neurclogical, 49
otaky and, 146G
overflow, 48, 449
overioad, 124
permanent, 49
resistance test, 86
Data bormb, 41, 42
Data transmission, 21
Dataworms, 44

Deathworms, 44

Deception program, 90, |48
Deception utility, 35
Deck, 81-82
active memaory, 85
ASIST interface, B85-80
bandwidth, S0-%1
breadboarding, 90U
casing, 88
commercial conversions, 90
components, 858-90, |58
construction of, BZ, 157
cool. See Cool deck
hardening. 83, 80
hot. 5ee Hot deck
ICCM blofeedback filter, BG
/O speed, 86-87
master persona control
program, /O, B4
modes, 77, 121
[arts, 53
persona programs, /0o 77,
B84-85
record sheet, 1G5
response increase, 87-88
satlink interface, 88
shop, Y3
special options, 76
storage memory, 88
tools, B2-83
upgrades, 83-84
worksheet, 166-67
Decker, 14
attributes, |7, 76
initiative, 120
perscna, |7, 76-77
ratings, 1/7-1%9
skills, 76
tasks, 77-78
Decoy frame, 107
Decoy aperation, 112
Decrypt access operation, 112
Decrypt file operation, 112
Decrypt program, 42, 96
Decrypt slave operation, 112
Deep resonance, 144, 145-48
Default mode, 77
Defenses

[l

UH=E_D

ITMMDE A

option table, 160
paydata table, G/
Defensive utility programs, 96, 99-
100
Defuse prograim, Y0
Delay action, 120, 121
Detection factor, 14, 17-18
IC suppression and, 40
sleaze program and, 97
DINAB (decker in a box), 103-6
Direct communications, 121
Disinfect operation, 112

Disinfect program, %G

DM idirect neural interface), 14, 85

Download, 91, 121

Download data operation, 112

Dumb frames, 105, 106-7
DINAB option and, 106
purpose of, 106-/

Dump log operation, 112-13

Dump shock, 53, 1.4

E

Easy systems, 31
Edit file operation

application programs ancl, 68

description of, 113-14
Ecit slave operation, 114
Encephalon implants, 19
Encoders

oprical-chip, 82, 83

task bonus and, 83
Entry points, 28, 33-34
Etiquette skill, 76
Evade-detection maneuver, |44
Evaluate program, 97
cvasion, %

attribute, 76

mode, /7

rating

restrict program and, 94

rippers, 43

Le51

cloak program and, 99

track program and, 97
Event trigger, 107
Lxpert IC, 54
Exploding |C, 42




INMNMDE A

¥

Facility, tool, B2
Flles rating. 1G
Firmware chips, 82
Flypaper IC, 43
Frame, 105

core, 105-6

dumb, 105, 106-7

loading, 106

program, 146

running, 1006

smart, 105, 107
Free actions, 120-21

Front-end program, 14

G

Gluefoot IC, 43

Gouger IC, 43

Graceful logoff operation
description of, 114
for trace |C, 45-46

Gray IC, 43-45
otaku and, 146
tables, 6G3-64

Creen host, 31
dalert status of, 65
reset of, 65

Grid, 12, 14, 26
connections, 14-15
lackpoints, 28-29
local, 28
regional, 26-37
security tally, 29
system operations on, 29-30

H

Hacking pool, 18-19
Hardening, 806

construction, 86

deck, 83

rating, 83, 145
Hard systems. 31
Hardware concentration, 76, 78
High-security systems, trigger steps
of, 62
Hog program, 98
Host, 12, 14, 30

alert status of, G4

application program, 68
blue, 30-21, 65
connections, 14-15
design tables, 159-64
function of, 65-68
green, 31, 65
intrusion difficulty, 31
native, 140
networks, 36

orange, 31, 65
passcodes, 35-36
paydata, 65-67

rating table, 159

red, 31, 65

reset of, G5
shutdown, 53

slave system, 68
security codes, 30-31
system operation tricks, 32-35
system ratings, 31-3.2
ultraviolet, 36-37

Host-host access configuration, |5

Hot deck, 37, 85
Hunt cycle, of trace IC, 45

I

lcon, 8, 14, 134

bandwidth, 91

reassignment, 91
rule, 90

condition monitor, 124

damage, 123-24

operation suspension, 91

otaku, 145
lconography, 84
lllegal-access jackpoint, 29
Implant specialization, 82
Index rating, 16
Initiative, 120

decker, 120

IC, 120, 160

and physical world, 120
Installation task, 82
Intelligence test, 49
Interface

ASIST, 85-86

controls, B5

neural, 14, 85

I

URZ. D

satlink. 8BS

switching, 85

tech speclalization, 78
Interrogations, 110
Intrusion counter-counter measures
(M), B4, BG
Intrusion countermeasures (JC), 38
black, 4/-50

5

cascading
constructs, 52
cefensive options, 50
destruction of, 40
expert, 52
gray, 43-45
host shutdown, 53
initiative, 120, 160
location of, 40
party, 52-53
proactive, 40
program
trigger steps, 63-65
random operation, 63-65
ratings, 40, 160
reactive, 40
suppression of, 40
table, 159, 163-64
damage, 123
defenses, 64
options, 64
ratings, 64
targeting bonus, 46
trace, 40, 45-47
trap, 50-51
white, 40-43
unsuppress, 121
Intrusion difficulty, 31
Invalidate passcode operation, 114
/O bandwidth, 90-91
O speed, 82, B6-87

!

lackpoint, 14, 28-29
on site, 47
system operation from, 29
types of, 29

lammer cripplers, 41

Jam-rip IC, 43

Judas effect, 49




K

Karma
otaku and, 1406
SOTA factor and, 7
Killer 1C, 41

Killer prosram.

o

Vi
Killjoy program, 98

Kit. tool. B2

L
LANs (local area networks), 15
Legal-access jackpoint, 29
Lethal bDlack 1C, 48-49
Lifestyle, SOTA and, 78
Limit option, 104
Linked passcode, 35
Loading rating, 106
Local telecommunication grid {LTG)
|5, 28
entry points, 33
security tally, 29
systermn operation on, 30
system rating ol b
Locate access node operation, 33,
114
Locate decker operation, |14
Locate file operation, 115
Locate frame operation, 114-15
Lacate IC operation, 40, 115
Locate paydata operation, 66, 115
Locate slave operation
description of, 115
for security controls, 68
Location cycle, of trace IC, 45
Lock-on program, 99
Logon to host operation, 29-30. 33
description of, 116
Ioar Mos) nenworks 1[':
passcodes and, 35
Lagon to LTG operation, 30, 116G
Logon to RTG operation. 30, 116
Low-security systems, trigger steps

ol ':-1.-_'r

M
Maintenance costs, /8

Make comcall operation, | 16

Wapping, sculpted systems. oY
710-713
Marlker cripplers, 41
Park-rip IC, 43
Masking,
attribute, 76-77
mode, /7
rafing
reveal program and, 99
rippers. 43
Master persona control (MPCP).
82-9 76
construction, 84
iconography, 84
price table, 120
rating, 17, 76
response increase and, 87
semi-autonomous knowbots,
| 40-41
reality Alters, 84
SOTA factor and, 78
test, sculpted systems and, 69
upgrades, B4
worm infection of, 44
Math SPU. 19
Mlatrix
maniac [C, 49-50
programming specialization, 78
signature, 70O
Viedic
program, 99-100
target numbers table, 99, 100
Memorny
active, 85
storage, B8
Mental attributes, 76
Message, buffer, 121
Metaphors, 68-69, 126
MMicrotronic tools, 82
Mirror program, 97
Modes, deck, 77
Monitored operations, 110
Maonitor slave operation. 1 16-17
Multlple improvements rule, 19
Multiple targets. 103
Multiplexing, ©1
Mummy 1C, 43

e
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N

Mative host, 140
Metwork, 36

files, 36

nodes, 36
Meural implantation, 3%
MNeurclogical damage, 49
Mo-alert status, 62
Modes, G2
Mon-combat actions, 121
Mon-lethal black IC, 49
Mull operation, 117

O
Object code. 96
Object format, 96
Offensive utility programs, 96, 98-
09, 130-31
One-shot option, 104
Ongoing operations, 110
Open-access configuration, 15
Operational utility programs, 96-97,
| £7-2Y
Optical-code chips (OCCs)
encoders, B2, 83
programming of, 83
Options
optimization, 104, 105
utiilty, 10.2-4
Orange host, 31
alert status of, G5
reset of, G5
Otaku, 142-44
armaor, 145
attributes, 144, 145 |
behavior patterns, |44
bullding, 144-45 |
complex forms and, |145-4G
cyberadept, 147
damage and, 146
deep resonance, |44, | 45-48
hardening, 145
living persona of, 145
mystery of, 147-48
playing. 146-47
programming days, 145
resources, 145

response, 145




INMNMDE X

role of, 144
skills, 144-45

technoshaman, 14/

r
Paine IC, 43
Parry-attack maneuver, 122
Parts, B3
MParty IC. 52-53, 64
Passcode, 9-11, 35
authorization, 35-306
format, 35
superuser, 36
supenvisor, 36
Passive alert, 62-63
Masskey. 35
Paydata, 65-66
dllocation table, 159
detenses, DO-0/F
excessive rewards, 67
fencing, 67
nature of, 67
oints, OO
‘eeler IC, 43
Penetration option, 104
fersona. 8, 14, 76
chip construction, 84-85
of otaku, 145
program, 14, 17

descriptions of, 76-77, B4-85

SOTA factor and, 78

software, 1260-27

suites, 127
Phobia penalty, 49
Positlon-attack maneuver, |22
MPoison IC, 42
Moison program, 98, 130-31
Positive-conditioning psychotropic
IC {MCPIC), 50
Private grid access configuration, 15
Mrivate local telecommunication
gric (PLTG), 15

entny points, 28

regulation of, 28

security tally, 29

system operation on, 30

system rating of, 28
'roactive infrusion countermea-
sures A0

lecation of, 40
slow program and, 99
tables, 63-64
types of, 41-42, 47-50
Prabe IC, 42
Probe program, 57
Pragram
buying of, 107
command sets, 104-5
cost, 103
cesign tables, 160-64
frames, 105-7, 146
multipliers, 160
abject code, 96
options, 102-4
prices, 107, 158
ratings, 101
self-compressed, 104
size, 101
actual, 103
design, 103
aptions and, 103
table, 162
source code, 96
unload, 121
upgrades, 83, 107
utility. So-100, 127-31
worksheet, 168
Program factor (PF), 89
Programiming
base time, 100-101
languages, 96
otaku and, 145
shop, 101
suite, 102
task, 107
task period, 101
teams, |02
tools, 101-2
r"b-".."l-h-l'][!l'iriil:_ ill!ll._.l‘_‘-\.l-i_'lll countermeas
sures, 49-50, 58-50
conditioning effects, 59
implantation, 5%

positive, S50

R
Reaction rating, 145
Reactive intrusion countermeasures, 40
data bomb. 41

13

RS 0

location af, 40

probes, 4.2

scramble, 42

siow program and, 99

tables, G3-6G4

tar balwy, 4.2-43

tar pit, 43

worms, &43-45
Read/write program, 97, 128
Reality Alters

MPCP, 84

sculpted systems and, 69, 72
Red host, 31

dlert status of, G5

reset of, 65
Redirect datatrall operation, 117
Feduced enforcement areas, 137
Regional telecommunication gricl
(RTG)

entry points, 33

security tally, 29

system operation on, 30

system ratings

Morth American, 26
overseas, 27

Relocate program, 97, 128
Relocate utility, 46
Remote devices, 29

control slave operation and, 118

slave subsystem for, 68
Resistance test

ICCM filter and, 86

tor lethal black IC, 48
Response increase, 76, B7

construction, &/-H8

reality flter and, B4

upsgraces, H4
Restore program, 100
Restrict program, 99
Feticular-activation system override
l.|-2-"'-.'_‘-'-f. 15
Fetrain operation

description of, 117

/O bandwidth change, 91
Feveal Program, )

Rippers, 43, 64, 160
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